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HPE Network Campus Access Professional Architect Exam Sample Questions
(Q83-Q88):

NEW QUESTION # 83

A global cruise line company needs to refresh its current fleet. They will refresh the 'insides’ of the ship to be cost-effective and
increase their sustainability. They will replace the complete WLAN/LAN hardware of the ship. In this refresh, the company will not
refresh its current security requirements. The CIO also wants to limit the number of unused ports in the switches. Future expansion
will always mean a refresh of hardware. They start with the smallest ship with a maximum of 800 guests.

Each ship has a LAN infrastructure consisting of two core switches, up to 10 redundant distribution switches, and up to 500 access
switches (400 cabins, 100 technical roons). The Core switches are located in the MDF of the ship and the distribution switches are
located in the IDFs of the ship. Each cabin and technical room gets one single access switch.

The cabling structure of the ship will not be refreshed. Each IDF is connected to the MDF by SMF, of which two pairs are available
for the interconnect between the core and distribution. The length of SM fiber between MDF and IDF is less than 300 meters (980
ft) and the type used is OS1. Each cabin is connected by a single OM2 pair to the IDF, the maximum length is 60 meters (200 ff).
Each technical room is connected by a single OM2 pair to the IDF, with lengths between

100 and 150 meters (320 and 500 ft).

For each cabin/technical room the customer is looking to replace their current fan-less 2530/2540 without changing the
requirements, except they need to upgrade the uplink to distribution switch to 10GbE to handle the increased network traffic, and
the technical rooms need redundant power.

The WLAN infrastructure will be 1:1 refreshed without new cabling or new AP locations. Their WLAN infrastructure is based on
the 200/300 series indoor and outdoor APs running InstantOS (less than 300 APs), the customer has no change in WLAN
requirenments.

The cruise line company will replace its current internet connection before the LAN/WLAN refresh. The new Internet connection
will provide a 99.8% uptime, which is needed to ensure the paid quest Wi-Fi is always operational. With this new Internet
connection, the CIO of'the cruise line wants to base the design on the ESP architecture from Aruba because internet connection is
guaranteed.

The week after the presentation of your design to the CIO of'the cruise line company, the CIO calls you to discuss increasing the
security on the wired network infrastructure. Since one of their competitors had one of their cruise ships cyber hacked, the CSO of
the cruise line has mandated increased security on the wired network. They have heard about dynamic segmentation and central and
decentral overlay networks. For their POS systens, they need a low-latency network connection between the POS system and the
POS server in the data center on the ship. Also, the CSO wants to enhance the WLAN security as well by tunneling all user traffic.
‘What solution fits the customer's requirements?

¢ A Standardize on 6300 switches for the edge, 8320 for the RR, 8360 for the stub/border, and utilize Aruba Central
NetConductor

¢ B. Standardize on 6300 switches for the edge, 8320 for the RR, 8360 for the stub/border. 9240 for the WLAN Gateway,
and utilize Aruba Central NetConductor.

¢ (. Standardize on 6300 switches for the edge, 8320 for the RR, 8320 for the stub/border. 9240 for the WLAN Gateway,
and utilize Aruba Central NetConductor

¢ D. Standardize on 6200 switches for the edge, 8325 for the RR, 8360 for the stub/border, and utilize Aruba Central
NetConductor

¢ E. Standardize on 6300 switches for the edge, 8325 for the RR, 8360 for the stub/border. 9240 for the WLAN Gateway,
and utilize Aruba Central NetConductor.

Answer: B

Explanation:

Considering the global cruise line company's requirement to enhance wired network security while ensuring low-latency connections
for POS systens and tunneling all user traffic for WLAN security, the most fitting solution involves a combination of Aruba switches
and gateway along with a network management and orchestration tool. Specifically, standardizing on Aruba 6300 switches for the
edge layer caters to the need for high-performance, fan-less switches with

10GbE uplinks, matching the requirement for upgraded cabin and technical room connections.

The Aruba 8320 as a Route Reflector (RR) and Aruba 8360 for the stub/border provide a robust core and distribution layer with
high throughput and redundancy. The inclusion ofa 9240 WLAN Gateway addresses the need for secure WLAN user traffic
tunneling. Utilizing Aruba Central NetConductor enhances network management efficiency, security policy enforcement, and
dynamic segmentation across the wired and wireless infrastructure, aligning with the ESP architecture fiom Aruba and meeting the
company's security enhancement objectives.

NEW QUESTION # 84



A large multinational financial institution has contracted you to design a new full-stack wired and wireless network for their new 6-
story regional office building. The bottom two floors of this facility will be retail space for a large banking branch. The upper floors
will be carpeted office space for corporate users, each floor being approximately 100,000 sq ft (9290 sq m). Data centers are all
offsite and will be out of scope for this project. The customer is underserved by its existing L.2- based network infrastructure and
would like to take advantage of modem best practices in the new design. The network should be fully resilient and fault-tolerant, with
dynamic segmentation at the edge.

The retail space will include public guest Wi-Fi access. Retail associates will have corporate tablets for customer service, and there
will be a mix of wired and wireless devices throughout the retail floors. The corporate users will primarily use wireless for
connectivity, but several wired clients, printers, and hard VoIP phones will be in use.

The customer is also planning on renovating the corporate office space in order to take advantage of 'smart office' technology. These
improverments will drive blue-dot wayfinding, presence analytics, and other location-based services.

The client decided that wired headless devices would be authenticated using Mac Authentication and would have RADIUS
attributes sent back to the NAD to assign VLAN and port access parameters to the authentication session on the switch port.

‘What would be critical in making this a successful deployment? (Choose two.)

A. DHCP

B. Airwave

C. Mobility Gateway
D. ClearPass

Answer: A,D

Explanation:

For a successful deployment of MAC Authentication with RADIUS attributes for VLAN and port access parameters, ClearPass is
critical. ClearPass Policy Manager offers advanced network access control, policy management, and is capable of handling MAC
Authentication effectively. It can communicate with the Network Access Devices (NADs) to apply the correct access policies based
on RADIUS attributes received during the authentication process. DHCP is also crucial in this setup for dynamically assigning IP
addresses to authenticated devices, ensuring that they can connect to the network with the appropriate network settings. Together,
ClearPass and DHCP services form the backbone of a secure, manageable, and dynamically segmented network infrastructure,
ensuring devices are authenticated and receive the correct network configuration.

NEW QUESTION # 85
Which member types require a reboot when doing an In-Service-Software-Upgrade within a VSF stack?

A. all member types
B. Member

C. Conductor

D. Standby

Answer: A

Explanation:

During an In-Service-Software-Upgrade (ISSU) on a VSF stack, all stack members must reboot to load the new firmware version.
VSF handles the upgrade in a rolling manner to maintain service, but each member type - conductor, standby, and members -
ultimately requires a reboot.

NEW QUESTION # 86
The customer recently found out that Aruba OS-CX switches are capable of Application Recognition. What requirements should be
fulfilled in order to do this? (Select two.)

A. 6400 with Aruba CX Advanced License
B. 6200F/M with Aruba CX Advanced License
C. 8360 with Aruba CX Advanced License
D. 6300F/M with Aruba CX Advanced License

Answer: A

Explanation:
Aruba OS-CX switches, specifically the Aruba 6400 and 6300F/M models, are designed to support advanced networking features,



including Application Recognition, with the Aruba CX Advanced License. The Advanced License enables enhanced capabilities
such as deeper visibility into application flows, advanced routing features, and improved network analytics.

Application Recognition allows these switches to identify and classify applications running on the network, enabling more intelligent
and dynamic network policies and improving overall network performance and security. The requirement for an Aruba CX
Advanced License on these specific models ensures that the necessary software features and support are available to leverage
Application Recognition capabilities effectively.

NEW QUESTION # 87
Which protocol does HPE's Aruba ClearPass primarily use for network access control?

A. SNMP
B. RADIUS
C. HTTP
D. DNS

Answer: B

Explanation:
Aruba ClearPass utilizes RADIUS (Remote Authentication Dial-In User Service) for centralized network access control. It ensures
secure and policy-based access for users and devices to the network, enforcing the correct access levels.

NEW QUESTION # 88
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