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Infrastructure (30%)
Defining the AP modes and antenna types;
Describing Network Time Protocol;
Troubleshooting static and dynamic 802.1q trunking protocols as well as static & dynamic EtherChannels;
Configuring and verifying simple OSPF settings;
Configuring and verifying eBGP between the neighbor relationships & best path selection algorithm;
Defining the main use and principles cases for Layer 2 & Layer 3 roaming;
Comparing the routing concepts of OSPF & EIGRP;
Configuring and verifying PAT/NAT;
Describing multicast protocols;
Configuring and verifying Spanning Tree Protocols (MST & RSTP);
Configuring first-hop redundancy protocols such as VRRP & HSRP.
Describing the Layer 1 concepts;

Cisco Implementing Cisco Enterprise Network Core Technologies (350-401
ENCOR) Sample Questions (Q358-Q363):
NEW QUESTION # 358 

Refer to the exhibit Which single security feature is recommended to provide Network Access Control in the enterprise?

A. MAB
B. port security sticky MAC
C. 802.1X
D. WebAuth

Answer: C

NEW QUESTION # 359 
An engineer measures the Wi-Fi coverage at a customer site. The RSSI values are recorded as follows:
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Which two statements does the engineer use to explain these values to the customer? (Choose two)

A. The RF signal strength at location B is 50% weaker than location A
B. Location D has the strongest RF signal strength
C. The signal strength at location B is 10 dB better than location C
D. The RF signal strength at location C is 10 times stronger than location B
E. The signal strength at location C is too weak to support web surfing

Answer: A,D

NEW QUESTION # 360 
Which controller is the single plane of management for Cisco SD-WAN?

A. vBond
B. vEdge
C. vSmart
D. vManage

Answer: D

Explanation:
The primary components for the Cisco SD-WAN solution consist of the vManage network
management system (management plane), the vSmart controller (control plane), the vBond
orchestrator (orchestration plane), and the vEdge router (data plane).
+ vManage - This centralized network management system provides a GUI interface to easily
monitor, configure, and maintain all Cisco SD-WAN devices and links in the underlay and overlay
network.
+ vSmart controller - This software-based component is responsible for the centralized control
plane of the SD-WAN network. It establishes a secure connection to each vEdge router and
distributes routes and policy information via the Overlay Management Protocol (OMP), acting as a
route reflector. It also orchestrates the secure data plane connectivity between the vEdge routers
by distributing crypto key information, allowing for a very scalable, IKE-less architecture.
+ vBond orchestrator - This software-based component performs the initial authentication of
vEdge devices and orchestrates vSmart and vEdge connectivity. It also has an important role in
enabling the communication of devices that sit behind Network Address Translation (NAT).
+ vEdge router - This device, available as either a hardware appliance or software-based router,
sits at a physical site or in the cloud and provides secure data plane connectivity among the sites
over one or more WAN transports. It is responsible for traffic forwarding, security, encryption,
Quality of Service (QoS), routing protocols such as Border Gateway Protocol (BGP) and Open
Shortest Path First (OSPF), and more.
Reference:
2018OCT.pdf

NEW QUESTION # 361 



Refer to the exhibit. An engineer must ensure that all traffic entering AS 200 from AS 100 chooses Link 2 as an entry point. Assume
that all BGP neighbor relationships have been formed and that the attributes have not been changed on any of the routers. Which
configuration accomplishes this task?

A. R4(config)#route-map PREPEND permit 10
R4(config-route-map)#set as-path prepend 100 100 100
R4(config)#router bgp 200
R4(config-router)#neighbor 10.2.2.2 route-map PREPEND in
B. R4(config)#route-map PREPEND permit 10
R4(config-route-map)#set as-path prepend 200 200 200
R4(config)#router bgp 200
R4(config-router)#neighbor 10.2.2.2 route-map PREPEND out
C. R3(config)#route-map PREPEND permit 10
R3(config-route-map)#set as-path prepend 200 200 200
R3(config)#router bgp 200
R3#(config-router)#neighbor 10.1.1.1 route-map PREPEND out
D. R3(config)#route-map PREPEND permit 10
R3(config-route-map)#set as-path prepend 100 100 100
R3(config)#router bgp 200
R3(config-router)#neighbor 10.1.1.1 route-map PREPEND in

Answer: C

Explanation:
Explanation

NEW QUESTION # 362 
Refer to the exhibit.



What are two reasons for IP SLA tracking failure? (Choose two )

A. The threshold value is wrong
B. A route back to the R1 LAN network is missing in R2.
C. The default route has the wrong next hop IP address
D. The source-interface is configured incorrectly.
E. The destination must be 172 30 30 2 for icmp-echo

Answer: B,D

Explanation:
IP SLA (Service Level Agreement) tracking might fail due to several reasons, but based on the options provided: B. A route back to
the R1 LAN network is missing in R2 - If R2 does not have a proper route back to the source of the IP SLA operation (R1's LAN
network), it cannot send return traffic, causing the IP SLA operation to fail. C. The source-interface is configured incorrectly - If the
source interface for IP SLA is not correctly configured or does not have connectivity, it will result in failures because IP SLA
operations depend on correct source interface configuration for sending probes.

NEW QUESTION # 363
......
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