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H R #289

Your company has to Active Directory domain controllers spread across multiple WAN links All users authenticate to Active
Directory Each link has substantial network bandwidth to support all mission-critical applications. The firewalls management plane is
highly utilized.

Given this scenario which type of User-1D agent is considered a best practice by Palo Alto Networks?

A. Captive Portal

B. PAN-OS integrated agent

C. Citrix terminal server agent with adequate data-plane resources

D. Windows-based User-ID agent on a standalone server

Ef: C

H M #290
‘Which PAN-OS policy must you configure to force a user to provide additional credentials before he is allowed to access an
iternal application that contains highly-sensitive business data?

A. Security policy

B. Application Override policy
C. Authentication policy

D. Decryption policy

EfE: A

M #291
After configuring HA in Active/Passive mode on a pair of firewalls the administrator gets a failed commit with the following details.

Commit Status 0]

1 Lot B confirure-ih

What are two s for this type of issue? (Choose two)

A. Either management or a data-plane mterface is used as HA1-backup

B. One of'the firewalls has gone into the suspended state

C. The Backup Peer HA1 IP Address was not configured when the commit was issued
D. The peer IP is not included in the permit list on Management Interface Settings

EM: AL C

HR #292
A customer has an application that is being identified as unknown-top for one of their custom PostgreSQL database connections.

Which two configuration options can be used to correctly categorize their custom database application? (Choose two.)

A. Custom Service object.

B. Custom application.

C. Application Override policy.

D. Security policy to identify the custom application.

EME: B. C



P #293
What are three reasons for excluding a site from SSL decryption? (Choose three.)

A. unsupported browser version

B. the website is not present in English
C. mutual authentication

D. unsupported ciphers

E. certificate pinning

IEf#: C. D. E

TR

Explanation

Reasons that sites break decryption technically include pinned certificates, client authentication, incomplete certificate chains, and
unsupported ciphers.

https:/docs.paloaltonetworks.comypan-o0s/10- 1/pan-os-admin/decryption/decryption-exclusions/exclude-a-server
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