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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q500-Q505):
NEW QUESTION # 500 
The Chief Information Security Officer wants the same level of security to be present whether a remote worker logs in at home or at
a coffee shop. Which of the following should be recommended as a starting point?

A. Non-persistent virtual desktop infrastructures
B. Passwordless authentication
C. Standard-issue laptops
D. Serverless workloads

Answer: A

Explanation:
Comprehensive and Detailed Step-by-Step Explanation:Non-persistent virtual desktop infrastructures (VDIs) are the most suitable
choice to ensure consistent security across different locations. Non-persistent VDIs revert to their original state after a session,
reducing the risk of data leakage or malware persistence. These systems are centrally managed, ensuring uniform security policies
regardless of the user's location.
References:
* CompTIA CySA+ All-in-One Guide (Chapter 1: System and Network Architecture)
* CompTIA CySA+ Objectives (Domain 1.1 - Infrastructure Concepts)

NEW QUESTION # 501 
A company has the following security requirements:
. No public IPs
All data secured at rest
. No insecure ports/protocols
After a cloud scan is completed, a security analyst receives reports that several misconfigurations are putting the company at risk.
Given the following cloud scanner output:

Which of the following should the analyst recommend be updated first to meet the security requirements and reduce risks?

A. VM_PRD_Web01
B. VM_DEV_Web02
C. VM_DEV_DB
D. VM_PRD_DB

Answer: A

Explanation:
This VM has a public IP and an open port 80, which violates the company's security requirements of no public IPs and no insecure
ports/protocols. It also exposes the VM to potential attacks from the internet. This VM should be updated first to use a private IP
and close the port 80, or use a secure protocol such as HTTPS.
References[CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition], Chapter 2: Cloud and Hybrid Environments, page 67.
[What is a Public IP Address?][What is Port 80?]



NEW QUESTION # 502 
Legacy medical equipment, which contains sensitive data, cannot be patched. Which of the following is the best solution to improve
the equipment's security posture?

A. Move the legacy systems behind a WAR
B. Place the legacy systems in the perimeter network.
C. Implement a VPN between the legacy systems and the local network.
D. Implement an air gap for the legacy systems.

Answer: D

Explanation:
Implementing an air gap for the legacy systems is the best solution to improve their security posture. An air gap is a physical
separation of a system or network from any other system or network that may pose a threat. An air gap can prevent any
unauthorized access or data transfer between the isolated system or network and the external environment. Implementing an air gap
for the legacy systems can help to protect them from being exploited by attackers who may take advantage of their unpatched
vulnerabilities .

NEW QUESTION # 503 
A vulnerability management team found four major vulnerabilities during an assessment and needs to provide a report for the proper
prioritization for further mitigation. Which of the following vulnerabilities should have the highest priority for the mitigation process?

A. A vulnerability that has no adversaries using it or associated loCs
B. A vulnerability that is related to an isolated system, with no loCs
C. A vulnerability that is related to a specific adversary campaign, with loCs found in the SIEM
D. A vulnerability that has related threats and loCs, targeting a different industry

Answer: C

Explanation:
A vulnerability that is related to a specific adversary campaign, with IoCs found in the SIEM, should have the highest priority for the
mitigation process. This is because it indicates that the vulnerability is actively being exploited by a known threat actor, and that the
organization's security monitoring system has detected signs of compromise. This poses a high risk of data breach, service disruption,
or other adverse impacts.
References: How to Prioritize Vulnerabilities Effectively: Vulnerability Prioritization Explained, Section:
How to prioritize vulnerabilities step by step to avoid drowning in sea of problems; CompTIA CySA+ Study Guide: Exam CS0-
003, 3rd Edition, Chapter 4: Security Operations and Monitoring, page 156.

NEW QUESTION # 504 
A team of analysts is developing a new internal system that correlates information from a variety of sources, analyzes that
information, and then triggers notifications according to company policy.
Which of the following technologies was deployed?

A. IPS
B. SIEM
C. CERT
D. SOAR

Answer: B

NEW QUESTION # 505
......
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