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B #75
Which tool prevents unauthorized system file modifications?

A. File Integrity Monitoring (FIM)
B. Containerization

C. WAF

D. NIDS

EfE: A

LR
FIM detects changes to critical system files.

H #76
A healthcare organization plans to deploy a chatbot for appointment scheduling and patient records. Which of the following is the
first step a security administrator should take?
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A. Enable role-based access management

B. Conduct a risk assessment.

C. Use a secure data communication channel for chat.
D. Implement prompt firewalls.

IEf#: B

R -

Before deploying an Al chatbot that will handle sensitive healthcare data, the first step is to conduct a risk assessment. This identifies
potential threats, compliance requirements (such as HIPAA), and security gaps, ensuring proper controls are planned before
implementation.

B #77
What is the PRIMARY purpose of an MSSP for small businesses?

¢ A Develop internal apps

¢ B. Performrequired compliance audits

¢ C. Replace all internal IT

¢ D. Provide outsourced monitoring and threat detection

Ef#: D

AR -
MSSPs specialize in outsourced security monitoring and alerting.

HP#78
Which of the following is the primary purpose of validating data for an Al system?

¢ A To reduce consumption of resources
e B. To ensure bias-free outcomes

¢ C. To automate the process

e D. To optimize the storage databases

IEf#: B

fi .«
Validating data ensures quality, consistency, and fairness in training sets, helping prevent biased or inaccurate results in Al system
outpus.

R #79
Which of'the following helps in managing potential security issues related to model training?

A. International Organization for Standardization (ISO) 27001

B. Organization for Economic Co-operation and Development (OECD)

C. General Data Protection Regulation (GDPR)

D. National Institute of Standards and Technology (NIST) Al Risk Management Framework (RMF)

IEf@E: D

AR :

The NIST AI RMF provides structured guidance for identifying, assessing, and managing risks specific to Al systens, including
those arising during model training, It addresses issues like bias, security, and data integrity, making it the best framework for
managing training-related security concerns.

HR #80
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