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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

¢ Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN frastructure.

Topic 1

¢ SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,

Topic 2 . . . .. o .
P routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.

¢ Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show

Topic 3
ol proficiency in defining criteria to monitor and maintain network performance and reliability.
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NEW QUESTION # 74
Within the context of SD-WAN, what does SIA correspond to?

A. Software Internet Access

B. Secure Internet Authorization
C. Renmote Breakout

D. Local Breakout

Answer: C

Explanation:
SD-WAN Use Cases—SIA - —

« Internet traffic steered across
overlay links to:
» Centralize inspection on the hub

+ Improve performance if DIA site@ Cloud
performance is poor {8) applications

* Provide internet access if DIA is
unavailable e

+ Typical operation:
« Internet traffic is steered to MPLS
» Hub performs thorough inspection

Websites

Internet

innel over internet

Tunnel over MPLS

_____________________________

Secure internet access (SIA), also known as remote breakout, is another use case for SD-WAN. Internet
traffic from the spokes is backhauled through the WAN using overlay links. When the traffic arrives at the hub,
it breaks out to the internet.

The most common reason to use SIA is to centralize security inspection and internet access on the hub. For
example, you can have a central high-end FortiGate device that inspects all the internet traffic that leaves the
organization and that conforms with the company policy, instead of having each low-end spoke FortiGate
device to inspect traffic, thus reducing costs and administrative overhead.

Another reason to use SIA is for DIA backup. For example, you could configure FortiGate to steer internet
traffic through an MPLS link if the performance measured for internet applications on internet links is worse
than nn MPI & linke ar cimnlv if the intarnat linke harnme 11inavailahla

NEW QUESTION # 75
Refer to the exhibit. Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the
corporate server 10.2.5.2547



SD-WAN configuration on FortiGate

branchl_fgt # get router info routing-table all

s*  0.0.0.0/0 [1/0) wia 192.2.0.2, portl, ([1/0]
[1/0) wvia 192.2.0.10, port2, [10/0]
10.0.1.0/24 is directly connected, portS
10.1.0.0/24 [200/0] via 192.168.1.61 (recursive is directly connected, HUBL-VPN1), 1d03hS8m, [1/0]
[200/0] wia 192.168.1.125 (recursive is directly connected, HUB1-VPN2), 1d03h58m, [1/0])
[200/0] via 192.168.1.18% (recursive is directly connected, HUB1-VPN3), 1d03h58m, [1/0]
10.200.99.1/32 is directly connected, Branch-Lo
10.2.0.0/16 [200/0) wia 15%2.168.1.61 (recursive is directly connected, HUBL=VPNLl), 00:03:01, [1/0]
[200/0] wia 192.168.1.125 (recursive is directly connected, HUBISVPNZ), 00:00:51, ([1/0]
[200/0] wia 192.168.1.189 (recursive is directly connecpsds HUB1-VPN3), 00:00:51, [1/0]
10.2.5.0/24 [200/0] via 192.168.1.61 (recursive is directly connected, HUBI-VPN3), 00:03:01, [1/0]

branch_fgt # diag sys sdwan serviced

Sarvice(3): Address Mode (IFV4) flage=0x4200 use-shortcut-8la uss=shortcut
Tie break: fib
Shorteut priority: 2
Gan(3), TOS(0x0/0x0), Protocol(Q): src(l->65535] :dst (1->65535), Mode AFREEE T
Hebers (3 : ] InE
1: Seq num(5 HUBl-VPN2Z HUBl), alive sd@0xLls gid(0), cfg_order(l) lacll.Hs L
2: Seq num(€é HURL-VPN3 HUB1l), alive SLB(0x1), gid(0), cfg_order(2), local cost(0), selected
3: Seq_num{4 HUBLl-VPN1 HUB1), alive s laf0x0), gid(0), cfg_order(0), local cost(0), selected

Src address(1l):
10.0.1.0-10.0.1.255

Dst addressi(l):
10.0.0.0-10.2552550255

Service(4): Address Mode(IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: fib
Sherteut prierity: 2
Gen(2), TOS(0x0/0x0)., Protocol(0): src(l->65535) :dst(1->65535), Mode(sla), sla-compare-order
Members(2) :
1: Seq_num({2 port2 underlay), alive sla(0x3), gid(0), cfg_order(l), local cost(0), selected
2: seq num(l portl underlay), alive sla(0xl), gid(0), cfg_ordec(0), local cost(0), selected
Src address(l):
10.0.1.0-10.0.1.255

Dst address(l):
10.2.0.0-10.2.255.255

A. SD-WAN service rule 3 and interface HUB1-VPN2.
B. SD-WAN service rule 3 and interface HUB1-VPN3.
C. SD-WAN service rule 4 and portl or port2.
D. SD-WAN service rule 4 and interface port2.

Answer: D

Explanation:
The destination [P 10.2.5.254 falls within 10.2.0.0/16, which is covered by SD-WAN service rule
4. The output of service rule 4 shows port2 as the selected interface, which FortiGate uses to steer the traffic.

NEW QUESTION # 76
Refer to the exhibit.



SD-WAN configuration on FortiGate

branchi_fgt § get router iafo routing-table all

» via 183.3.0.2, pexul, [1/9]
wis 193.3.8.10, portd, [16/8)
c DeCLly SIanested, poItd
«1.0.0/24 [200/0) via 182.180.1.481 (recursive is direcily comaected, HUBLI-VIN1). 1403a38m,
[308/8] wim 182.168.1.133 iresursawe is directly comsected, WUBLI-VEE1), 1d433k8H
[agere] 192.1620.1.10F (resuzeive 18 direstly consected, WURI-VEED). lacinigs,
c I0.300.99.1/02 is directly connected. Braach-lo
L] 10,3.0.0/16 [200/0] win 192.100.1.80 (secursive is directly consected, WUBLI-WFEL), 00:03:01, [1/0])
[200/2] wis 192.160.1.13% (recursive 15 dirsctly coamected, MUBI-VEEZ), 0080
[309/0] wia 192.140.1.10% (recursive is difectly coasected, NUBL-VER)), 001001
L] 10.2.5.0/24 [300/0] wis 182.180.1.40 [recuzsive is directly cossected, EUNI-WPRY), 00:00:01, [1/0]

braschl_fot # 4180 SVE Sdwen e

L L]

[ L
Tie break: fib -=HTII lET
Smortout priomity: 3
Sen(3i, TOS[Cxd/0x0), Provocel (U): wre(lewssSES) feac¥i-SES85Iy NSSe(sla), sla-ccapace-crdes
Hembers (1)1
11 Seq_oum | SJNURL-vieRIRATN ) D alivell slad®x1l, gididi, ¢ local costi(f), selected
3r Seq_cumg® NTHL-VIMY | BUSL) alive, sla(lxli. gidil), cest (0], el
3t !»tq_u.l-" BRI WORL1), alifve, ala(Oxd), gidid), iccal coet (), selected
Sre adaress |90
10.0.1.0-10.0.1,288

Service (3] Address Mode (IFVH) flage=0x4200 use-shortout-sla uc-Il’l:rleuF

Bet addressiij:
10.0.0.0-10.288. 205,258

Jervice (4] Address Mode (IFV4) flage=0x4100 use-shortout-als wie-ahartcut
Tie break: cfg
Shortout priocity: 3
Geni2)l, TOI(Dn0/0xD), Protocol(D): spc(l-»E5535) 1dst(l->85335), Modw(ela), Sle-CoEpare-corder
Hesberailii
it Seq numil portd uaderlay), aliwe, sla(0xd), gidi0), cfg_crdaril), local cestidl., selected
31 Seq_mum(l portl usderiay), aliwe, sis(omi), gi4if), cofg_srder(d), & sost (5], selected
Sro sddress il
10.0.1.0-10.0.1.285

Dt addressil):

10.3.0.0-

2.285,.2858

Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the corporate server
10.2.5.254?

A. SD-WAN service rule 3 and interface HUB1-VPN2.
B. SD-WAN service rule 4 and interface port2.
C. SD-WAN service rule 4 and portl or port2.
D. SD-WAN service rule 3 and interface HUB1-VPN3.

Answer: D

NEW QUESTION # 77
Refer to the exhibit.



Diagnose output

] g ] e

The exhibit shows output of the command diagnose sys adwan aervice4 collected on a FortiGate device.

The administrator wants to know through which interface FortiGate will steer traffic from local users on subnet
10.0.1.0/255.255.255.192 and with a destination of the social media application Facebook.

Based on the exhibits, which two staterments are correct? (Choose two.)

e A There is no service defined for the Facebook application, so FortiGate appliesservice rule 3 and directs the traffic to
headquarters.

¢ B. When FortiGate cannot recognize the application of the flow, it load balances the traffic through the tunnels HQ T1.
HQ T2. HQ T3.

¢ C. FortiGate steers traffic for social media applications according to the service rule 2 and steers traffic through port2.

¢ D. When FortiGate cannot recognize the application of the flow, it steers the traffic through the preferred member of rule 3,
HQ TI.

Answer: B,C

NEW QUESTION # 78



- addidi"dLTL —4llC i lia =g [ -
config health-check
- "lLaya N
updat a i rfa abl
t memd
ex
o 1t "
&L update-cascade terface enable
mem
next
end
'l RTINET
end F::RTINE1

Which action will FortiGate take if it detects SD-WAN members as dead?

A. FortiGate fails over to the secondary device after it detects port5 as dead.

B. FortiGate brings down port5 after it detects all SD-WAN members as dead.

C. FortiGate sends alert messages through poftS when it detects all SD-WAN members as dead
D. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

Answer: B

NEW QUESTION # 79

These Fortinet FCSS_SDW_AR-7.4 exam questions give you an idea about the final Fortinet FCSS_SDW_AR-7.4 exam
questions formats, exam question structures, and best possible answers, and you will also enhance your exam time management
skills. Finally, at the end of FCSS_SDW _AR-7.4 Exam Practice test you will be ready to pass the final FCSS SDW_AR-7.4 exam
easily. Best of luck in FCSS - SD-WAN 7.4 Architect (FCSS_SDW_AR-7.4) exam and professional career!!!
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