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WGU Managing Cloud Security (JY02) Managing-Cloud-Security
Prüfungsfragen mit Lösungen (Q91-Q96):
91. Frage 
An accountant in an organization is allowed access to a company's human resources database only to adjust the number of hours
that the organization's employees have worked in a fiscal year. However, the accountant modifies an employee's personal
information. Which part of the STRIDE model describes this situation?

A. Elevation of privilege
B. Denial of service
C. Spoofing
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D. Tampering

Antwort: D

Begründung:
The STRIDE threat model identifies six categories: Spoofing, Tampering, Repudiation, Information disclosure, Denial of service, and
Elevation of privilege. In this scenario, the accountant modified data they were not authorized to change. This is an act ofTampering,
which refers to unauthorized alteration of data or systems.
Spoofing would involve impersonating another identity, denial of service would block availability, and elevation of privilege would
involve gaining higher access rights. The accountant already had legitimate access but misused it to alter data outside their scope of
responsibility.
Tampering compromises data integrity, one of the pillars of the CIA triad. In cloud and enterprise systems, safeguards against
tampering include role-based access control, least privilege, and auditing to detect unauthorized changes. Recognizing this as
tampering helps in identifying insider misuse and implementing compensating controls.

92. Frage 
Which security control is a countermeasure against vendor lock-in and lock-out?

A. Video surveillance
B. Offsite backups
C. Disk redundancy
D. Training programs

Antwort: B

Begründung:
Offsite backups are an effective countermeasure against vendor lock-in and lock-out risks. Managing Cloud principles explain that
maintaining copies of data outside a single cloud provider reduces dependency and ensures continued access if services become
unavailable.
Offsite backups enable organizations to migrate data, recover from provider outages, or exit a provider relationship without losing
critical information. This control supports business continuity, portability, and resilience.
Video surveillance addresses physical security, disk redundancy improves availability within the same provider, and training
programs improve awareness but do not reduce dependency. Therefore, offsite backups are the correct security control.

93. Frage 
What is a benefit of federated identity and access management (IAM)?

A. Segregation of duties
B. Use of U.S. federal government identities
C. Use of an organization's identities
D. Disablement of CSP

Antwort: C

Begründung:
A key benefit of federated identity and access management (IAM) is the ability to use an organization's existing identities to access
cloud services. Managing Cloud documentation explains that federation allows authentication to occur through a trusted identity
provider rather than the cloud service provider.
This enables centralized identity management, reduces credential sprawl, and improves security by enforcing consistent authentication
policies such as multi-factor authentication. Federation also simplifies user experience by enabling single sign-on across cloud and
on-premises systems.
The other options do not represent core benefits of federated IAM. Therefore, using an organization's identities is the correct
answer.

94. Frage 
Which strategy provides the highest overall cost savings for an organization implementing a business continuity and disaster recovery
(BCDR) plan?



A. Migrate local backups to tape.
B. Move all services to the cloud.
C. Implement cross-site replication.
D. Deploy a hot cloud site.

Antwort: B

Begründung:
Moving all services to the cloud provides the highest overall cost savings for organizations implementing BCDR. Managing Cloud
guidance explains that cloud-based services reduce capital expenditures, eliminate the need for secondary physical data centers, and
leverage on-demand scalability.
Cloud platforms offer built-in redundancy, geographic distribution, and automated recovery capabilities that significantly lower the
cost of maintaining separate disaster recovery infrastructure. Pay-as-you-go pricing ensures organizations only pay for resources
when needed, further reducing operational expenses.
Hot sites and cross-site replication incur ongoing costs, while tape backups offer lower cost but do not support rapid recovery.
Therefore, migrating services to the cloud delivers the most comprehensive cost savings.

95. Frage 
Which aspect of strong authentication is part of enterprise risk management?

A. Entitlement consideration
B. Federated identities
C. Distributed organizations
D. Privileged user management

Antwort: D

Begründung:
Privileged user management is a critical aspect of strong authentication within enterprise risk management.
Managing Cloud guidance explains that privileged accounts have elevated access to systems, data, and configurations, making them
high-value targets for attackers.
Enterprise risk management requires identifying, protecting, and monitoring these accounts through strong authentication mechanisms
such as multi-factor authentication, session monitoring, and just-in-time access.
Controlling privileged access reduces the risk of insider threats, credential compromise, and unauthorized system changes.
Federated identities support access integration, entitlement consideration relates to authorization, and distributed organizations
describe structure rather than authentication strength. Therefore, privileged user management is the correct answer.

96. Frage
......

Mit der Ankunft der Flut des Informationszeitalters im 21. Jahrhundert müssen die Menschen ihre Kenntnisse verbessern, um sich
dem Zeitalter anzupassen. Aber das ist noch nicht genügend. In der IT-Branche ist WGU Managing-Cloud-Security
Zertifizierungsprüfung ganz notwendig. Aber diese Prüfung ist ganz schwierig. Sie können auch internationale Anerkennung und
Akzeptanz erhalten, eine glänzende Zukunft haben und ein hohes Gehalt beziehen. Fast2test verfügt über die weltweit zuverlässigsten
IT-Schulungsmaterialien und mit ihm können Sie Ihre wunderbare Pläne realisieren. We garantieren Ihnen 100%, die Prüfung zu
bestehen. Bewerber, die an der WGU Managing-Cloud-Security Zertifizierungsprüfung teilnehmen, warum zögern Sie noch. Schnell,
bitte!
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