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8 #113

You have a microservices application where you need to route traffic to different versions of a service based on the 'version' header
in the incoming request. For exanple, if the header is set to 'VI' , the request should be routed to the "VI' version Of the service, and
ifit's 'v? , it should be routed to the 'v? version. Design and implement an Ambassador pattern in Kubernetes to achieve this dynamic

routing,
ER:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create Ambassador Service and Deployment:

- Define an Ambassador service and deployment using the Ambassador chart

- The chart can be found at: https:ngithub.com/datawire/ambassador

- IJpdate the chart to include the Ambassador configuration for dynamic routing based on the 'version' header

apiver *o‘=zaﬂ Y8y
kind: Depdoyment . .

metadata:
name: ambassador
spec:
replicas: 1
selector:
matchlabels:
app: ambassador
template:
metadata:
labels:
app: ambassador
spec:
containers:
- name: ambassador
image: datawire/ambassador:latest

ports:
- .containerPort: 8080
resources:
limits:
cpu: 56em
memory: 512Mi
requests:
cpu: 1@@ém
memory: 128Mi
imagePullSecrets:

- name: my-registry-secret
2. Configure Ambassador for Header-Based Routing: - Update the Ambassador YAML configuration to define a mapping that uses
the 'version' header for routing. - This configuration will specify the mapping from the header value to the corresponding service
endpoint.



apiVersion: getambassador.iofvZ
kind: Mapping
metadata:
name: wersion-mapping
spec:
prefix: /
host: ==
service: service-name
ambassador_id: default
headers:
- name: “version™
regex: "v[1-9]+48"
add_to_request: true
labels:
kubernetes. lo/service-name: service-name

spiversion: getambaszador.iofv2
kind: Mapping
netadata:

name: version-mapping-vl
spec:

prefix: /vl

host: ==

service: service-name-vl

ambassador_id: default 1
headers: LINUx

= name: "Version™
regex: "Av1g"
add to request: true
labels:
kubernetes.lo/service-name: service-nase-vl

piversion: getambassador.iofv2
ind: Mapping

etadata:

name: version-mapping-v2
pec:

prefix: fv2

host: ""

service: service-name-vi
ambassador_id: default
headers:

- name: “Version™
regex: "Avag"
add_to_request: true

labels:

3. Deploy the Ambassador Configuration: - Create a ConfigMap or Secret in Kubemetes to store the Ambassador configuration- -
Then, apply this configuration to your Ambassador deployment. 4. Create the Service Versions: - You need to have separate
deployments and services for each version of your application. - Each version will have a unique service name to be referenced in
the Ambassador configuration.

apiVersion: apps/vl
kind: Deployment
metadata:

name: service-name-vl
spec:

replicas: 1

selector:

matchLabels:
app: service-pame,vl
template:
metadata: 'j LINUX
labels:
app® Service-name-vl
spec:

containers:

- name: service-name-vl
image: your-image-vi:latest
ports:

- containerPort: 808@

5. Test the Routing;: - Send requests to the Ambassador service with different "Version' headers. - Observe the traffic being routed
correctly to the corresponding version of the service. bash curl -H "Version: VI" http:/ambassador-service-ip:8080/ curl -H
"Version: v2" httpz//ambassador-service-ip:8080/ This will route requests to the appropriate service version based on the 'Version'
header.,

i RE #114
You are working on a Kubernetes cluster where you have a Deployment named 'web-app' running an application. The application



has a sensitive configuration file named 'config.jsons that is mounted as a volume to each pod. Youneed to ensure that this
configuration file is not accessible by any user or process running within the pod, except for the application itselt Describe how you
would implement this security best practice, using specific Kubernetes configurations, to protect the sensitivity of the 'config.json' file.

ER:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create a Secret for the Configuration File:

- Create a Kubernetes Secret to store the 'config.json' file securely. This will ensure that the configuration data is encrypted and
stored in a way that is not accessible directly by users or processes within the pod.

- Use the following command to create the Secret:

bash

kubectl create secret generic config-secret - from-file-config .json=configjson

2. Mount the Secret as a Volume:

- In your Deployment YAML, mount the 'contig-secret' as a volume to the pod. This will make the secret's content available to the
pod.

- Define the volume mount in the 'spec-template-spec-containers' section of your Deployment YAML:

apiversion: sppiivl
kind: Deployment
satadata:
name: web-app
spec:
replicas: 3
selector:
matchLabels:
app: web-app
template:
metadata: el
labels: L
aw:r&ﬁﬁh

speg; O

fmage: example/web-app:latest
valumetounts:
= name: config-wol
mountPath: fetc com LINU
wolumes:
- namé: config-volume
sedret
Secrethsme ; COﬂrls-itdfzt

3. Restrict Access using Security Context: - Define a 'securityContexts for the container in your Deployment YAML. This will
restrict the container's capabilities and permissions. - Add a 'securitycontext' section to the section of your Deployment YAML.:

:tgt!s!antainer's user to a non-root user {e.g., 1@e8)
runAsliser: 102
# Set the container’s group to a_nonsroot group (e.g., 1088)
runAsGroup: 1806
# Set the container’'s permissions"to a restricted set (e.g., read-only for /etc/config)
readOnlyRootFilesystem: true

4. Limit the Container's Capabilities: - Configure the 'capabilities' section within the 'securityContexts to restrict the container's
access to specific system capabilities. This is essential for limiting the containers ability to access sensitive information or perform
privileged operations. - Add a 'capabilities' section to the 'spec-template-spec-containers-securitycontext' section of your
Deployment YAML:
securityContext:
# ... (other security context{settings)

- NET_BIND_SERVICE

5. Apply the Deployment: - Once tne Deployment configuration is updated, apply it to the cluster using the following command: bash
kubectl apply -f deployment.yaml By implementing these steps, you ensure that the 'configjson' file is secured using a Kubernetes
Secret, mounted as a volume, and access is restricted using security context and capabilities settings. This effectively protects the
sensitive configuration from unauthorized access within the pod.

R #115
Refer to Exhibit.



Set conﬂ;a'ﬁy#c%r)mfext:

kubectl
confilg use-context k8s

Given a container that writes a log file in format A and a container that converts log files from format A to format B, create a
deployment that runs both containers such that the log files from the first container are converted by the second container, emitting
logs in format B.

Task:

* Create a deployment named deployment-xyz in the default namespace, that:

* Includes a primary

lfcenet/busybox:1 container, named logger-dev

* includes a sidecar Ifcencf/fluentd:v0.12 container, named adapter-zen

* Mounts a shared volume /tmp/log on both containers, which does not persist when the pod is deleted

* Instructs the logger-dev

container to run the command

while true; do
echo "1 luv,gncfa™ /[
- LINU
tmp/ loglimpat*logs
sleep e
dene

which should output logs to /tmp/log/mput.log in plain text format, with example values:

LJLINUX
i luv cnck
i luwienct

L,Yuv cncf

* The adapter-zen sidecar container should read /tmp/log/nput.log and output the data to /tmp/log/output.* in Fluentd JSON format.
Note that no knowledge of Fluentd is required to complete this task: all you will need to achieve this is to create the ConfigMap from
the spec file provided at /opt/KDMC00102/fluentd-configma p.yaml , and mount that ConfigMap to /fluentd/etc in the adapter-zen
sidecar container

ER:
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Solution:

™ Readme  >_ Web Terminal il FTHELINUX FOUNDATION




BAReadme  >_Web Terminal CITHELINUX FOUNDATION

appa/wl
Deploy=ent

deployment-xyz
deployment-xyz

deployment-xyz

deploymenc -

lfcencf/busybox: 1
busybox

Fdanl avmant svr wvsl® 4. 4340 1 A

BBReadme >_ Web Terminal CITHELINUX FOUNDATION

Deployment

deployment—xyz
deployment=xyz

deployment-xyz

deployment=xyz
myvoll

lfcencf/busybox:l

logger-daw

mywoall
ftmp/ log
lfecnef/fluentd:vD.12
adaprerfzen
3 lines yanked

B@Readme . Web Terminal 1 THELINUX FOUNDATION

deployment-xyz

d:plWymcnK XYz
myvoll

:ch'n(:rle:sylw)x:1
logger-dev

mywvoll
/ tmgifil og
lfccncf/fluentd:v0.12

nﬂﬂphﬂr'zen

myvoell

ftmp/leg I




|

> Web Terminal ] THELINUXFOUNDATION

deployment-xyz

l1fcencf/busybox:1
logger-dev

= - m

N -

myvoll

/tmp/log
cncf/fluentd:v0.12

adapter-zen

myvoll
/tmp/log
myvol2
/fluentd/etf§

NAME

deployment-xyz ( ]
student@node-1: get depiloymgit

NAME i AVAILABLE
deployment-xyz

student@node-1: 1 L ey

NAME R ) WFP-TO-DATE
deployment-xyz / 1

atudent@node-1:~5% L
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Set configuration conteXy,

KUDEeC L 1g
use-context Kss
Context
Your application's namespace requires a specific service account to be used.
Task

Update the app-a deployment in the production namespace to run as the restrictedservice service account. The service account has
already been created.



ER:
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See the solution below.
Explanation

Solution:

RN - e Termina 01 THELINUX FOUNDATION

P8 #117

You have a Kubernetes cluster with a namespace called 'dev' and a deployment named 'app-deployment' in that namespace. You
need to create a new Role that allows users in the 'developers' group to only scale the Sapp-deployment' deployment. They should
not be able to access any other resources in the 'dev' namespace. Implement the RBAC configuration for this scenario.

ER:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create a Role:

- Create a YAML file named 'scale-app-role.yaml' with the following content:

apiVersion: rbac.suthorization.k8s.io/W [\r .
z N s B - -
kind: Role | ;
metadata: '
name: scale-app-role
namespace: dev
rules:
- apiGroups: [“apps"]
resources: ["deployments”]
verbs: ["get", "List", "watch", "update", “patch”, "scale"]
resourceNames: ["app-deployment™]

2. Create a RoleBinding: - Create a YAML file named 'scale-app-rolebinding, yam!' with the following content:

apiVersiom ‘THat a0thSrization.k8s.io/vl
kind: RoleBinding
metadata:
name: scale-app-rolebinding
namespace: dev
subjects:

- kind: Group
name: developers
roleRef:

kind: Role
name: scale-app-role
apiGroup: rbac.authorization.k8s.i




3. Apply the configuration: - Apply the Role and Role8inding using the following commands: bash kubectl apply -f scale-app-
role.yaml kubectl apply -f scale-app-rolebinding-yaml 4. Verify the configuration: - You can verify the configuration by using the
following command: bash kubectl auth can-i --list --as=user:testuser--group-developers--namespace-dev - Replace 'testuser' with
the name of a user in the 'developers' group. The output should show only the following permissions: - 'apps/deployments': 'get, "list,
'watch', 'update’, "patch, 'scale' 5. Test the permissions: - Try to scale the Sapp-deployment deployment using the 'kubectr
command as a user in the 'developers group. - Try to perform other actions on the deployment or other resources in the 'devs
namespace. You should only be able to scale the Sapp-deployment deployment.
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