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You have verified that AOS-CX Switch-1 has constructed an IP-to-MAC binding table in VLANs 10-19.
Now you need to enable ARP inspection for the endpoint connected to Switch-1. What must you do first to prevent traffic
disruption?

A. Configure ARP inspection on VLANs 10-19 on Switch-2.

B. Configure DHCP snooping on VLANs 10-19 on Switch-2.

C. Configure Switch-1 uplinks as trusted ARP inspection ports.

D. Create a static [P-to-MAC binding on Switch-1 for the DHCP server.
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Dynamic ARP Inspection (DAI):

* ARP inspection verifies ARP packets against a trusted IP-to-MAC binding table to prevent ARP spoofing attacks.

* DHCP snooping is required to construct the [P-to-MAC binding table dynamically.

* To avoid traffic disruption, uplink ports that connect to trusted switches, DHCP servers, or routers must be explicitly configured as
trusted ports for ARP inspection.

Steps to Prevent Traffic Disruption:

* Trust the Uplinks: ARP inspection must treat uplink ports as trusted to allow ARP traffic fiom legitimate DHCP servers and
upstream switches.

* Enable DHCP Snooping: DHCP snooping must be enabled on Switch-2 to ensure consistent [P-to- MAC bindings upstream.
Why the Answer is Correct:

* Option A: Incorrect. ARP mnspection on Switch-2 is important but not required first to prevent disruption on Switch-1.

* Option B: Incorrect. DHCP snooping must be enabled upstream eventually, but this alone will not stop immediate traffic disruption
on Switch-1.

* Option C: Correct. Switch-1 uplinks must be trusted ARP inspection ports first to allow legitimate upstream traffic and prevent
ARP disruption.

* Option D: Incorrect. Static bindings are not required if DHCP snooping is enabled, and they are manual, limiting scalability.
Conclusion:

To avoid traffic disruption, configure Switch-1 uplinks as trusted ARP inspection ports to ensure valid ARP traffic can pass
upstream and downstream.
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HEE#78

You need to set up HPE Aruba Networking ClearPass Policy Manager (CPPM) to provide certificate-based authentication of
802.1X supplicants.

How should you upload the root CA certificate for the supplicants' certificates?

A. As a ClearPass Server certificate with the RADIUS/EAP usage
B. As a Trusted CA with the AD/LDAP usage

C. As a Trusted CA with the EAP usage

D. As a ClearPass Server certificate with the Database usage

He. C

dY:

To set up HPE Aruba Networking ClearPass Policy Manager (CPPM) for certificate-based authentication of

802.1X supplicants, you need to upload the root CA certificate as a Trusted CA with the EAP usage. This configuration allows the
ClearPass server to validate the certificates presented by the supplicants during the

802.1X authentication process. By marking the certificatefor EAP usage, ClearPass can properly authenticate the supplicant devices



using the trusted certificate authority (CA) that issued their certificates.

EE#79

A company wants to implement Virtual Network based Tunneling (VNBT) on a particular group of users and assign those users to
an overlay network with VNI

3000.

Assume that an AOS-CX switch is already set up to:

. Implement 802.1X to HPE Aruba Networking ClearPass Policy Manager (CPPM)

. Participate in an EVPN VXLAN solution that includes VNI 3000

Which setting should you configure in the users' AOS-CX role to apply VNBT to them when they connect?

A. Access VLAN set to the VLAN mapped to VNI 3000
B. Access VLAN ID set to "3000"

C. Gateway zone set to "3000" with no gateway role set

D. Gateway zone set to "vni-3000" with no gateway role set

HE: A

HE:

To apply Virtual Network based Tunneling (VNBT) to a particular group of users and assign them to an overlay network with VNI
3000, you should configure the users' AOS-CX role to set the Access VLAN to the VLAN mapped to VNI 3000. This ensures
that when users connect, their traffic is tunneled through the specified VNI, integrating seamlessly with the EVPN VXLAN solution.
1.Access VLAN Configuration: Setting the Access VLAN to the VLAN mapped to VNI 3000 ensures that users' traffic is directed
to the correct virtual network.

2.EVPN VXLAN Integration: This setup allows the AOS-CX switch to participate in the EVPN VXLAN solution, ensuring that
user traffic is properly encapsulated and tunneled.

3.Role-Based Assignment: Configuring the role with the correct VLAN mapping ensures that users are dynamically assigned to the
appropriate virtual network based on their role.

EE #80

A company wants to apply role-based access control lists (ACLs) on AOS-CX switches, which are implementing authentication to
HPE Aruba Networking ClearPass Policy Manager (CPPM). The company wants to centralize configuration as much as possible.
Which correctly describes your options?

¢ A. You can configure the role and its policy on CPPM; however, the classes referenced in the policy must be configured
locally on the switch.

¢ B. You can configure the role, its policy, and the classes referenced in the policy all on CPPM.

¢ C. You can configure the role name on CPPM; however, the role settings, including policy and classes, must be configured
locally on the switch.

® D. You can configure the role on CPPM; however, the CPPM role nust reference a policy name that is configured on the
switch.

He. D
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* Centralized Role Configuration on CPPM:

* CPPM can assign roles to clients dynamically during authentication.

* However, the actual ACL policies (e.g., firewall policies) must already exist and be referenced locally on the switch.
* CPPM cannot directly configure ACL details on AOS-CX switches.

* Option Analysis:

* Option A: Correct. The role is defined on CPPM, but it references a policy pre-configured on the switch.

* Option B: Incorrect. This does not align with Aruba's centralized role-based access control design.

* Option C: Incorrect. CPPM cannot configure the ACL policies and classes directly; they must exist locally.

* Option D: Incorrect. Policies can be referenced centrally but not fully configured on CPPM.

EHE #81
A company is implementing a client-to-site VPN based on tunnel-mode IPsec.



Which devices are responsible for the IPsec encapsulation?

A. Gateways at the remote clients' locations and devices accessed by the clients at the main site
B. Gateways at the remote clients' locations and a gateway at the main site

C. The remote clients and devices accessed by the clients at the main site

D. The remote clients and a gateway at the main site

HE: D

Y.

In a client-to-site VPN based on tunnel-mode IPsec, the remote clients and a gateway at the main site are responsible for the [Psec
encapsulation. The remote clients initiate the VPN connection and encapsulate their traffic in IPsec, which is then decapsulated by
the gateway at the main site.

1.IPsec Encapsulation: The remote clients encapsulate their traffic using IPsec protocols before sending it over the internet to the
main site.

2.Gateway Role: The gateway at the main site receives the encapsulated traffic, decapsulates it, and forwards it to the internal
network. Similarly, traffic from the main site to the remote clients is encapsulated by the gateway and decapsulated by the clients.
3.Security: This setup ensures that data is securely transmitted between the remote clients and the main site, protecting it from
eavesdropping and tampering,

Reference: Aruba and general IPsec VPN configuration guides provide detailed information on setting up client-to-site VPN,
highlighting the roles of remote clients and gateways in [Psec encapsulation.
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