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ISACA AAIA AlEIRZ:

F=H 274
¢ Al GOVERNANCE AND RISK: It encompasses understanding different Al models and their life cycles,
=R 1 guiding Al strategy, defining roles and policies, managing Al-related risks, overseeing data privacy and

governance, and ensuring adherence to ethical practices, standards, and regulations.

o Al Operations: It covers managing Al-specific data needs—including collection, quality, security, and

classification—applying development lifecycle methodologies with privacy and security by design, change
FH 2 and incident management, testing Al solutions, identifying Al-related threats and vulnerabilities, and
supervising Al deployments.

¢ Auditing Tools and Techniques: This section of the exam measures the skills of Al auditors and centers on

auditing Al systers using appropriate tools and methods. It includes audit planning and design, sampling
FA 3 methodologies specific to Al, collecting audit evidence, using data analytics for quality assurance, and
producing Al audit outputs and reports, including follow-up and quality control measures.

%| Al Advanced in AI Audit AAIA FEMEEAN (Q135-Q140):

AR #135
When an IS auditor is reviewing results from an Al system, which of the following would cause the GREATEST risk?

A. Inability to identify where an Al system s housed

B. System output not being checked for inconsistencies
C. Difficulty of documenting Al algorithm processes

D. Cascading failures of Al system outputs
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EE #136
An IS auditor is evaluating an organization's incident management program to ensure it is sufficiently prepared to manage Al-related
incidents. Which of the following is MOST important for the auditor to validate?

A. The program includes processes to respond to Al model drift and data integrity attacks.
B. The program mandates retraining Al systens after incidents are investigated.

C. The program prioritizes incidents based on alignment with industry leading practices.

D. The programuses past Al-related incidents and resolutions to categorize current incidents.
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AE #137

An IS auditor reviewing documentation for an Al model notes that the modeler utilized a K-means clustering algorithm, which
clusters data into categories for correlations and analysis. Which of the following is the MOST important risk for the auditor to
consider?

A. K-means clustering requires the modeler to supervise the learning analysis, which can introduce bias.

B. K-means clustering is not a common data clustering method due to its conmplexity and difficulty categorizing data correctly.
C. K-means clustering determines the number of clusters for the modeler without supervision.

D. K-means clustering algorithms are significantly sensitive to outliers and dependent on the similarity of units of measure.
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EE #138
An S auditor notes that an Al model achieved significantly better results on training data than on test data.



‘Which of the following problems with the model has the IS auditor identified?

A. Bias

B. Overfitting

C. Generalization
D. Underfitting

HE: B

MY

Overfitting occurs when a model performs very well on training data but poorly on unseen data, indicating that the model has learned
patterns specific to the training set rather than generalizing effectively. The AAIA™ Study Guide identifies overfitting as a common
problem that impacts model reliability.

"Overfitting limits the model's applicability to real-world scenarios. It reflects excessive tailoring to the training data and poor
performance on new, diverse inputs." Underfitting (A) would result in poor performance on both training and test data.
Generalization (C) is the desired state, and bias (D) is a separate issue. Therefore, B is correct.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Operations and Performance," Subsection:
"Overfitting, Underfitting, and Generalization"

HE #139
An S auditor is evaluating an organization's data governance controls for its Al system. Which of the following represents the
GREATEST risk i this context?

A. Limited frequency of Al system performance and data accuracy reviews
B. Inconsistent data management practices

C. Inadequate controls over data accuracy and privacy compliance

D. Lack of procedures for automated data backup
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In Al systenrs,data accuracy and privacyare foundational to both performance and regulatory compliance.

Inadequate controls over data accuracy and privacy compliance(D) pose thegreatest risk, as they can lead to incorrect decisions,
legal violations, regulatory penalties, and significant reputational damage. AAIA emphasizes that data governance programs muist
ensure data is accurate, secure, lawfully processed, and appropriately protected throughout the Al life cycle.

Option A (inconsistent practices) is concerning but is often a symptom of underlying governance weaknesses; its impact is most
severe when it affects accuracy and privacy. Option B focuses on backup procedures, which are important for availability and
resilience, but not as central to Al decision quality and legal risk. Option C (limited performance and accuracy reviews) is serious but
again narrower than outright nadequacy of key controls over accuracy and privacy.

References:

ISACA,AAIA Exam Content Outline- Domain 1: Privacy and Data Governance Programs (accuracy, privacy, and governance
controls).

ISACA data governance and privacy guidance for Al systemns.
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