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R #90
Which of the following advanced system settings can be configured in FortiAuthenticator?

¢ A Keyboard layout customization
e B. Account lockout policies

e (. Screen brightness control

e D. Network firewall rules
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You are a FortiAuthenticator administrator for a large organization. Users who are configured to use FortiToken 200 for two-factor
authentication can no longer authenticate.

You have verified that only the users with two-factor authentication are experiencing the issue.

‘What can cause this issue?

A. Time drift between FortiAuthenticator and hardware tokens.

B. FortiToken 200 license has expired.

C. FortiAuthenticator has lost contact with the FortiToken Cloud servers.

D. One of the FortiAuthenticator devices in the active-active cluster has failed.

H
R

: A

i #92
Refer to the exhibit.
FortiAuthenticator Topology
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F=:RBTINET

What type of FortiAuthenticator configuration is shown in this topology?

A. Authentication load balancing nodes
B. Tiered architecture

C. Active-active HA

D. RADIUS proxy

IEf#: B
fR e -

The diagram shows a tiered architecture where multiple FortiAuthenticator devices collect authentication data from various sources
and forward it to an upper-tier FortiAuthenticator, which consolidates and provides SSO information to FortiGate devices.

R #93

You are a network administrator with a large wireless environment. FortiAuthenticator acts as the RADIUS server for your wireless
controllers. You want specific wireless controllers to authenticate users against specific realns.

How would you satisfy this requirement?

e A. Enable Adaptive Authentication



¢ B. RADUIS policy
e C. Define RADIUS clients
e D. Create Access point groups

IEf#: B

H #94
What are three key features of FortiAuthenticator? (Choose three.)

A. Log server

B. RSSO server

C. Certificate authority

D. Identity management device
E. Portal services

Ef#: C. D. E

A -

FortiAuthenticator finctions as an identity management device, handling user authentication and authorization.
It provides portal services for user self-regjstration, guest management, and authentication portals.

It acts as a certificate authority, issuing and managing digital certificates for secure authentication.
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