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CIPT Foundational Principles Exam
Questions with 100% Correct Answers

What is FIPPS? - answery o Fair Information Practice Principles

FIPP's [Fair tnformation Practice Principles] - answiry'v'a st of longstanding privacy values and
they work chosely with compliance modets

15 an example of FIPPS - answer o /When a doctor and biling processor need to share info for
biling purposes but the doctors nate is not visible...only name/addresses

Nissenbaum's Contextual integrity - answery’ Maintaining personal infa in alignment with
Infarmational nosms that appdy (o a particular context] The porms ane specific such as banking
or medical.

Objective/Subjective - answery'~"What ace Calo’s harms dimenslons?

Obpectivee - answery’ o Privacy that has been violated or forced, Usually unanticipated and b
meassrablefobiervable

Subjective - arswery v When an Individual expects of receives harm even when the harm i not
measurable or ohservable

Subjective Harm - answerv's Which harm dimension can cause fear, andaety and/for
embarrassment?

NIST {Matienal Institute of Standards and Technology) - answier' Provides standards,
guidelines and best practices for managing cybersecurity-related risks.

Cybersecurity Framework, Privacy Framawork & Risk Management Framework -
amswers o' What are the three frameworks snder the NIST?

NICE {Mational initiative for Cybersecurity Education) - answary' ' What & MICE?

Wit ks the purpose of NICE - answer It was published by NMIST to categorize and describe
cybersecurity work and is intended to be applied to all sectors public, private and academic,

FAIR {Factor Anabysis of Information Hisk) - answers S What is FAIRT

What is the FAIR Madel? - answer This model breaks down risks by its constituent parts then
further breaks down those parts to find factors that estimate the overall nsk
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IAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q238-Q243):

NEW QUESTION # 238
Which is NOT a drawback to using a biometric recognition system?

A. It can be more expensive than other systems
B. It can require more maintenance and support.
C. It is difficult for people to use.

D. It has limited compatibility across systerns.

Answer: C

Explanation:

Biometric recognition systens can face several challenges, but user difficulty is not generally considered a significant drawback. The
main drawbacks typically include higher costs, increased maintenance and support requirements, and limited compatibility across
different systems. Biometrics can sometimes also raise privacy concerns and require substantial infrastructure to support effectively.
However, ease of use is often seen as a benefit of biometric systens since they can be more intuitive than traditional passwords or
PINGs.

NEW QUESTION # 239
‘Which of the following would best improve an organization' s system of limiting data use?

A. Confirming implied consent for any secondary use of data.

B. Applying audit trails to resources to monitor company personnel.
C. Implementing digital rights management technology.

D. Instituting a system of user authentication for company personnel.

Answer: B

NEW QUESTION # 240

SCENARIO

Please use the following to answer next question:

EnsureClaimis developing a mobile app platform for managing data used for assessing car accident insurance clais. Individuals use
the app to take pictures at the crash site, eliminating the need for a built-in vehicle camera. EnsureClaim uses a third-party hosting
provider to store data collected by the app. EnsureClaim custommer service employees also receive and review app data before
sharing with insurance claim adjusters.

The app collects the following information:

First and last name

Date of birth (DOB)

Mailing address

Email address

Car VIN number

Car model

License plate

Insurance card number

Photo

Vehicle diagnostics

Geolocation

The app is designed to collect and transmit geolocation data. How can data collection best be limited to the necessary minimum?

e A Present a clear and explicit explanation about need for the geolocation data.

¢ B. Allow user to opt-out geolocation data collection at any time.

e C. Obtain consent and capture geolocation data at all times after consent is received.
e D. Allow access and sharing of geolocation data only after an accident occurs.

Answer: D



Explanation:

To ensure that data collection is limited to the necessary minimum, the app should only collect geolocation data when it is essential
for its primary function, which in this case is assessing car accident insurance clains.

By allowing access and sharing of geolocation data only after an accident occurs, EnsureClaim minimizes the collection of potentially
sensitive location data, adhering to the principle of data minimization. This approach ensures that geolocation data is only collected
when it is directly relevant to the purpose of the app, thus protecting user privacy.

Reference:

IAPP Certification Textbooks, particularly the sections on data minimization and purpose limitation.

"Privacy by Design: The 7 Foundational Principles," Information and Privacy Commissioner of Ontario, Canada.

NEW QUESTION # 241
What risk is mitigated when routing video traffic through a company's application servers, rather than sending the video traffic
directly from one user to another?

A. The user is protected against phishing attacks.

B. The user's approximate physical location is hidden from the other user.
C. The user is assured that stronger authentication methods have been used.
D. The user's identity is protected from the other user.

Answer: B

Explanation:

* Option A: Phishing attacks are typically related to email or messaging security rather than direct video traffic.

* Option B: While identity protection can be a factor, routing through company servers primarily obfuscates the user's IP address
and other metadata, which reveals physical location rather than identity specifics.

* Option C: Routing video traffic through a company's servers hides the users' IP addresses from each other, which prevents them
from determining each other's physical location.

* Option D: Stronger authentication methods are related to access control but not necessarily to the routing of video traffic.
References:

* IAPP CIPT Study Guide

* Network security principles related to traffic routing

NEW QUESTION # 242
Which activity best supports the principle of data quality from a privacy perspective?

A. Ensuring the data is classified.

B. Ensuring the data is available for use.

C. Protecting the data against unauthorized changes.
D. Protecting the data against unauthorized access.

Answer: C

Explanation:
protecting data against unauthorized changes best supports the principle of data quality from a privacy perspective. This helps ensure
that the data remains accurate and reliable.

NEW QUESTION # 243
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