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Answer: B

Explanation:

ISO/IEC 27001 emphasizes the need for organizations to have a comprehensive incident management and recovery plan for various
situations, including the termination of contracts with key service providers. In the case of SendPay, having a specific, documented
recovery plan that outlines steps and protocols in case of sudden termination is necessary to ensure business continuity and
compliance with the standard.
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Answer: B

Explanation:

ISO/IEC 27001 requires organizations to comply with applicable legal, statutory, regulatory, and contractual requirements, including
those pertaining to information security. These requirements must be identified, documented, and kept up to date as part of the
organization's ISMS.

References: ISO/IEC 2700122013 Standard, Clause 6.1.3 (Information security requirements)
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Answer: C

Explanation:

From Exact Extract:

1. Definition of control types (ISO-aligned understanding)

In information security management:

* Preventive controls are designed to prevent an incident from occurring,

* Detective controls are designed to identify and detect incidents or anomalies after or as they occur.
* Corrective controls are designed to correct issues after detection.

2. Analysis of the controls implemented by Fintive

The scenario explicitly states that Fintive implemented the following controls:
* Comprehensive audit logging

* Automated alert systems to flag unusual activities

* Periodic access reviews

* Monitoring system behavior for anomalies

All of these controls are designed to:

* Detect unauthorized access

* Detect errors

* Detect suspicious activities

* Enable investigation after detection

This aligns directly with detective controls, not preventive or corrective.

3. ISO/IEC 27002:2022 - Exact control alignment

The controls implemented correspond to Annex A technological and organisational detective controls, including:
* A.8.15 - Logging

Logging enables the detection and investigation of security events.

* A.8.16 - Monitoring activities



Monitoring is used to detect anomalous behaviour and potential security incidents.

* A.5.18 - Access rights (periodic reviews)

Access reviews detect inappropriate or excessive access.

These controls do not prevent the chatbot from malfinctioning, nor do they directly fix it - they detect issues so that action can be
taken.

4. Why the other options are incorrect

* A. Preventive - IncorrectPreventive controls would include secure coding practices, input validation, sandboxing, or improved
testing before release. These were not the controls described.

* C. Corrective - IncorrectCorrective controls would involve fixing the chatbot logic, retraining the model, or disabling unsafe
features. The scenario explicitly focuses on detection and monitoring, not correction.

Auditor Conclusion

Fintive implemented detective controls to identify unauthorized access, errors, and suspicious activity arising from the chatbot's
behaviour. This is consistent with ISO/IEC 27001:2022 risk treatment and monitoring requirenments.
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Answer: B
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Answer: D,E

Explanation:

A third-party virtual audit is an external audit conducted by an independent certification body using remote technology such as video
conferencing, screen sharing, and electronic document exchange. The purpose of a third-party virtual audit is to verify the conformity
and effectiveness of the information security management system (ISMS) and to issue a certificate of compliance12 Before you start
conducting the audit, you would need to inform the auditee about the following issues: 12

* You will ask those being interviewed to state their name and position beforehand, i.e., to confirm their identity and role in the
ISMS. This is to ensure that you are interviewing the relevant personnel and that they are authorized to provide information and
evidence for the audit.



* You will ask for a 360-degree view of the room where the audit is being carried out, i.e., to verify the physical and environmental
security of the audit location. This is to ensure that there are no unauthorized persons or devices in the vicinity that could compromise
the confidentiality, integrity, or availability of the information being audited.

The other issues are not relevant or appropriate for a third-party virtual audit, because:

* You will ask to see the ID card of the person that is on the screen, i.e., to verify their identity. This is not necessary if you have
already asked them to state their name and position beforehand, and if you have access to the auditee's organizational chart or staff
directory. Asking to see the ID card could also be seen as intrusive or disrespectful by the auditee.

* You will take photos of every person you interview, i.e., to document the audit process. This is not advisable as it could violate the
privacy or consent of the auditee and the interviewees. Taking photos could also be seen as unprofessional or suspicious by the
auditee. You should rely on the audit records and evidence provided by the auditee and the audit tool instead.

* You will not record any part of the audit, unless permitted, i.e., to respect the auditee's preferences and rights. This is not a valid
issue to inform the auditee about, as you should always record the audit for quality assurance and verification purposes. Recording
the audit is also a requirement of the ISO/IEC

27001 standard and the certification body. You should inform the auditee that you will record the audit and obtain their consent
before the audit begins.

* You expect the auditee to have assessed all risks associated with online activities, i.¢., to ensure the security of the audit process.
This is not an issue to inform the auditee about, as it is part of the auditee' s responsibility and obligation to have a risk assessment
and treatment process for their ISMS. You should assess the auditee's risk management practices and controls during the audit, not
before it.

References:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systems) Course by CQI and IRCA Certified Tramning 1
2: ISO/IEC 27001 Lead Auditor Training Course by PECB 2
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