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NEW QUESTION # 13 
Scenario: A Citrix Engineer must enable a cookie consistency security check and ensure that all the session cookies get encrypted
during the transaction. The engineer needs to ensure that none of the persistent coolies are encrypted and decrypted and decrypt any
encrypted cookies during the transaction.
Which cookie consistency security feature will the engineer configure in the following configuration to achieve the desired results?
add appfw profile Test123 -startURLAction none- denyURLAction none- cookieConsistencyAction log -cookieTransforms ON -
cookieEncryption ecryptSessionOnly -addCookieFlags httpOnly -crossSiteScriptingAction none- SQLInjectionAction log stats -
SQLInjectionTransfrormSpecialChars ONSQLInjectionCheckSQLWildChars ON -fieldFormatAction none -
bufferOverflowAction none -responseContentType "application/octet-stream"- XMLSQLInjectionAction none -XMLXSSAction
none-XMLWSIAction none- XMLValidationAction none

A. Configure Encrypt Server cookies to "None"
B. Configure Encrypt Server cookies to "Encrypt Session Only"
C. Configure Encrypt Server cookies to "Encrypt only"
D. Configure Encrypt Server cookies to "Encrypt All"

Answer: A

NEW QUESTION # 14 
Citrix Web App Firewall primarily functions to:

A. Manage virtual desktops.
B. Provide VPN access.
C. Protect web applications from threats.
D. Optimize application delivery.

Answer: C

NEW QUESTION # 15 
Scenario: A Citrix Engineer discovers a security vulnerability in one of its websites. The engineer takes a header trace and checks the
Application Firewall logs.
The following was found in part of the logs:
method=GET request = http://my.companysite.net/FFC/sc11.html msg=URL length (39) is greater than maximum allowed
(20).cn1=707 cn2=402 cs1=owa_profile cs2=PPE0 cs3=kW49GcKbnwKByByi3+jeNzfgWa80000 cs4=ALERT cs5=2015
Which type of Application Firewall security check can the engineer configure to block this type of attack?

A. Start URL
B. Buffer Overflow
C. Cookie Consistency
D. Cross-site Scripting

Answer: D

NEW QUESTION # 16 
Scenario: A Citrix Engineer notices that a web page takes a long time to display. Upon further investigation, the engineer determines
that the requested page consists of a table of high-resolution pictures which are being displayed in table cells measuring 320 by 180
pixels.
Which Front End Optimization technique can the engineer enable on the Citrix ADC to improve time to display?

A. Extend Page Cache
B. Make Inline
C. Minify
D. Shrink to Attributes

Answer: D



NEW QUESTION # 17 
Scenario: A Citrix Engineer has migrated an application to Citrix ADC to secure it from application layer attacks. The engineer
receives a complaint that the application is timing out while users are actively accessing the page. Those users are forced to
reestablish the connection.
What can be the cause of this issue?

A. The maximum session lifetime is NOT configured.
B. The application is configured with a low session timeout.
C. The maximum session lifetime is less than the session timeout.
D. The session time out is configured to a low value.

Answer: D

NEW QUESTION # 18
......
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