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EAE #290
From PERCS to PERCY, the maximum number of individual drives upon which a virtual disk can be created changed.
How did this value change?

e A 16t032
e B.8t032
e C.16t064
e D.8t016

He: C

EE #291
A technician is creating a virtual disk in the DRAC (2x 4 TB NL-SAS in RAID 1) to install Windows 2016. They manually boot to
the OS installation media without using the Lifecycle Controller OS Deployment wizard. Only the first 2048 GB on the virtual disk
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can be partitioned.
How should the technician obtain access to the remaining 2 TB (approximately) of storage?

A. Upgrade to a newer version of the operating system

B. Delete the 4 TB virtual disk and create a virtual (boot) disk no longer than 2048 GB.
C. Use the lifecycle Controller's OS Deployment Wizard to deploy the OS on this server.
D. Use F2 to go into the BIOS, change the BIOS boot mode to UEFI, and try again.
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HAE #292

The Dell PowerEdge server uses SEDs. The server is being repurposed for a new solution, and the data on the drives must be
permanently deleted.

How can this be accomplished?

A. NVRAM Clear

B. Remove RAID configuration
C. Format and Reinstall

D. Secure Erase

: D

M

ox
07 @

Permanently Deleting Data on Self-Encrypting Drives (SEDs) in a Dell PowerEdge Server Server Components (26%) Define
storage options, Drives, PERC, IDSDM, and BOSS Analyze server security features Understanding Self-Encrypting Drives (SEDs)
SEDs are hard drives or SSDs that automatically encrypt all data written to them using a built-inencryption engine.

Benefits:

Enhanced data security.

Protection of data at rest.

Simplified disposal or repurposing processes through secure key management.

Methods to Permanently Delete Data on SEDs

Secure Erase:

Secure Frase is a process that performs a cryptographic erase by deleting the encryption keys stored within the drive.

Once the encryption key is erased, all data on the drive becomes unrecoverable, as it cannot bedecrypted.

Advantages:

Fast and efficient method to render data inaccessible. Complies with data sanitization standards and regulations.
Implementation:

Can be mitiated via the drive's firmware commands.

Dell provides tools within the iDRAC or BIOS to perform Secure Erase operations on SEDs.

Explanation of Options

Option A: Remove RAID configuration

Deleting the RAID configuration removes the logical drive mappings but does not erase the actual data stored on the physical drives.
Data can potentially be recovered using data recovery tools.

Conclusion: Does not securely delete data.

Option B: NVRAM Clear

Clearing NVRAM resets BIOS settings to default.

Does not affect data stored on drives.

Conclusion: Ineffective for deleting drive data.

Option C: Format and Reinstall

Formatting the drives and reinstalling the operating system overwrites some data areas.

Does not guarantee that all data is overwritten.

Data recovery techniques can potentially retrieve residual data. Conclusion: Not a secure method for data deletion on SEDs.
Option D: Secure Erase

Performs a cryptographic erase by deleting the encryption keys.

Ensures that data cannot be recovered.

Conclusion: Correct Answer.

Dell Operate Reference

Server Components (26%)

Define storage options, Drives: Understanding the types of drives used and their management.

Analyze server security features: Knowledge of data protection and sanitization methods is crucial formaintaining data security.



Server Troubleshooting (32%)

Explain Configuration Validation, crash capture, and minimum to POST: While not directly related, understanding system
configurations assists in performing operations like Secure Frase.

Conclusion

To permanently delete data on SEDs in a Dell PowerEdge server, Secure Erase should be performed. This method ensures that the
encryption keys are destroyed, rendering all data on the drives inaccessible and irrecoverable.

EE #293
Refer to the exhibit.

System Alert
R ACD613: The uploaded file is invalid. MaksSune ta upload rhé

l' % required file in the comrec] format and retry*theoperation:

| Dismiss

A technician tries to apply a BIOS update through the iDRAC web interface on a server using the Linux Dell Update Package file
BIOS 2H4ACC LN 2 0.2.BIN. The error shown occurs. How should this error be fixed?

A. Extract the Limuix Dell Update Package and apply payload file
B. Download and apply the Windows Dell Update Package file
C. Redownload the file to replace corrupted version and reinstall
D. Reset the iDRAC and reapply the update
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HE #29%
Which is a feature of an AMD processor in a PowerEdge server?

A. Fastest processor speeds

B. Supports up to four sockets

C. Secure Encrypted Virtualization
D. Up to 60 cores

He: C

Y.

Understanding Features of AMD Processors in Dell PowerEdge Servers Server Components (26%)Define the different processor,
memory options, and memory configurations Analyze server security features Overview AMD processors, specifically the AMD
EPYC series, are utilized in Dell PowerEdge servers to provide high performance, scalability, and advanced security features. One
of the standout features of AMD processors is Secure Encrypted Virtualization (SEV).

Explanation of Options

Option A: Supports up to four sockets

AMBD EPYC processors in current Dell PowerEdge servers typically support up to two sockets. Intel processors are more
commonly associated with supporting up to four sockets in serverconfigurations.

Conclusion: Incorrect.

Option B: Up to 60 cores

AMD EPYC processors offer up to 64 cores per processor. While "up to 60 cores" is close, it does not fully capture the maximum
core count offered.

Conclusion: While partially correct, not the most distinctive feature.

Option C: Fastest processor speeds

Processor speeds vary depending on specific models and configurations. Both AMD and Intel offer processors with high clock
speeds. Claimmng the "fastest processor speeds" is subjective and not a definitive feature.

Conclusion: Not a unique feature.

Option D: Secure Encrypted Virtualization

SEV is a security feature unique to AMD processors. It allows for the encryption of virtual machine memory, providing isolation
between VMs and enhancing security in virtualized environments.

Features:

Encrypts VM memory with individual keys.

Protects against hypervisor-level attacks.

Enhances data security and compliance.



Conclusion: Correct Answer.

Dell Operate Reference

Server Components (26%):

Define the different processor, memory options, and memory configurations: Understanding the features and capabilities of AMD
processors in server environments.

Analyze server security features: SEV is a significant security feature offered by AMD processors,enhancing virtualization security.
Conclusion

The standout feature of AMD processors in Dell PowerEdge servers is Secure Encrypted Virtualization, which enhances security in
virtualized environments by encrypting VM memory.
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