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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q318-Q323):

NEW QUESTION # 318

To abide by industry regulations, a solutions architect must design a solution that will store a company's critical data in multiple public
AWS Regions, including in the United States, where the company's headquarters is located. The solutions architect is required to
provide access to the data stored in AWS to the company's global WAN network. The security team mandates that no traffic
accessing this data should traverse the public internet.

How should the solutions architect design a highly available solution that meets the requirements and is cost-effective?
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A. Establish two AWS Direct Connect connections from the company headquarters to an AWS Region. Use the company
WAN to send traffic over a DX connection. Use inter-region VPC peering to access the data in other AWS Regions.

B. Establish two AWS Direct Connect connections from the company headquarters to an AWS Region. Use the company
WAN to send traffic over a DX connection. Use an AWS transit VPC solution to access data in other AWS Regjons.

C. Establish two AWS Direct Connect connections from the company headquarters to an AWS Region. Use the company
WAN to send traffic over a DX connection. Use Direct Connect Gateway to access data in other AWS Regions.

D. Establish AWS Direct Connect connections from the company headquarters to all AWS Regions in use. Use the company
WAN lo send traffic over to the headquarters and then to the respective DX connection to access the data.

Answer: C

NEW QUESTION # 319

A medical company is running an application in the AWS Cloud. The application simulates the effect of medical drugs in
development.

The application consists of two parts configuration and simulation The configuration part runs in AWS Fargate containers in an
Amazon Elastic Container Service (Amazon ECS) cluster. The simulation part runs on large, compute optimized Amazon EC2
instances Simulations can restart if they are interrupted The configuration part runs 24 hours a day with a steady load. The simulation
part runs only for a few hours each night with a variable load. The company stores simulation results in Amazon S3, and researchers
use the results for 30 days. The company must store simulations for 10 years and must be able to retrieve the simulations within 5
hours Which solution meets these requirements MOST cost-effectively?

e A Purchase an EC2 Instance Savings Plan to cover the usage for the configuration part and the simulation part Create an S3
Lifecycle policy to transition objects that are older than 30 days to S3 Glacier

¢ B. Purchase an EC2 Instance Savings Plan to cover the usage for the configuration part Run the simulation part by using EC2
Spot Instances Create an S3 Lifecycle policy to transition objects that are older than 30 days to S3 Intelligent- Tiering

e C. Purchase Compute Savings Plans to cover the usage for the configuration part Purchase EC2 Reserved Instances for the
simulation part Create an S3 Lifecycle policy to transition objects that are older than 30 days to S3 Glacier Deep Archive

¢ D. Purchase Compute Savings Plans to cover the usage for the configuration part Run the simulation part by using EC2 Spot
mstances Create an S3 Lifecycle policy to transition objects that are older than 30 days to S3 Glacier

Answer: D

NEW QUESTION # 320

A company is using AWS Organizations to manage multiple AWS accounts. For security purposes, the company requires the
creation of an Amazon Simple Notification Service (Amazon SNS) topic that enables integration with a third-party alerting system in
all the Organizations member accounts.

A solutions architect used an AWS CloudFormation template to create the SN topic and stack sets to automate the deployment of
Cloud Formation stacks. Trusted access has been enabled in Organizations.

‘What should the solutions architect do to deploy the CloudFormation StackSets in all AWS accounts?

e A Create a stack set in the Organizations management account. Use service-managed permissions. Set deployment options
to deploy to the organization. Enable CloudFormation StackSets automatic deployment.

¢ B. Create stacks in the Organizations management account. Use service-managed permissions. Set deployment options to
deploy to the organization. Enable CloudFormation StackSets drift detection.

e C. Create a stack set in the Organizations member accounts. Use service-managed permissions. Set deployment options to
deploy to an organization. Use CloudFormation StackSets drift detection.

e D. Create stacks in the Organizations member accounts. Use self-service permissions. Set deployment options to deploy to
an organization. Enable the CloudFormation StackSets automatic deployment.

Answer: A

Explanation:
https://docs.aws.amazon.cony AWSCloudFormation/latest/UserGuide/stacksets-orgs-manage-auto-deployment. html

NEW QUESTION # 321
A company is in the process of implementing AWS Organizations to constrain its developers to use only Amazon EC2. Amazon S3
and Amazon DynamoDB. The developers account resides In a dedicated organizational unit (OU). The solutions architect has



implemented the following SCP on the developers account:

When this policy is deployed, IAM users in the developers account are still able to use AWS services that are not listed in the
policy. What should the solutions architect do to eliminate the developers' ability to use services outside the scope of this policy?

A. Create an explicit deny statement for each AWS service that should be constrained
B. Modify the Full AWS Access SCP to explicitly deny all services

C. Add an explicit deny statement using a wildcard to the end of the SCP

D. Remove the Full AWS Access SCP from the developer account's OU

Answer: D

Explanation:
httpsz/docs.aws.amazon.convorganizations/latest/userguide/orgs manage policies_inheritance auth.html

NEW QUESTION # 322

A company runs a website on Amazon ECS containers that use the AWS Fargate launch type. The company configures AWS
Application Auto Scaling by using a target tracking scaling policy. The company sets the request count as the scaling metric. An
Application Load Balancer (ALB) serves traffic to the ECS containers.

The webstte serves images on request and resizes the images to a predefined size to match the viewers' screens. After the website
resizes an image, the website caches the image locally in a container and serves subsequent requests from the cache.

During periods of high traffic, the company observed that images load slowly and with high latency. The company wants to minimize
the latency to serve images.

Which solution will meet this requirement with the LEAST operational overhead?

¢ A Create an Amazon Aurora cluster and an Amazon S3 bucket. Update the application to store resized images in the S3
bucket and to store a cache key in the Aurora cluster. Configure the application to load the cache key from the Aurora cluster
and to serve images fromthe S3 bucket.

¢ B. Create a new Amazon CloudFront distribution and an Amazon S3 bucket. Set the ALB as one origin for the distribution
and the S3 bucket as a second origin. Configure a cache behavior that routes image requests to the S3 origin, and configure a
default cache behavior for the ALB origin. Pre-scale all images and upload the images to the S3 bucket.

e C. Create an Amazon API Gateway HTTP API and enable API request caching. Replace the ALB with the HTTP API and
remove the local caching in the application code.

¢ D. Create an Amazon ElastiCache (Memcached) cluster. Update the application to read and write the resized images to the
ElastiCache (Memcached) cluster by using the image name and size as the key.

Answer: B

Explanation:

The core issue is high latency when serving images during traffic spikes. The current design resizes images dynamically and caches
them locally nside ECS containers. With AWS Fargate, containers are ephemeral and scale in and out based on load. Local
container caches are not shared across tasks, so cache hit rates drop during scaling events, forcing repeated image resizing, This
increases CPU usage, startup latency, and response times under load.

The lowest operational overhead and most effective solution is to offload image delivery entirely from the application layer and use
edge caching. Amazon CloudFront is designed to cache static content at edge locations close to end users, dramatically reducing
latency and backend load. Amazon S3 is a durable, highly scalable object store that is well suited for serving static assets such as
images.

Option A moves image delivery to a CloudFront + S3 architecture. By pre-scaling images and storing them in S3, the application no
longer performs on-demand image resizing during requests. CloudFront caches the images at edge locations, so subsequent requests
are served directly from the edge with minimal latency. The ALB remains the orign for dynamic content, while image requests are
routed to the S3 origin using cache behaviors. This approach is fully managed, highly scalable, and requires minimal changes to the
application logic once images are pre-generated.

Option B mtroduces ElastiCache, which adds operational overhead and conplexity. The application must manage cache keys,
eviction, and failure scenarios. ElastiCache is better suited for low-latency data access patterns rather than large static objects like
images, and it does not provide global edge caching,

Option C adds unnecessary complexity by introducing an Aurora database as part of the caching layer.

Databases are not designed to manage cache metadata for static assets at scale, and this design increases operational overhead
without improving latency compared to CloudFront.

Option D is not appropriate because API Gateway caching is intended for API responses, not for efficient delivery of large static
binary objects such as images. Replacing the ALB with API Gateway also introduces request size, payload, and cost considerations
and does not provide global edge caching comparable to CloudFront for image delivery.



Therefore, using Amazon CloudFront with Amazon S3 for pre-scaled images provides the lowest latency, highest scalability, and
least operational overhead.

References:AWS documentation on Amazon CloudFront for low-latency delivery of static content through global edge

caching. AWS documentation on Amazon S3 as a scalable origin for static assets and integration with CloudFront. AWS best
practices for separating static content delivery from dynamic application workloads to reduce backend load and improve
performance.

NEW QUESTION # 323
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