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Microsoft Security Operations Analyst Sample Questions (Q275-Q280):
NEW QUESTION # 275 
A company wants to analyze by using Microsoft 365 Apps.
You need to describe the connected experiences the company can use.
Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the correct
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description. Each connected experience may be used once, more than once, or not at all. You may need to drag the split between
panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 276 
From Azure Sentinel, you open the Investigation pane for a high-severity incident as shown in the following exhibit.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-investigate-cases#use-the-investigation-graph-to-deep-dive

NEW QUESTION # 277 
You have a Microsoft Sentinel workspace named sws1.
You need to create a hunting query to identify users that list storage keys of multiple Azure Storage accounts. The solution must
exclude users that list storage keys for a single storage account.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 278 
You have a Microsoft Sentinel workspace named Workspaces
You configure Workspace1 to c
ollect DNS events and deploy the Advanced Security information Model (ASIM) unifying parser for the DNS schema.
You need to query the ASIM DNS schema to list all the DNS events from the last 24 hours that have a response code of
'NXDOMAIN' and were aggregated by the source IP address in 15-minute intervals. The solution must maximize query
performance.
How should you complete the query? To answer, select the appropriate options in the answer area NOTE: Each correct selection is
worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 279 
You are investigating an incident by using Microsoft 365 Defender.
You need to create an advanced hunting query to detect failed sign-in authentications on three devices named CFOLaptop,
CEOLaptop, and COOLaptop.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:



Explanation:
Explanation:
In Microsoft 365 Defender's Advanced Hunting (Kusto Query Language - KQL), investigators use the DeviceLogonEvents table to
search for authentication attempts and filter failed logons. To detect failed sign- ins from specific devices, you begin by applying a
where clause that filters only the relevant logon failures and the specific device names you want to investigate.
The correct syntax and logical order-based on Microsoft Security Operations (SecOps) and Microsoft 365 Defender hunting guide-
is to first filter (where) the ActionType to "LogonFailed," then narrow down the dataset to the target devices (DeviceName in
("CFOLaptop", "CEOLaptop", "COOLaptop")). This ensures that only failed authentication attempts from those three machines are
included.
After filtering, the summarize operator is used to group the data by DeviceName and LogonType, counting how many failures
occurred per device and logon type. This aggregation step follows Microsoft's recommended practice for incident hunting, allowing
analysts to quickly assess which devices are generating unusual authentication failure volumes.
Finally, the project statement selects only the LogonFailures output, simplifying the results for reporting or alerting purposes.
This query structure aligns exactly with Microsoft 365 Defender Advanced Hunting documentation for detecting failed logins on
specific endpoints while maintaining query efficiency and clarity, minimizing administrative overhead during investigations

NEW QUESTION # 280
......
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