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Microsoft Designing Microsoft Azure Infrastructure Solutions AZ-305
Priifungsfragen mit Losungen (Q159-Q164):

159. Frage

Your company deploys several Limix and Windows virtual machines (VMs) to Azure. The VM are deployed with the Microsoft
Dependency Agent and the Microsoft Monitoring Agent installed by using Azire VM extensions. On-premises connectivity has been
enabled by using Azure ExpressRoute.

You need to design a solution to monitor the VM.

‘Which Azure monitoring services should you use? To answer, select the appropriate Azure monitoring services in the answer area.
NOTE: Each correct selection is worth one point.

Scenario Azure Monitoring Service
Analyze Network Security Group (NSG) flow logs for VMs attemptifigy, v
nternet access. Azure Network Watcher
Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics
Visualize the VMs with their different pre€esses and dependencies Mi ) '_V
on other computers and externalprocesses. Azure Service Map
Azure Activity Log
Azure Service Health
Azure Advisor
Antwort:
Begrindung;
Scenario Azure Monitoring Service
Analyze Network Security Group (NSG) flow logs for VMs attempting v
internet access. #AZure Network Watcher |
Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics
Visualize the VMs with their different précesses and dependencies v
on other computers and external processes. Azure Service Map [
Azure Activity Log
Azure Service Health
Azure Advisor

Explanation:


https://de.fast2test.com/AZ-305-practice-test.html

Scenario

\nalyze Network Security Group (NSG) flow logs for VMs attempting
ternet access.

fisualize the VMs with their differentprocesses and dependencies
in other computers and external processes.

Reference:
https:/docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
https:/docs.microsoft.conm/en-us/azure/azure-monitor/insights/service-map

160. Frage
You deploy several Azure SQL Database instances.

Diagnostics settings
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.
NOTE: Each correct selection is worth one point.

Azure Monitoring Service

v

[Azure Network Watcher
Azure ExpressRoute Monitor
Azure Service Endpoint Monitor

Azure DNS Analytics

v

Azure Service Map
Azure Activity Log
Azure Service Health
Azure Advisor

You plan to configure the Diagnostics settings on the databases as shown in the following exhibit.



The amount of time that SQLInsights data

will be stored in blob storage is [answer 30 days ‘
choice]. 90 days
730 days
indefinite
The maximum amountof time that v
SQLInsights data can be stored in Azure Log | 30 days
Analytics is [answer choice]. s 90 days
Micross¢ays
indefinite
Antwort:
'he amount of time that SQLInsights data |'
~ill be stored in blob storage is [answer 30 days !
hoice]. 90 days
730 days
indefinite

The maximum amount of time that
SQLInsights data can be stored in Azure Log'| 20 days

Analytics is [answer choice]. 90 days
730 days

indafinita

161. Frage

Your company has two on-premises sites in New York and Los Angeles and Azure virtual networks in the East US Azure region
and the West US Azure region. Each on-premises site has Azure ExpressRoute circuits to both regions.

You need to recommend a solution that meets the following requirements:

Outbound traffic to the Internet from workloads hosted on the virtual networks must be routed through the closest available on-
premises site.

Ifan on-premises site fails, traffic from the workloads on the virtual networks to the Internet must reroute automatically to the other
site.

‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Routing from the virtual networks to v
the on-premises locations must be |Azure defaultroutes
configured by using: Border Gateway Protocol (BGP)

User-défiped routes

The automatic routing configuration ¢ v
following a failover must be Border Gateway Protocol (BGP)
handled by using: Hotit_andb_y Rauting Protocal (HSRP)

Virtual Rodﬁg’% Réduridandy Pratocol (VRRP)

Antwort:

Begrindung;




Routing from the virtual networks to | A 4

the on-premises locations must be  |Azure default routes
configured by using: Border Gateway Protocol (BGP)

User-definea routes

The automatic routing configuration A v
following a failover must be Border Gateway Protocol (BGP)

handled by usingM . _ﬁ- andby Routing Protoco
ICFrOSO irtual Router Redundancy Protocol (VRRP)

Explanation:

An on-premises network gateway can exchange routes with an Azure virtual network gateway using the border gateway protocol
(BGP). Using BGP with an Azure virtual network gateway is dependent on the type you selected when you created the gateway. If
the type you selected were: ExpressRoute: You must use BGP to advertise on-premises routes to the Microsoft Edge router. You
cannot create user-defined routes to force traffic to the ExpressRoute virtual network gateway if you deploy a virtual network
gateway deployed as type: ExpressRoute. You can use user-defined routes for forcing traffic fiom the Express Route to, for
example, a Network Virtual Appliance.

https://docs.microsoft.comvja-jp/azure/expressroute/designing- for-disaster-recovery-with-expressroute-privatepeering
https7/docs.microsoft.conven-us/azure/expressroute/expressroute-optimize-routingsuboptimal-routing- from- customer-to-microsoft

162. Frage
You have several Azure App Service web apps that use Azure Key Vaullt to store data encryption keys. Several departments have
the following requests to support the web app:

Department Request
Security * Review the membership of administrative roI{s and réquire users to provide a justification for continued
membership.
* Get alerts about changes in administrator assignments.
»_See a history of adnfinistrator activation, includingmhich changes admipjstrators made to Azure resources.
Development = _Enable the applications td actess Key Vault and rigitieve XéyS-foruse e tdde.

Which service should you recommend for each department's request? To answer, configure the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
Answer Area

Securityy Iﬁt&ehwrblsgu 8entity Management ¥
" Azure Managed Identity
Azure AD Connect
Azure AD/ldentity Protection

Development> |Azurg Managed Identity >
Azure AD Privileged |dentity Management

Azure Managed |dentity

Azure AD Connect
Azure AD Identity Protection

Quality Assurance: = Azure AD Privileged Identity Management 4

Azure AD Privileged Identity Management

Azure Managed Identity
Azure AD Connect
Azure AD |dentity Protection



ANIIVVET AT

Seclnty: ﬁ:ﬁ';e FI) i'lx-d_l. ed |dentity Management el
Azure AD Privileged Identity Management
Azure Managed Identity -
AzuréAD Connect
Azure AD |dentity Protection

Development Azure Managed |dentity ]

Azure AD Privileged Identity Management
'Azure Managed Identity

Azure AD Connect
Azure AD Identity Protection

Quality Assurance: = Azure AD Privileged |dentity Management
|Azure AD Privileged Identity Management
Azure Managed ldentity
Azure AD Connect

Azure AD Identity Protection

163. Frage
Youneed to recommend a notification solution for the I'T Support distribution group.
‘What should you include in the recommendation?

A. Azure Network Watcher

B. Azure AD Connect Health

C. a SendGrid account with advanced reporting
D. an action group

Antwort: B

Begrindung;

References:

httpsz//docs.microsoft.com/en-us/azure/active-directory’hybrid/how-to-connect- health-operations

Topic 2, Litware, Inc

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to conplete each
case. However, there may be additional case studies and sections on this exam You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview. General Overview

Litware, Inc. is a medium-sized finance company.

Overview. Physical Locations

Litware has a main office in Boston.

Existing Environment. Identity Environment

The network contains an Active Directory forest named Litware.com that is linked to an Azare Active Directory (Azure AD) tenant
named Litware.com. All users have Azure Active Directory Premium P2 licenses.

Litware has a second Azure AD tenant named dev.Litware.com that is used as a development environment.

The Litware.com tenant has a conditional acess policy named capolicyl. Capolicyl requires that when users manage the Azure
subscription for a production environment by using the Azure portal, they must connect from a hybrid Azire AD-joined device.
Existing Environment. Azure Environment



Litware has 10 Azure subscriptions that are linked to the Litware.com tenant and five Azure subscriptions that are linked to the
dev.Litware.com tenant. All the subscriptions are in an Enterprise Agreement (EA).

The Litware.com tenant contains a custom Azure role-based access control (Azure RBAC) role named Rolel that grants the
DataActions read permission to the blobs and files in Azure Storage.

Existing Environment. On-premises Environment

The on-premises network of Litware contains the resources shown in the following table.

Name Type Configuration
SERVER1 Ubuntu 15.04 vitual 1he Jwadl machineshostialthird-party
SERVER2 machines hosted on app named App1.
SERVER3 Hyper-V App1 usesan external storage solution

that provides Apache Hadoop-
gompatible data storage. The data
storage supports POSIX access control
list (ACL) file-level permissions.
SERVER10 Server that runs The server contains a Microsoft SQL
Windows Server 2016 Server instance that hosts two
databases named DB1 and DB2.

Existing Environment. Network Environment

Litware has ExpressRoute connectivity to Azure.

Planned Changes and Requirements. Planned Changes

Litware plans to implement the following changes:

* Migrate DB1 and DB2 to Azurre.

* Migrate Appl to Azure virtual machines.

* Deploy the Azure virtual machines that will host App1 to Azure dedicated hosts.

Planned Changes and Requirements. Authentication and Authorization Requirements Litware identifies the following authentication
and authorization requirements:

* Users that manage the production environment by using the Azure portal must connect froma hybrid Azure AD-joined device and
authenticate by using Azure Multi-Factor Authentication (MFA).

* The Network Contributor built-in RBAC role must be used to grant permission to all the virtual networks in all the Azure
subscriptions.

* To access the resources in Azure, App1 must use the managed identity of the virtual machines that will host the app.

* Rolel must be used to assign permissions to the storage accounts of all the Azure subscriptions.

* RBAC roles must be applied at the highest level possible.

Planned Changes and Requirements. Resiliency Requirements

Litware identifies the following resiliency requirements:

* Once migrated to Azure, DB1 and DB2 must meet the following requirements:

- Maintain availability if two availability zones i the local Azure region fail.

- Fail over automatically.

- Minimize 1/0 latency.

* Appl must meet the following requirements:

- Be hosted in an Azure region that supports availability zones.

- Be hosted on Azure virtual machines that support automatic scaling,

- Maintain availability if two availability zones in the local Azure region fail.

Planned Changes and Requirements. Security and Compliance Requirements

Litware identifies the following security and compliance requirements:

* Once Appl is migrated to Azure, you must ensure that new data can be written to the app, and the modification of new and
existing data is prevented for a period of three years.

* On-premises users and services must be able to access the Azure Storage account that will host the data in Appl.

* Access to the public endpoint of the Azure Storage account that will host the App1 data must be prevented.

* All Azre SQL databases in the production environment must have Transparent Data Encryption (TDE) enabled.

* Appl must not share physical hardware with other workloads.

Planned Changes and Requirements. Business Requirements

Litware identifies the following business requirements:

* Minimize administrative effort.

* Minimize costs.

164. Frage
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