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R RE #119
Which feature of cloud-native security platforms (CNSPs) focuses on protecting virtual machine (VM), container, and serverless
deployments against application-level attacks during runtime?

A. Asset mventory

B. Configuration assessment
C. Workload security

D. Data security

ZER: C

f R A«

Workload security in a Cloud-Native Security Platform (CNSP) focuses on protecting VM, containers, and serverless
deployments against application-level attacks during runtime. It ensures that workloads remain secure by monitoring behavior,
enforcing policies, and detecting threats in real time.

PR #120
Which component of the AAA framework verifies user identities so they may access the network?

A. Authorization
B. Allowance

C. Accounting
D. Authentication

ZE: D

i RE R «
Authentication is the component of the AAA (Authentication, Authorization, and Accounting) framework that verifies user identities
(e.g., via passwords, certificates, or biometrics) before granting access to network resources.

FilRE #121
‘Which technique changes protocols at random during a session?

A. use of non-standard ports

B. hiding within SSL encryption

C. tunneling within commonly used services
D. port hopping

ZX: D

Bt REES B -

Port hopping is a technique that changes protocols at random during a session to evade detection and analysis by security devices.
Port hopping can be used by malware or attackers to communicate with command and control servers or to exfiltrate data. Port
hopping makes it difficult to identify and block malicious traffic based on port numbers or signatures. Reference: Port Hopping, Ports
Used for Management Functions, Adding a Custom Application/Ports to Security Policy

R RE #122
Which option is an example of a North-South traffic flow?

A. Lateral movement within a cloud or data center

B. An internal three-tier application

C. Client-server interactions that cross the edge perimeter
D. Traffic between an internal server and internal user



ER: C

i RE S «
North-south refers to data packets that move in and out of the virtualized environment from the host network or a corresponding
traditional data center. North-south traffic is secured by one or more physical form factor perimeter edge firewalls.

i RE #123
What is the function of an endpoint detection and response (EDR) tool?

A. To ingest alert data from network devices

B. To integrate data from different products in order to provide a holistic view of security posture
C. To monitor activities and behaviors for investigation of security incidents on user devices

D. To provide organizations with expertise for monitoring network devices

ER: C

i RELES B -
Endpoint Detection and Response (EDR) tools monitor, record, and analyze endpoint activity to detect suspicious behavior,
investigate incidents, and respond to threats on user devices such as laptops and desktops.
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