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BE#175

An engineer is working on a ticket for an incident from the incident management team A week ago. an external web application was
targeted by a DDoS attack Server resources were exhausted and after two hours it crashed. An engineer was able to identify the
attacker and technique used Three hours after the attack, the server was restored and the engineer recommended implementing
mitigation by Blackhole filtering and transferred the incident ticket back to the IR team According to NIST SP800-61, at which
phase of the incident response did the engineer finish work?

A. containment eradication and recovery
B. preparation

C. post-incident activity

D. detection and analysis

HE:. A

Y.

According to NIST SP800-61, the incident response phase called "Containment, Eradication, and Recovery" mvolves containing the
incident, eradicating the threat, and recovering from the incident2. In the scenario described, the engineer worked on containing the
DDoS attack by identifying the attacker and the technique used, which is part of the containment process. The recommendation to
implement Blackhole filtering is part of the eradication process, where measures are taken to prevent the attack from happening
again. Finally, restoring the server is part of the recovery process, where normal operations are resumed. Therefore, the engineer
finished work during the "Containment, Eradication, and Recovery" phase. References: NIST SP800-

61 Computer Security Incident Handling Guide2.

EE #176
What is threat hunting?

A. Managing a vulnerability assessment report to mitigate potential threats.

B. Attempting to deliberately disrupt servers by altering their availability

C. Focusing on proactively detecting possible signs of intrusion and compromise.

D. Pursuing competitors and adversaries to infiltrate their system to acquire intelligence data.
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HEE #177
Refer to the exhibit. An engineer received a ticket to analyze unusual network traffic. What is occurring?

A. regular network traffic; no suspicious activity
B. denial-of-service attack

C. data exfiltration

D. cookie poisoning
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EE #178
At a company party a guest asks questions about the company's user account format and password complexity.
How is this type of conversation classified?

A. Password Revelation Strategy
B. Social Engineering

C. Phishing attack

D. Piggybacking
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HE: B

Y.

Social engineering is the practice of manipulating or deceiving people into performing actions or divulging information that can
compromise the security of the organization. Asking questions about the company's user account format and password complexity at
a party is an example of social engineering, as the guest may be trying to gather information that can be used to launch a cyberattack.
References = Cisco Cybersecurity Operations Fundamentals - Module 6: Security Incident Investigations

HEE#179
‘Which HTTP header field is used in forensics to identify the type of browser used?

A. host
B. user-agent

C. accept-language
D. referrer

HE: B

Y.
Section: Network Intrusion Analysis
Explanation/Reference:
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