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¢ Determine resource utilization: This domain covers analyzing system resources including control plane
=x 1 versus data plane usage, CPU statistics per virtual server, interface statistics, and disk and memory
utilization.

o Identify the reason a pool is not working as expected: This domain focuses on troubleshooting pools

=x 2 including health monitor failures, priority group membership, and configured versus availability status of
pools and members.
o Identify the reason load balancing is not working as expected: This domain addresses troubleshooting load
=X 3 balancing by analyzing persistence, priority groups, rate limits, health monitor configurations, and availability
status.

o Identify the reason a virtual server is not working as expected: This section covers diagnosing virtual server
=X 4 issues including availability status, profile conflicts and misconfigurations, and incorrect IP addresses or
ports.

Z| Al F5-CA F5CAB5s SR MEZE A (Q55-Q60):

HE #55

A gateway icmp health monitor is configured on a pool. The BIG-IP Admnistrator is nvestigating why the pool is reported as down
while the server is online. Other pools with servers in the same subnet are correctly monitored.

What can cause this behavior? (Choose one answer)

A. The HTTP service is not started on the server.

B. The latest patches have not been installed on the server.
C. The host-based firewall is active on the server.

D. The admin user is logged on the server.

HE. C

M.

A gateway icmp monitor checks basic network reachability by sending ICMP echo requests (pings) to the pool member or its
gateway. Ifthe pool is marked DOWN while the server is confirmed to be online, the most likely cause is that ICMP traffic is being
blocked.

A host-based firewall active on the server (Option C) can block ICMP echo requests or replies, preventing BIG-IP from receiving a
successful response to the health check. This results in the monitor failing and the pool member being marked down, even though the
server and application are otherwise finctioning normally. This explanation is consistent with the scenario where other servers in the
same subnet work correctly, indicating that routing and BIG-IP configuration are not the issue.

The other options are unrelated to ICMP monitoring, Logged-in users (Option A), missing patches (Option B), and stopped HTTP
services (Option D) do not affect a gateway icmp monitor. BIG-IP troubleshooting best practices recommend verifying [CMP
reachability and firewall policies when diagnosing ICMP-based monitor failures.

EE #56

A BIG-IP Administrator observes the following messages in the /var/log/tm log;

warning tmm[pid]: 011e0002: sweeper_segment cb_any: Aggressive mode /Commorn/default-eviction-policy activated (0) (global
memory) (345209/690176 pages) warning tmm[pid]: 011e0003: Aggressive mode sweeper /Common/default-eviction-policy (0)
(global memory) 1 connections killed warning tmm[pid]: 011e0003: Aggressive mode sweeper /Common/default-eviction-policy (0)
(global memory) 1 connections killed warning tmm[pid]: 011e0003: Aggressive mode sweeper /Common/default-eviction-policy (0)
(global memory) 1 connections killed What is happening when the BIG-IP Administrator sees the messages displayed above?
(Choose two answers)

e A. The BIG-IP system starts reaping connections; some connections will be dropped



¢ B. The BIG-IP system starts reaping connections; all the connections will be dropped
¢ C. The global eviction policy is triggered due to swap memory being used too high
¢ D. The global eviction policy is triggered due to TMM memory exhaustion

de: AD

Y.

Comprehensive and Detailed 150 to 250 Words Explanation From BIG-IP Administration, Support, and Troubleshooting
Documents:

These log messages indicate that the BIG-IP systen's Traffic Management Microkernel (TMM) has entered aggressive eviction
mode due to high global memory utilization. When TMM memory consumption reaches critical thresholds, BIG-IP activates the
default eviction policy to protect system stability and prevent a full traffic processing failure. This condition directly corresponds to
Option A, where the global eviction policy is triggered because TMM memory resources are nearing exhaustion.

Once aggressive mode is activated, BIG-IP begins using the connection sweeper mechanism, which selectively terminates existing
connections to free memory. The repeated log entries stating "'l connections killed" confirm that the system is reaping some
connections, not all connections. This behavior matches Option C. The eviction process is incremental and controlled, targeting idle,
low-priority, or least-recently-used connections first to minimize impact on active traffic.

Option B is incorrect because BIG-IP does not drop all connections during aggressive mode; it only removes enough connections to
relieve memory pressure. Option D is also incorrect because TMM eviction is based on TMM global memory usage, not swap
memory utilization. TMM does not rely on swap space in the same way the host Linux system does.

These messages are a critical warning sign that the system is under memory stress and may require traffic optimization, connection
limits, or hardware scaling.

HE#57
A BIG-IP Administrator makes a configuration change to the BIG-IP device. Which file logs the message regarding the configuration
change?

A. /var/log/audit

B. var/log/messages
C. Nar/log/secure
D. /var/log/user.log

e, A

M.

The BIG-IP system uses the audit log to track administrative actions and configuration changes.

Audit Logging Functionality: When a user modifies the configuration via the Configuration Utility (GUI), the Traffic Management
Shell (tmsh), or iControl, the system records the event in the audit log, This includes the name of the user who made the change, the
timestamp, and the specific command or object that was modified.

Log Location: The audit log is stored at /var/log/audit.

HEE #58

A BIG-IP Administrator uses backend servers to host multiple services per server. There are multiple virtual servers and pools
defined, referencing the same backend servers. Which load balancing algorithm is most appropriate to have an equal number of
connections on each backend server?17

A. Predictive (member)

B. Least Connections (member)
C. Least Connections (node)
D. Predictive (node)

He. C

Y.

‘When load balancing is not working as 23expected and connections appear skewed across physical hardware, the admmnistrator
must distinguish between "member'24 and "node" level balancing. A "member" refers to a specific IP and Port combination (e.g.,
10.1.1.1:80), whereas a "node" refers to the underlying IP address (10.1.1.1) regardless of the port25. If a single server hosts
multiple services (Web, FTP, API) across different pools, using "Least Connections (member)" would only balance connections
within each individual pool26. This could lead to a scenario where one server is overwhelmed because it is winning the "least



connections" count in three different pools simultaneously. By selecting "Least Connections (node)," the BIG-IP tracks the total
number of concurrent connections to the physical IP address across all pools it belongs to27. This ensures that the administrator can
maintain an equal distribution of work across the hardware, preventing performance degradation on backend servers that host
multiple application services.

EE#59

A BIG-IP Administrator uses backend servers to host multiple services per server. There are multiple virtual servers and pools
defined, referencing the same backend servers. Which load balancing algorithm is most appropriate to have an equal number of
comnections on each backend server?17

A. Predictive (member)

B. Least Connections (member)
C. Least Connections (node)
D. Predictive (node)

HE: C

MY

When load balancing is not working as 23expected and connections appear skewed across physical hardware, the administrator
nust distinguish between "member'24 and "node" level balancing, A "member" refers to a specific IP and Port combination (e.g.,
10.1.1.1:80), whereas a "node" refers to the underlying IP address (10.1.1.1) regardless of the port25. Ifa single server hosts
multiple services (Web, FTP, API) across different pools, using "Least Connections (member)" would only balance connections
within each individual pool26.

This could lead to a scenario where one server is overwhelmed because it is winning the "least connections" count i three different
pools simultaneously. By selecting "Least Connections (node)," the BIG-IP tracks the total number of concurrent connections to the
physical IP address across all pools it belongs t027. This ensures that the administrator can maintain an equal distribution of work
across the hardware, preventing performance degradation on backend servers that host multiple application services.

EE #60
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