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IBM Cloud DevSecOps v2 Specialty Sample Questions (Q148-Q153):
NEW QUESTION # 148 
Which component would most likely be included in an IBM Continuous Delivery Toolchain to enhance security?

A. Kanban board
B. Static application security testing (SAST) tool
C. Email notification system
D. Spreadsheet software

Answer: B
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NEW QUESTION # 149 
Which of the following are advantages of rolling deployments?
(Choose two)

A. It updates systems sequentially to avoid downtime
B. It releases updates to all systems at once
C. It requires significant manual intervention
D. It allows for faster rollback in case of failure

Answer: A,D

NEW QUESTION # 150 
Your company is using the blue/green deployment model, and the new update has caused issues in production. What is the best
course of action?

A. Manually revert changes one by one
B. Deploy the update to all systems despite the issue
C. Switch back to the previous environment and fix the issues in the background
D. Disable rollback mechanisms to troubleshoot the problem

Answer: C

NEW QUESTION # 151 
What is the primary advantage of integrating logging, monitoring, and event management tools into a DevSecOps pipeline?

A. Decreased reliance on security policies
B. Increased manual review processes
C. Automated detection and resolution of security incidents
D. Slower deployment times

Answer: C

NEW QUESTION # 152 
A company wants to automate the deployment of infrastructure for its applications using IaC. What combination of tools should be
recommended?

A. Terraform for infrastructure provisioning and Ansible for configuration management
B. GitHub for code deployment and Docker for container management
C. Kubernetes for security testing and Terraform for version control
D. Jenkins for provisioning and Docker for infrastructure management

Answer: A

NEW QUESTION # 153
......
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