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Z| &1 CyberOps Professional 300-215 F 2 MEE X (Q41-Q46):

A2 #41

Refer to the exhibit.

A company that uses only the Unix platform implemented an intrusion detection system. After the initial configuration, the number of
alerts is overwhelming, and an engineer needs to analyze and classify the alerts. The highest number of alerts were generated from
the signature shown in the exhibit. Which classification should the engineer assign to this event?

A. False Posttive alert
B. False Negative alert
C. True Posttive alert
D. True Negative alert

o2
m

: A

EAE #42
Refer to the exhibit.
What is occurring?

A. RDP is used to move laterally to systems within the victim environment.
B. Malware is modifying the registry keys.

C. The threat actor creates persistence by creating a repeatable task.

D. Obfuscated scripts are getting executed on the victim machine.

He: C
Y.
The command in the image usesschtasks /createwith theONLOGONSschedule andSystemuser context to executetest.exe. This is a

well-documented persistence technique, where an attacker ensures that a malicious executable is launched automatically at each
system logon. This kind of scheduled task creation aligns with persistence techniques in the MITRE ATT&CK framework (T1053).

EE #43
Which tool is used for reverse engneering malware?

A. Wireshark
B. NMAP

C. SNORT
D. Ghidra

He: D

Y.

Ghidrais a free and open-source software reverse engineering (SRE) suite developed by the NSA. It includes disassembly,
decompilation, and debugging tools specifically designed for analyzing malware and other compiled programns.

The Cisco CyberOps guide referencesGhidraas a top tool for reverse engineering binary files during malware analysis tasks, making
it ideal for understanding malicious code behavior at a deeper level.

A2 #4
Drag and drop the capabilities on the left onto the Cisco security solutions on the right.

He:

CEE



EHE #45
An investigator notices that GRE packets are going undetected over the public network. What is occurring?

A. steganography
B. tunneling

C. encryption
D. decryption

HE: B

Y.

Generic Routing Encapsulation (GRE) is a tunneling protocol used to encapsulate a wide variety of network layer protocols inside
point-to-point connections. If packets encapsulated with GRE are bypassing monitoring tools, it's likely due to tunneling-where
payloads are hidden within another protocol. Tunneling can obscure malicious content or lateral movement in a network and is a
common method used in data exfiltration.

Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on Network Protocols and Evasion Techniques.
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