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Topic Details

Topic 1

Compute: This section measures skills of cloud architects responsible for designing scalable and resilient
infrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
evaluates understanding of OCI compute image options, infrastructure maintenance processes, and
strategies for optimizing instance performance across availability domains.

Topic 2

Identity and Access Management (IAM): This domain validates skills of security architects implementing
granular access controls, emphasizing IAM policy creation, compartment organization, and dynamic group
configuration. It covers identity domain management, network source restrictions, and tag-based access
mechanisms to enforce least-privilege principles across OCI resources

Topic 3

Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and
routing through gateways (NAT, service, internet). It assesses expertise in VPN
FastConnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.

Topic 4

Storage: Designed for storage administrators managing enterprise data solutions, this section tests
proficiency in deploying Block
File
Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It
includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage
performance metrics and cost optimization techniques.

Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q43-Q48):
NEW QUESTION # 43 
Which statement is NOT true about the Oracle Cloud Infrastructure (OCI) Object Storage service?

A. Object Storage resources can be shared across tenancies.
B. Object lifecycle rules can be used to archive or delete objects.
C. Immutable option for data stored in Object Storage can be set via retention rules.
D. Object Versioning is enabled at the namespace level.

Answer: A

Explanation:
Oracle Cloud Infrastructure (OCI) Object Storage is a scalable, highly durable service that allows you to store any type of data in a
secure and cost-effective manner. The correct and incorrect statements regarding OCI Object Storage are as follows:
A . Immutable Option: You can indeed set an immutable option for data in Object Storage using retention rules. This feature ensures
that once data is written, it cannot be modified or deleted until the retention period expires, making it ideal for regulatory compliance.
C . Object Lifecycle Rules: Object lifecycle policies allow you to automate the archiving or deletion of objects based on their age or
other criteria, helping manage storage costs and data retention efficiently.
D . Object Versioning: Versioning is enabled at the bucket level, not the namespace level. However, once enabled for a bucket, it
helps retain, retrieve, and restore every version of every object stored in that bucket.
B . Object Storage Sharing Across Tenancies: This statement is not true. OCI Object Storage buckets and objects are specific to a
tenancy and cannot be shared across different tenancies directly. Access to Object Storage resources is controlled within a single
tenancy through IAM policies.
Relevant OCI Documentation:
OCI Object Storage Overview
Object Lifecycle Management
These references provide details on how Object Storage functions and the features available.

NEW QUESTION # 44 
How will moving a database instance to a different compartment impact user access?



A. Access will be revoked for all users.
B. IAM policies are not tied to compartments.
C. Compartments prevent resource movement.
D. Compartments are not covered by IAM policies.

Answer: A

Explanation:
In Oracle Cloud Infrastructure (OCI), when you move a database instance to a different compartment, the following impact on user
access occurs:
Impact of Moving Resources: When you move a resource, like a database instance, to a different compartment, the IAM policies
that grant access to that resource in the original compartment no longer apply. This effectively revokes access for users or groups
unless equivalent policies are in place in the new compartment.
Restoring Access: To restore access, you would need to create new IAM policies in the destination compartment that grant the
necessary permissions to the users or groups who need access.
Relevant OCI Documentation:
Managing Compartments
Moving Resources
These resources provide detailed steps on how compartment changes impact resource access and management.

NEW QUESTION # 45 
Which statement is true about File System Replication in Oracle Cloud Infrastructure (OCI)?

A. You can replicate the data in one file system to another file system only in the same region.
B. You cannot specify a replication interval when you create the replication resource.
C. Only a file system that has been exported can be used as a target file system.
D. You can replicate the data in one file system to another file system in the same region or a different region.

Answer: D

Explanation:
File System Replication in Oracle Cloud Infrastructure (OCI) allows you to replicate data from one file system to another either
within the same region or across different regions. This capability is particularly useful for disaster recovery, data protection, and
global data distribution scenarios.
Cross-Region Replication: The replication feature enables you to create a copy of your file system in a different region, ensuring that
your data is available even in the event of a regional failure.
Same-Region Replication: You also have the option to replicate data within the same region, which can be useful for scenarios such
as high availability and local backups.
Reference:
Oracle Cloud Infrastructure Documentation: File System Replication

NEW QUESTION # 46 
Which Traffic Management Steering Policy facilitates the distribution of DNS traffic based on the geographical location of end users?

A. Proximity Steering
B. IP Prefix Steering
C. ASN Steering
D. Geolocation Steering

Answer: D

Explanation:
Geolocation Steering in OCI's Traffic Management Steering Policy allows you to distribute DNS traffic based on the geographical
location of the end users. This method helps direct users to the nearest regional endpoint, optimizing latency and improving user
experience.
Use Cases: Geolocation Steering is commonly used to deliver region-specific content, comply with data residency laws, or optimize
service performance by directing traffic to the closest available servers.
Reference:
Oracle Cloud Infrastructure Documentation: Traffic Management Steering Policies



NEW QUESTION # 47 
What is the primary function of the Network Path Analyzer (NPA) tool provided by Oracle Cloud Infrastructure (OCI)?

A. Optimizing network performance by dynamically adjusting routing paths based on traffic patterns
B. Providing real-time monitoring of network traffic to detect security threats and unauthorized access attempts
C. Collecting and analyzing network configuration to identify virtual network configuration issues impacting connectivity
D. Sending actual traffic between source and destination to diagnose connectivity issues

Answer: C

Explanation:
The primary function of the Network Path Analyzer (NPA) tool in Oracle Cloud Infrastructure (OCI) is to help users troubleshoot
and diagnose network connectivity issues by analyzing the network path between a source and a destination within OCI. The tool
collects and analyzes the configuration of the virtual network, identifying any misconfigurations or issues that might impact
connectivity.
NPA Usage: The Network Path Analyzer allows administrators to trace the network path and check for issues such as incorrect
security list rules, route table misconfigurations, or any other factors that could prevent network traffic from reaching its destination.
Reference:
Oracle Cloud Infrastructure Documentation: Network Path Analyzer

NEW QUESTION # 48
......
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