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NEW QUESTION # 103 
Email encryption is configured on a Cisco ESA that uses CRES.
Which action is taken on a message when CRES is unavailable?
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A. It is requeued.
B. It is encrypted by a Cisco encryption appliance.
C. It is dropped and an error message is sent to the sender.
D. It is sent in clear text.

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-
0/user_guide/b_ESA_Admin_Guide_13-0.pdf P.577

NEW QUESTION # 104 
Spreadsheets containing credit card numbers are being allowed to bypass the Cisco ESA.
Which outgoing mail policy feature should be configured to catch this content before it leaves the network?

A. outbreak filtering
B. file analysis
C. data loss prevention
D. file reputation filtering

Answer: A

NEW QUESTION # 105 
Refer to the exhibits. What must be done to enforce end user authentication before accessing quarantine?

A. Change the end user quarantine access from None authentication to SAAS.
B. Enable SPAM notification and use LDAP for authentication.
C. Change the end user quarantine access setting from None authentication to Mailbox.
D. Enable SPAM Quarantine Notification and add the %quarantine_url% variable.

Answer: C

Explanation:
Reference:
Changing the end user quarantine access setting from None authentication to Mailbox is the correct way to enforce end user
authentication before accessing quarantine. This setting requires the end users to enter their email address and password in order to
access their personal quarantine on the Cisco ESA.
The other options are not valid ways to enforce end user authentication before accessing quarantine, because they do not affect the
end user quarantine access setting.

NEW QUESTION # 106 
Which feature utilizes sensor information obtained from Talos intelligence to filter email servers connecting into the Cisco ESA?



A. Talos Reputation Filtering
B. Connection Reputation Filtering
C. SenderBase Reputation Filtering
D. SpamCop Reputation Filtering

Answer: C

NEW QUESTION # 107 
Which feature must be configured before an administrator can use the outbreak filter for nonviral threats?

A. antivirus
B. data loss prevention
C. quarantine threat level
D. antispam

Answer: D

Explanation:
The feature that must be configured before an administrator can use the outbreak filter for nonviral threats is antispam. The outbreak
filter relies on the antispam engine to detect and block nonviral threats, such as phishing, malware, or spam campaigns. You need to
enable antispam scanning and configure the antispam settings before you can use the outbreak filter.
References: Securing Email with Cisco Email Security Appliance (SESA) v3.1 , Module 8: Using Anti-Virus and Outbreak Filters,
Lesson 2: Configuring Outbreak Filters Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/
b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_01110.html
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