KCNAZ| MO0 EAEHS R AR & KCNARAEE L

ST

otz [

Clice 300-62004 450 A4 F L20 - 300-000 A8 Y8
FEe

00520 F A &EA (01910196

ELY
Farr s Wbl

£ 1 ExamPassdump0l| A Google Drive2 3 ®35t= F &, 2|4 KCNA A" X E 0| [J&LICh:
httpsy/drive.google.comvopen?id=1 EN8GCsDFjs43hzK2 7xpvxftCv6jj0KV

ExamPassdump 2| Linux Foundation®! & KCNAA|ECHH| H X = 7tZ40| & gtol| HIStH EEO0| LHF E2 AET 38
AELIc AIHEXMZE S 0| Fot HAE 0] 100%0 0|21 U&LICHCHE ITAHAS O #Ao| e 2E2 2t
QIMH|AO 2ol5to HZRF o MEEES &g+ U&LIT Linx Foundation?2lE KCNARZ 2 o{242 AlY
2 d535tof ITYHA Haol 2 EAlCE

KCNA Alg2 &AM 2ZoM o] Ed2 t25tE Hot 7|8 AJFHLICH A2 2eleIe2 £E-E|IH S AR
£ Kubemetes 2! 7|E} FE2IE L|0|E[E =7 & M XI50{ Linux B Aol M Aok LI 0] A& Kubemetes &
7|Ef FctE UO|EIH 7[&& AM&35tod ZEIO|Ls B 8 T2 -2 HIZ ST #elste FEAS s=HE H|
AES T MAEIRELICEH

Linux Foundation KCNA (Kubernetes and Cloud Native Associate) 218 A|E2 Kubermetes 2! Cloud-Native Technologies2t
O H=of chEh x| AT STHEZE ABSHE YA 214 /F LIt o] AlF2 Kubernetes 2 Cloud-Native Architectures
o 7|12 Vi Fe 74 240 chEt 7HR1o] of3HE H7tst 7| g ZlLiCt.

2l54A e KCNA A2 FHUE|A9 2212 E W O|EIE J|&of CiEr 7HRle] X|Ag HBEsie 918 220 H
2Lt o] AlE2 =Ml He = C|xtelx|o] e, ol2{E 7| nt 7 Ystn AofstE ITHEIHE A A
HELICH ol IBME 7|& MM F2 E|ALE0l ofsl AHEIH, 7HRlo| T2 E WH™AIZ|Z +& HAMHE =
o & AGLCH AlFHE AMEs7| Holl 2EXE2 SE5| £H|stol 438 E¥st= R0l HEELCH


https://drive.google.com/open?id=1_EN8GCsDFjs43hzK27xpvxftCv6jj0KV
https://www.itdumpskr.com/KCNA-exam.html

>>KCNAZ| Al O 0|E AIEBEAE <<

KCNAEHAEE 71's HEEA|, KCNAE| AMHT AIEXIZ

ExamPassdump Ml A A S 3 = 2l Linux Foundation KCNAB Z &= OFF 28 [TQISHIALE AHO|EQILICH ITHA|
Az Est ZAE0| MY E B Linix Foundation KCNA B Z 2 /| Zl & A EHstod CIE| U AIHEXNS S22 of3E
0| ot ZHeH§|Linux Foundation KCNAA| &€ A& = QT & 2| CI5t D U&Lich

Z| Al Kubernetes Cloud Native Associate KCNA 2 M Z Al (Q110-
Q115):

HAE#110
What default level of protection is applied to the data in Secrets in the Kubernetes API?

A. The values are encoded with SHA256 hashes
B. The values use AES symmetric encryption

C. The values are stored in plain text

D. The values are base64 encoded

¥e: D

MY

Kubernetes Secrets are designed to store sensitive data such as tokens, passwords, or certificates and make them available to Pods
in controlled ways (as environment variables or mounted files). However, the default protection applied to Secret values in the
Kubernetes API is base64 encoding, not encryption. That is why D is correct. Base64 is an encoding scheme that converts binary
data mto ASCII text; it is reversible and does not provide confidentiality.

By default, Secret objects are stored in the cluster's backing datastore (commonly etcd) as base64-encoded strings inside the Secret
manifest. Unless the cluster is configured for encryption at rest, those values are effectively stored unencrypted in etcd and may be
visible to anyone who can read etcd directly or who has API permissions to read Secrets. This distinction is critical for security:
base64 can prevent accidental issues with special characters in YAML/JSON, but it does not protect against attackers.

Option A is only correct if encryption at rest is explicitly configured on the API server using an EncryptionConfiguration (for
example, AES-CBC or AES-GCM providers). Many managed Kubernetes offerings enable encryption at rest for etcd as an option
or by default, but that is a deployment choice, not the universal Kubernetes default. Option C is incorrect because hashing is used for
verification, not for secret retrieval; you typically need to recover the original value, so hashing isn't suitable for Secrets. Option B
("plain text") is misleading;: the stored representation is base64-encoded, but because base64 is reversible, the security outcome is
close to plain text unless encryption at rest and strict RBAC are in place.

The correct operational stance is: treat Kubernetes Secrets as sensitive; lock down access with RBAC, enable encryption at rest,
avoid broad Secret read permissions, and consider external secret managers when appropriate. But strictly for the question's
wording-default level of protection-base64 encoding is the right answer.

A2 #111
What are cluster-wide objects

e A. Service and Pods
¢ B. ConfigMaps and Secrets
e (. Volumes and Nodes

HE. C

=R
https://kubernetes.io/docs/concepts/overview/working-with-objects/_print/

AE #112
You are configuring a Kubernetes cluster for a microservices-based application. Each microservice needs its own network
namespace and isolated commumnication. Which Kubernetes networking feature would you use to achieve this?

e A PodSecurityPolicy
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B. NetworkPolicy

C. Containerd

D. Kubernetes Ingress
E. Kubemetes Service

He: B

Y.

NetworkPolicy is the Kubernetes feature designed for controlling network traffic between pods and external sources. It allows you
to define rules to allow or deny specific network communication based on source, destination, ports, and other criteria. This helps
isolate microservices and enforce network segmentation within the cluster.

HAE #113
Fluentd is the only way to export logs from Kubernetes cluster or applications running in cluster

o A True
e B. False

He: B

Y.
https/github.convenclandscapettrail- map

AE #114
Which kubernetes object do deployments use behind the scenes when they need to scale pods?

A. Replication controller

B. Horizontal pod autoscaler
C. ReplicaSets

D. kubectl

HE. C

MH.
httpsz/kubernetes.io/docs/concepts/workloads/controllers/replicaset/
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