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AR #277

Your organization has developed and deployed several Azure App Service Web and API applications. The applications use Azure
Key Vaullt to store several authentication, storage account, and data encryption keys.

Several departments have the following requests to support the applications:

Department Request

Security Review membership of administrative roles and require to provide a
justification for continued mepabership

Get alerts about changesifi administrator assignments

See a history of administrator activation, including which changes
administrators ' madeto Azure resources

Development Enable, tiie'applications to access Azure Key Vault and retrieve keys

%‘Bse in €ode
=ive teMmparany adminiStratdr access to create and configure
addilional Web and APl applications in the test environment

Quality Assurance

You need to recommend the appropriate Azure service for each department request.
‘What should you recommend? To answer, configure the appropriate options in the dialog box in the answer area.
NOTE:Each correct selection is worth one point.


https://www.exampassdump.com/AZ-305_valid-braindumps.html

Department Azure Service

Security v

Azure AD Privileged Identity Management
Azure AD Managed Seryice Identity

Azure AD Connect L IV :
Azure AD Identity Protection Microsof

Development 5 v

Azure AD Privileged Identity Management
Azure AD Managed Service Identity
Azure AD Connect

Azure AD ldentity Protection

Quality Assurance v

Azure AD Privileged Identity Management
Azure AD Managed Service Identity
Azure AD Connect

Azure AD Identity Protection

(=)=
=L=F
Depaﬂrnent AZure service
Security ‘ v
Azure AD Privileged Identity Management !
Azure AD Managed Service Identity
Azure AD Connect .
Azure AD Identity Protection
BECRRABTOft | a2 v
- Azure AD Privileged Identity Management
Azure AD Managed Service Identity'
Azlre ADConnect ~ ~ ~ ~ ~ 7 ~
Azure AD Identity Protection
Quality Assurance v
|Azure AD Privileged Identity Management,
Azure AD Managed Service identity
Azure AD Connect
Azure AD Identity Protection
Explanation

Text Description automatically generated with medium confidence



Department Azure Service

Security v
Azure AD Privileged Identity Management
Azure AD Managed Service Identity

Azure AD Connect .y

Azure AD Identity Pratection

Development WL oA v
Azure"AD Privileged Identity Management
%ﬁ AD Managed Service Identity

re AD Connect
Azure AD Identity Protection

Quality Assurance v
Azure AD Privileged Identity Management
Azure AD Managed Service |dentity

Azurg AD Connect .

Azure AD \defitity Protectidnf

https:/docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

HE #278

You have an Azure subscription that contains resources in three Azure regions.
You need to implement Azure Key Vault to meet the following requirements:

- In the event of a regional outage, all keys must be readable.

- All the resources in the subscription must be able to access Key

Vaul.

- The number of Key Vault resources to be deployed and managed must be
minimized.

How many instances of Key Vault should you implement?

e AO
e B 1
e C.2
e D3
e B

MY

The contents of your key vault are replicated within the region and to a secondary region at least

150 miles away but within the same geography. This maintains high durability of your keys and secrets. See the Azure paired regions
document for details on specific region pairs.

Exanple: Secrets that must be shared by your application in both Europe West and Europe North. Minimize these as much as you
can. Put these in a key vault in either of the two regions.

Use the same URI from both regions. Microsoft will fail over the Key Vault service internally.

Reference:

https://docs.microsoft.conven-us/azure/key-vault/general/disaster-recovery-guidance

AE #279

You plan to migrate data to Azure.

The IT department at your company identifies the following requirements:
The storage must support 1 PB of data.

The data must be stored in blob storage.

The storage must support three levels of subfolders.

The storage must support access control lists (ACLs).

Youneed to meet the requirements.



‘What should you use?

A. a premium storage account that is configured for files shares and supports large file shares
B. a premium storage account that is configured for block blobs

C. a premium storage account that is configured for page blobs

D. a general purpose v2 storage account that has hierarchical namespace enabled

HE: D

Y.

Microsoft recommends that you use a GPv2 storage account for most scenarios. It supports up to 5 PB, and blob storage including
Data Lake storage.

Note: A key mechanism that allows Azure Data Lake Storage Gen2 to provide file system performance at object storage scale and
prices is the addition of a hierarchical namespace. This allows the collection of objects/files within an account to be organized into a
hierarchy of directories and nested subdirectories in the same way that the file system on your computer is organized. With a
hierarchical namespace enabled, a storage account becomes capable of providing the scalability and cost-effectiveness of object
storage, with file system semantics that are familiar to analytics engines and frameworks.

Reference:

https:/docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
httpsz/docs.microsoft.conven-us/azure/storage/blobs/data-lake-storage-namespace

EE #280

You have an Azure subscription named Subl that is linked to an Azure AD tenant named contoso.com

You plan to implement two ASP.NET Core apps named App1 and App?2 that will be deployed to 100 virtual machines in Sub1.
Users will signinto Appl and App2 by using their contoso.com credentials.

Appl requires read permissions to access the calendar of the signed-m user. App2 requires write permissions to access the calendar
of the signed-in user.

You need to recommend an authentication and authorization solution for the apps. The solution must meet the following
requirements:

* Use the principle of least privilege.

* Minimize administrative effort

What should you include in the recommendation? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one pent.

Answer Arca
Authentication: plication registration in Azure AD
Application registration in Azure AD
A systém-assigned managed identity
Auser-8ssigned managed identity
Authorization: = Azure role-based access control (Azure RBAC) w
Application permissiops _
A
Y /2 role biscd access control (Azure RBAC)
Delegated permissions
e
Y.
Answer Areca

. -assigned nmanaged
Alser-assigned marnaged iﬂl‘l*

;‘w..wH

AuthoM@ation: =~ Azure role-based access control (Azure RBAC)
Ap |IC&TIDI‘| Dermissions




EAE #281
You have the resources shown in the following table.

{3

Name | Type
AS1 | Azure Synapse Analytics instance
CDB1 | Azure Cosmos DB SOL APl acegunt

CDBI hosts a container that stores continuously updated operational data.

You are designing a solution that will use AS! to analyze the operational data daily.

You need to recommend a solution to analyze the data without affecting the performance of the operational data store.
‘What should you include in the recommendation?

A. Azure Cosmos DB change feed

B. Azure Data Factory with Azure Cosmos DB and Azure Synapse Analytics connectors
C. Azure Synapse Link for Azure Cosmos DB

D. Azure Synapse Analytics with PolyBase data loading

X
m

: D
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