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B #90
What is determined by the MaxConcurrentConnections setting within a platform?

A. Maximum number of concurrent connections that can be between the PSM and the remote machines for the platform
B. Maximum number of concurrent connections to the Vault allowed for sending audit activities relating to the platform
C. Maximum number of concurrent connections allowed for a specific account on the platform through the PSM

D. Maximum number of concurrent connections that can be opened between the CPM and the remote machines for the
platform

IEf#: D

AR
CyberArk defines MaxConcurrentConnections as: "The maximum number of connections that can be opened between the Central
Policy Manager and the remote machine where the passwords are replaced." That is exactly option A.

HH #91
You are implementing LDAPS Integration for a standard Privilege Cloud environment.
Which information must be provided to the CyberArk Privilege Cloud support team through a Service Request? (Choose 2.)

e A, LDAPS certificate chain for all domain controllers to be integrated

e B. remote port set during secure tunnel configuration for each domain controller to be integrated

e (. LDAP bind username and password used to authenticate to the directory to be integrated C Domain Base Context used
to locate the users and groups in the Active Directory to be integrated

e D. Fully Qualified Domain Name and IP Address of the domain controllers to be integrated

.—I.Eﬁ: A\ B

A -

‘When implementing LDAPS Integration for a standard Privilege Cloud environment, certain information is crucial and must be
provided to the CyberArk Privilege Cloud support team through a Service Request. The necessary details include:

* LDAPS certificate chain for all domain controllers to be integrated (Option A): This information is critical to establishing a trusted
secure connection between the Privilege Cloud and the domain controllers using LDAP over SSL (LDAPS).

* Fully Qualified Domain Name and [P Address of the domain controllers to be integrated (Option D):

This information is essential for accurately identifying and configuring the network connections to each domain controller that will be
integrated with the Privilege Cloud.

Reference: The process of setting up LDAPS integration typically requires detailed network and security information about the
domain controllers to ensure secure and reliable connectivity. CyberArk support documentation and service request forms usually
specify the need for these details.

HA #92
Which external-facing IP addresses need to be provided to CyberArk when configuring Privilege Cloud so that they can be
allowlisted?

e A. Allusers that will be accessing Privilege Cloud

¢ B. Cloud Connectors and Secrets Manager (if installed)
¢ C. On-premises backup servers

e D. Allusers who are Administrators in Privilege Cloud

Ef#: B

A :

CyberArk's Privilege Cloud network requirements state that, to secure the service, CyberArk permits inbound traffic only from
specific IP addresses and you must provide CyberArk Support with the public-facing IP addresses for commumnication between the
Privilege Cloud service and the Connectors, including Secrets Manager-so they can add them to the CyberArk allowlist.

That statement maps directly to A.



HF #93

You have been tasked with deploying a Privilege Cloud PSM for SSH connector When the initial installation has successfully
completed, you create and permission several maintenance users to be used for administering the connector.

‘Which configuration file must be updated to define these maintenance users?

A. psmpparns
B. sshd.config
C. basic_psmpserver.conf
D. sshd_config

IEf#: D

TR

The sshd_config file is the correct configuration file that must be updated to define maintenance users for administering the Privilege
Cloud PSM for SSH connector. This file contains configurations for the SSH daemon, including user permissions and group settings.
‘When adding maintenance users, their user accounts are created on the PSM server, and then they are added to the AllowGroups
parameter within the sshd _config file to grant them the necessary permissions.

CyberArk documentation on the PSM for SSH environment1.

CyberArk Sentry guide on how to add maintenance users for SSH PSM

When deploying a Privilege Cloud PSM for SSH connector, the configuration file that must be updated to define maintenance users
is "sshd _config". This file is used to configure options specific to the SSH daemon, which includes user permissions, authentication
methods, and other security-related settings. To add and configure maintenance users for the PSM for SSH, you will need to modify
this file to specify allowed users and their respective privileges.

Reference: The configuration of SSH-related components typically involves the "sshd config" file, as outlined m SSH and PSM for
SSH setup guides. This is a standard practice in systems that utilize SSH for secure communications and management.

HM #94
What is a requirement when installing the PSM on multiple Privileged Cloud Connector servers?

A. In-domain servers cannot be used when deploying multiple PSM servers.
B. Additional Privilege Cloud Connector servers cannot have CPM installed.
C. All PSMs in the environment must be configured to use load balancing,

D. Each PSM must have the same path to the same recordings directory.

Ef#: D

fi .-

When installing the Privileged Session Manager (PSM) on multiple servers, it is required that each PSM installation has the same
path to the same recordings directory. This is necessary to ensure that session recordings are stored consistently across different
PSM instances, which is important for high availability and load balancing implementations, as well as for maintaining a unified audit
trail.

CyberArk documentation on installing multiple PSM servers
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