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%| 4l GitHub Administrator GH-500 F 2 M E 2 Al (Q24-Q29):

EE#24
Where can a user change a repository's code scanning severity threshold that fails a pull request status check?

A. Pull Requests tab
B. Security tab
C. Settings tab
D. Actions tab

He: B

Y.

Code scanning can now be set up to never cause a pull request check failure.

By default, any code scanning alerts with a security-severity of critical or high will cause a pull request check failure.

You can specify which security-severity level for code scanning results should cause the code scanning check to fail, including None,
by going to the Code security and Analysis tab in the repository settings.

HE #25
Which CodeQL query suite provides queries of lower severity than the default query suite?

e A security-extended
¢ B. github/codeql-go/ql/src@main
e C. github/codeql/cpp/qlsrc@main

HE: A

MH.

The security-extended query suite includes additional CodeQL queries that detect lower severity issues than those in the default
security-and-quality suite.

About CodeQL query suites

With CodeQL code scanning, you can select a specific group of CodeQL queries, called a CodeQL query suite, to run against your
code. The following built-in query suites are available through GitHub:

default query suite.

security-extended query suite. This suite is referred to as the "Extended" query suite on GitHub.

Currently, both the default query suite and the security-extended query suite are available for default setup for code scanning,

2 #26
A reposttory's dependency graph includes:

A. Annotated code scanning alerts from your repository's dependencies.

B. Dependencies fromall your repositories.

C. A summary of the dependencies used in your organization's repositories.
D. Dependencies parsed from a repository's manifest and lock files.

He:. D

Y.

The dependency graph in a reposttory is built by parsing manifest and lock files (like package.json, pomximl, requirements. txt). It
helps GitHub detect dependencies and cross-reference them with known vulnerability databases for alerting,

It is specific to each repository and does not show org-wide or cross-repo summaries.

AE #27
‘What happens when you enable secret scanning on a private repository?

¢ A Dependency review, secret scanning, and code scanning are enabled.
¢ B. GitHub perforns a read-only analysis on the repository.



e C. Your teamis subscribed to security alerts.
¢ D. Repository administrators can view Dependabot alerts.

HE: D

Y.

GitHub secret scanning detects and alerts on sensitive data exposure, such as API keys and credentials, in your code repositories.
Use it to protect your secrets, ensure secure and compliant development practices, and reduce the risk of data breaches and
unauthorized access.

GitHub has scanned public repositories for secrets (like API keys and tokens) for several years.

Secret scanning protects our partners and our customers from unauthorized use of the services protected by those secrets. Just this
month, 8% of active GitHub repositories committed a secret that was caught by secret scanning,

At GitHub Satellite, we announced secret scanning for private repositories, part of GitHub Advanced Security. We're bringing the
same lightning-fast scanning engine and broad set of 24 partners (including all the major cloud providers and many common SaaS
providers) to your private repository, so you can catch secrets as soon as they're checked in. Repository admins will be notified
about any commit that contains a secret, and can quickly view all detected secrets in the repo's Security tab.

HE #28
Which of the following statements best describes secret scanning push protection?

A. Secret scanning alerts must be closed before a branch can be merged into the repository.
B. Buttons for sensitive actions in the GitHub UI are disabled.

C. Users need to reply to a 2FA challenge before any push events.

D. Commits that contain secrets are blocked before code is added to the repository.

¥e: D

MH.

Secret scanning push protection is a security feature that prevents sensitive information like API keys or tokens from being pushed to
a reposttory in the first place. It works by proactively scanning code during the push process and blocking any attempts to commit
secrets. This differs from regular secret scanning, which only detects secrets after they have been committed.
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