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Ubrigens, Sie konnen die vollstéindige Version der Zertpruefing 120-1104-25 Priifingsfragen aus dem Cloud-Speicher
herunterladen: httpsz/drive.google.comvopen?id=1pS3nEHo_Iv-Zq-eMPfW4qnhGK VilUg3m

Wir Zertpruefung sind eine professionelle Website. Wir bieten jedem Teilnehmer guten Service, sowie Vor-Sales-Service und
Nach-Sales-Service. Wenn Sie Oracle 120-1104-25 Zertifizierungsunterlagen von Zertpruefung wollen, konnen Sie zuerst das
kostlose Demo benutzen. Sie konnen sich fithlen, ob die Unterlagen sehr geeignet sind. Damit kénnen Sie die Qualitéit unserer Oracle
120-1104-25 Prifungsunterlagen tiberpriifen und dann sich entscheiden fiir den Kauf. Falls Sie dabei durchgefallen wéren, geben wir
Thnen voll Geld zuriick. Oder Sie kénnen wieder emnjahrige kostlose Aktualisierung auswéhlen.

Oracle 1z0-1104-25 Priifungsplan:

Thema Einzelheiten

¢ Inplementing OS and Workload Protection: This section of the exam measures the skills of OCIT
Administrators and looks at securing workloads and operating systens. It includes the use of OCI Bastion

Thema 1 for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for

automated updates. The goal is to ensure that workloads remain resilient and well-protected.

¢ Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights

data security practices in OCL. It tests knowledge of using the Key Management Service for encryption
Therma 2 keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

¢ Inplementing Identity and Access Management (IAM): This section of the exam measures skills of OCI

Administrators and focuses on identity and access controks. It covers [AM domains, users, groups, and
Therm 3 compartments, as well as the use of TAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring,

¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of

OCI Admnistrators and emphasizes monitoring and maintaining security posture across cloud resources. It
Therm 4 focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.
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¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security

Thema 5 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL
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Jeder hat seinen eigenen Traum. Was ist Thr Traum? Beforderungschance, mehr Gehalt und so weiter. Mein Traumist es, die Oracle
120-1104-25 Zertifizierungspriifing zu bestehen. Mit diesem Zertifikat kénnen alle Probleme gelost werden. Jedoch ist es schwierig,
diese Zertifizierung zu bestehen. Aber es ist nicht wichtig, Ich wihle die Schulungsunterlagen zur Oracle 120-1104-25
Zertifizierungspriifing von Zertpruefing, weil sie meinen Wunsch erfiillen kénnen. Wenn Sie auch IT-Traum haben, dann
verwirklichen Sie den Traum schnell. Wéhlen Sie doch die Schulungsunterlagen zur Oracle 120-1104-25 Zertifizierungspriifung von
Zertpruefung, sie sind eher zuverlissig,

Oracle Cloud Infrastructure 2025 Security Professional 1z0-1104-25
Priifungsfragen mit Losungen (Q29-Q34):

29. Frage

Task 6: Create Load Balancer and Attach Certificate

Create a Load Balancer with the name PBT-CERT-LB-01 i subnet . B-Subnet-PBT-CERT-SNET-02 Create a Listener for the
load balancer, where:

Name: PBT-CERT-LB_LTSN 01

Protocol: HTTPS

Port: 443

Attach the certificate PBT-CERT-01-<username> to the load balancer

Attach the security list PBT-CERT-LB-SL-01 to subnet LB-Subnet-PBT-CERT-SNET-02 See the solution below in Explanation.

Antwort:

Begrindung;

Task 6: Create Load Balancer and Attach Certificate

Step 1: Create the Load Balancer

* Log in to the OCI Console.

* Navigate toNetworking>Load Balancers.

* ClickCreate Load Balancer.

* Enter the following details:

* Name: PBT-CERT-LB-01

* Compartment: Select your assigned compartment.

* Load Balancer Type: SelectPublic.

* Virtual Cloud Network: Select PBT-CERT-VCN-01.

* Subnet: Select LB-Subnet-PBT-CERT-SNET-02.

* Shape: Choose a shape (e.g., 10 Mbps, adjust based on needs).

* ClickNext.

* Leave backend sets and listeners as default for now (we'll configure the listener next).
* ClickCreate Load Balancerand wait for it to be provisioned.

Step 2: Create a Listener

* Once the load balancer is created, go to theLoad Balancerspage and click on PBT-CERT-LB-01.
* UnderResources, clickListeners.

* ClickCreate Listener.

* Enter the following details:

* Name: PBT-CERT-LB LTSN 01

* Protocol: SelectHTTPS.

* Port: Enter 443.

* Certificate: ClickAdd Certificate, then select the PBT-CERT-01<username> certificate (e.g., PBT-CERT-
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0199008677labuser01) created in Task 5.

* Leave other settings (e.g., SSL handling) as default unless specified.

* ClickCreate.

Step 3: Configure the Backend Set

* In the PBT-CERT-LB-01 details page, underResources, clickBackend Sets.

* ClickCreate Backend Set(if not already created).

* Enter basic details (e.g., name like PBT-CERT-BS-01).

* Add a backend server:

* TP Address: Use the private IP of PBT-CERT-VM-01 (find this in the instance details under Compute>Instances).
* Port: 80 (HTTP, as configured on the web server).

* Protocol: HTTP.

* ClickCreate.

Step 4: Attach the Security List to the Subnet

* Navigate toNetworking>Virtual Cloud Networks.

* Select PBT-CERT-VCN-01 and clickSubnets.

* Click on LB-Subnet-PBT-CERT-SNET-02.

* UnderSecurity Lists, ensure PBT-CERT-LB-SL-01 is attached. Ifnot:

* ClickEdit.

* Remove the default security list and add PBT-CERT-LB-SL-01.

* ClickSave Changes.

Step 5: Verify the Configuration

* Ensure the load balancer health status is OK (check underBackend Sets>Health).
* Test by accessing https:/<load-balancer-public-ip> in a browser (replace with the public IP from the load balancer details).

30. Frage

Task 2: Create a Compute Instance and Install the Web Server
Create a compute instance, where:

Name: PBT-CERT-VM-01

Image: Oracle Linux 8

Shape: VM. Standard. A1.Flex

Subnet: Compute-Subnet-PBT-CERT

Install and configure Apache web server:

a.

Install Apache

sudo yum -y install httpd

b.

Enable and start Apache

sudo systemctl enable httpd

sudo systemctl restart httpd

2. Install and configure Apache web server:

a. Install Apache

sudo yum -y install httpd

b. Enable and start Apache

sudo systemctl enable httpd

sudo systemctl restart httpd

c. Configure firewall to allow HTTP traffic (port 80)
sudo firewall-cmd --permanent --add-port=80/tcp
sudo firewall-cmd --reload

d. Create an index.htim file

sudo bash -c¢ 'echo You are visiting Web Server 1 >> /var/www/html/index.html' Enter the OCID of'the created compute instance
PBT-CERT-VM-01 in the text box below.

Antwort:

Begriindung;

See the solution below in Explanation.

Explanation:

Task 2: Create a Compute Instance and Install the Web Server
Step 1: Create the Compute Instance

* Log in to the OCI Console.



* Navigate toCompute>Instances.

* ClickCreate Instance.

* Enter the following details:

* Name: PBT-CERT-VM-01

* Compartment: Select your assigned compartment.

* Placement: Leave as default or select an availability domain (e.g., Availability Domain 1).
* Image: ClickChange Image, selectOracle Linux 8, and confirm.

* Shape: ClickChange Shape, selectVM.Standard.Al.Flex, and configure:

* OCPUs: 1 (or adjust as needed)

* Memory: 6 GB (or adjust as needed)

* Networking;

* Virtual Cloud Network: Select PBT-CERT-VCN-01.

* Subnet: Select Compute-Subnet-PBT-CERT.

* Leave public IP assignment enabled for internet access.

* SSH Key: Provide your public SSH key (upload or paste) for secure access.

* ClickCreateand watit for the instance to be provisioned.

Step 2: Connect to the Compute Instance

* Once the instance is created, note thePublic IP Addressfrom the instance details page.

* Use an SSH client to connect:

* Command: ssh -i <private-key-file> opc@<public-ip-address>

* Replace <private-key-file> with your private key path and <public-ip-address> with the instance' s public IP.
Step 3: Install and Configure Apache Web Server

* Install Apache:

* Run: sudo yum -y install httpd

* Enable and Start Apache:

* Run: sudo systemct] enable httpd

* Run: sudo systemctl restart httpd

* Configure Firewall to Allow HTTP Traffic (Port 80):

* Run: sudo firewall-cmd --permanent --add-port=80/tcp

* Run: sudo firewall-cmd --reload

* Create an index.html File:

* Run: sudo bash -c 'echo "You are visiting Web Server 1" >> /var/www/html/index.html' Step 4: Verify the Configuration
* Open

a web browser and enter http/

<public-ip-address> to ensure the page displays "You are visiting Web Server 1"

* Ifneeded, troubleshoot by checking Apache status: sudo systemctl status httpd.

Step 5: Retrieve and Enter the OCID

* (o to the instance details page for PBT-CERT-VM-01 underCompute>Instances.

* Copy theOCID(a long string starting with ocid.instance., unique to your tenancy).

* Enter the copied OCID exactly as it appears into the text box provided.

Notes

* These steps are based on OCI Compute documentation and Oracle Linux 8 setup guides.
* Ensure the security list PBT-CERT-CS-SL-01 allows inbound traffic on port 22 (SSH) and port 80 (HTTP) if not already

configured.
* The OCID will be unique to your instance; obtain it from the OCI Console after creation

31. Frage

An E-commerce company running on Oracle Cloud Infrastructure (OCI) wants to prevent accidental misconfigurations that could
expose sensitive data. They need an OCI service that can enforce predefined security rules when creating or modifying cloud
resources.

Which OCT service should they use?

A. OCI Identity and Access Management (JAM)
B. OCI Security Zone

C. OCI Certificates

D. OCI Web Application Firewall (WAF)

Antwort: B



32. Frage

Challenge 2 -Task 1

In deploying a new application, a cloud customer needs to reflect different security postures. Ifa security zone is enabled with the
Maximum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirement, the customer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirement:

Region

| Security Zone
E | 1.'_;.1-rni..-.!-r_tr1-1;~.r1-l- T “w.-. e '-;_
- _ F O 1
| el 0Qo
¥ o "
i ' NN
: 3 IMstare J

® .........................

Customn

Security Zone a
=~
| I\E,{“ Policy Violation Detected
e I e s
i f}“‘b Security Zone
\J/ Target
Custom
Security Zone
Recipe
Preconfigured

To complete this requirement, you are provided with the following;

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

Task3: Create and configure a Virtual Cloud Network and Private Subnet

Createand configure virtual cloud Network (VCN) named IAD SP-PBT-VCN-01, with an internet Gateway and configure
appropriate route rules to allow external connectivity.

Enter the OCID ofthe created VCN in the text box below.

Antwort:

Begriindung;

See the solution below in Explanation.

Explanation:

To create and configure a Virtual Cloud Network (VCN) named IAD-SP-PBT-VCN-01 with an Internet Gateway and
appropriate route rules for external connectivity, follow these steps based on the Oracle Cloud Infrastructure (OCI) Networking
documentation.

Step-by-Step Solution for Task 3: Create and Configure a VCN and Private Subnet

* Log in to the OCI Console:

* Use your OCI credentials to log in to the OCI Console (httpsz/console.us-ashburn-1.oraclecloud.
com).

* Ensure you have access to the assigned compartment.

* Navigate to Virtual Cloud Networks:

* Fromthe OCI Console, click the navigation menu (hamburger icon) on the top left.

* UnderNetworking, selectVirtual Cloud Networks.

* Create a New VCN:

* ClickStart VCN Wizardand selectCreate VCN with Internet Connectivity.

* VCN Name:Enter IAD-SP-PBT-VCN-01.

* Compartment:Select the assigned compartment.

* VCN CIDR Block:Enter 10.0.0.0/16 (matches the diagram's VCN CIDR).

* Public Subnet CIDR Block:Enter 10.0.10.0/24 (matches the diagram's public subnet).

* Accept the default settingsfor the public subnet and Internet Gateway creation.



* ClickCreateto provision the VCN, Internet Gateway, and public subnet.
* Verify the Internet Gateway:

* After creation, go to the VCN details page for [AD-SP-PBT-VCN-O01.
* UnderResources, selectInternet Gateways.

* Ensure the Internet Gateway is attached and enabled.

* Configure Route Rules:

* Inthe VCN details page, underResources, selectRoute Tables.

* Select the default route table associated with the public subnet (10.0.10.0/24).
* ClickAdd Route Rules.

* Target Type:SelectInternet Gateway.

* Destination CIDR Block:Enter 0.0.0.0/0.

* Target Internet Gateway:Select the Internet Gateway created with the VCN.
* ClickAdd Route Ruleto save.

* Update Security List (if needed):

* UnderResources, selectSecurity Lists.

* Edit the default security list for the public subnet.

* Add an ingress rule:

* Source CIDR:0.0.0.0/0

* [P Protocol. TCP

* Source Port Range:All

* Destination Port Range:22 (for SSH) or as required by your application.
* Add an egress rule:

* Destination CIDR:0.0.0.0/0

* [P Protocol:All

* Save the changes.

* Note the VCN OCID:

* Return to the VCN details page for [AD-SP-PBT-VCN-01.

* Copy theOCIDdisplayed (e.g., ocidl.ven.ocl..<unique_string>).
OCID of the Created VCN

* Enter the OCID of'the created VCN (IAD-SP-PBT-VCN-01) into the text box. The exact OCID will be available after Step 3
(e.g, ocidl.ven.ocl..<unique_string>).

33. Frage

Task 3: Create a Master Encryption Key

Note: OCI Vault to store the key required by this task is created in the root compartment as PBI Vault SP Create an RSA Master
Encryption Key (MEK), where:

Key name: PBT-CERT-MEK-01-<username>

For example, if your username is 99008677-lab.user01, then the MEK name should be PBT-CERT-MEK-

0199008677 1abuser01

Ensure you elimnate special characters from the user name.

Key shape: 4096 bits

Enter the OCID of the Master Encryption Key created in the provided text box:

Antwort:

Begriindung;

See the solution below in Explanation.

Explanation:

Task 3: Create a Master Encryption Key

Step 1: Access the OCI Vault

* Log in to the OCI Console.

* Navigate toldentity & Security>Vault.

* Select the root compartiment.

* Locate and click on the vault named PBI_Vault SP.

Step 2: Create the Master Encryption Key

* Inthe PBL Vault SP vault details page, underResources, clickKeys.
* ClickCreate Key.

* Enter the following details:

* Name: Replace <username> with your usernane (e.g., if your username is 99008677-lab.user01, remove special characters like -
and . to get 9900867 7labuser01, then use PBT-CERT-MEK-



019900867 7labuser01).

* Key Shape: SelectRSAwith4096 bits.

* Protection Mode: SelectHSM(Hardware Security Module) if available, orSoftwareif HSM is not required (based on vault
capabilities).

* Compartment: Ensure it's set to the root compartment (where PBI_Vault SP resides).

* Leave other settings (e.g,, key usage) as default unless specified.

* ClickCreate Keyand watit for the key to be generated.

Step 3: Retrieve and Enter the OCID

* After the key is created, go to theKeyssection under PBI_ Vault SP.

* Click on the key named PBT-CERT-MEK-01<username> (e.g,, PBT-CERT-MEK-

019900867 7labuser01).

* Copy theOCID(a long string starting with ocid1.key., unique to your tenancy) from the key details page.
* Enter the copied OCID exactly as it appears into the provided text box.
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