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Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator Sample Questions
(Q58-Q63):
NEW QUESTION # 58 
A customer wants to ensure secure access for private applications for their users by replacing their VPN.
Which two SASE technologies can you use to accomplish this task? (Choose two.)

A. SD-WAN on-ramp
B. zero trust network access (ZTNA)
C. secure web gateway (SWG) and cloud access security broker (CASB)
D. secure SD-WAN

Answer: A,B

Explanation:
ZTNA replaces traditional VPNs by enforcing identity- and posture-based access to private applications. SD-WAN on-ramp
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integrates with FortiSASE to securely route traffic from branch users to private applications over the SASE fabric, ensuring secure
and optimized access.

NEW QUESTION # 59 
A FortiSASE administrator is configuring a Secure Private Access (SPA) solution to share endpoint information with a corporate
FortiGate.
Which three configuration actions will achieve this solution? (Choose three.)

A. Apply the FortiSASE zero trust network access (ZTNA) license on the corporate FortiGate.
B. Register FortiGate and FortiSASE under the same FortiCloud account.
C. Add the FortiGate IP address in the secure private access configuration on FortiSASE.
D. Authorize the corporate FortiGate on FortiSASE as a ZTNA access proxy.
E. Use the FortiClient EMS cloud connector on the corporate FortiGate to connect to FortiSASE

Answer: B,C,E

Explanation:
To configure a Secure Private Access (SPA) solution to share endpoint information between FortiSASE and a corporate FortiGate,
you need to take the following steps:
* Add the FortiGate IP address in the secure private access configuration on FortiSASE:
* This step allows FortiSASE to recognize and establish a connection with the corporate FortiGate.
* Use the FortiClient EMS cloud connector on the corporate FortiGate to connect to FortiSASE:
* The EMS (Endpoint Management Server) cloud connector facilitates the integration between FortiClient endpoints and
FortiSASE, enabling seamless sharing of endpoint information.
* Register FortiGate and FortiSASE under the same FortiCloud account:
* By registering both FortiGate and FortiSASE under the same FortiCloud account, you ensure centralized management and
synchronization of configurations and policies.
References:
FortiOS 7.6 Administration Guide: Provides details on configuring Secure Private Access and integrating with FortiGate.
FortiSASE 23.2 Documentation: Explains how to set up and manage connections between FortiSASE and corporate FortiGate.

NEW QUESTION # 60 
Refer to the exhibits.
A FortiSASE administrator has configured an antivirus profile in the security profile group and applied it to the internet access policy.
Remote users are still able to download the eicar.com-zip file from https://eicar.org.
Which configuration on FortiSASE is allowing users to perform the download? (Choose one answer)

A. Intrusion prevention is disabled.
B. Deep inspection is not enabled.
C. Web filter is allowing the URL.
D. Application control is exempting all the browser traffic.

Answer: B

Explanation:
The core of the issue shown in the exhibits is the lack of visibility into encrypted traffic.
* HTTPS Encryption: The eicar.org website uses the HTTPS protocol for its downloads. This means the data payload, including the
test malware file, is encrypted as it traverses the network.
* SSL Inspection Modes: As seen in the Security profile group exhibit (image_5705fc.jpg), the SSL inspection mode is explicitly set
to Certificate inspection mode.
* Visibility Gap: Certificate inspection only analyzes the initial SSL handshake, such as the server certificate and SNI (Server Name
Indication). It does not decrypt the traffic payload. Consequently, the antivirus engine in FortiSASE cannot "see" or scan the
eicar.com-zip file hidden within the encrypted session.
* Resolution Requirement: To detect and block malicious files over HTTPS, SSL Deep Inspection must be enabled. Deep
inspection allows FortiSASE to act as a proxy, decrypting the traffic for full content scanning by the antivirus and IPS engines before
re-encrypting it for the endpoint.
* Log Analysis: While the web filtering logs (image_5704e5.jpg) show the traffic is "Allowed" because the URL is not blocked by a
web filter category, this is only the first step of inspection. The antivirus engine is present but ineffective because it is blind to the
encrypted content due to the lack of deep inspection.



NEW QUESTION # 61 
Which two additional components does FortiSASE use for application control to act as an inline-CASB?
(Choose two.)

A. Web filter with inline-CASB
B. SSL deep inspection
C. DNS filter
D. intrusion prevention system (IPS)

Answer: A,B

Explanation:
FortiSASE uses the following components for application control to act as an inline-CASB (Cloud Access Security Broker):
* SSL Deep Inspection:
* SSL deep inspection is essential for decrypting and inspecting HTTPS traffic to identify and control applications and data transfers
within encrypted traffic.
* This allows FortiSASE to enforce security policies on SSL/TLS encrypted traffic, providing visibility and control over cloud
applications.
* Web Filter with Inline-CASB:
* The web filter component integrates with inline-CASB to monitor and control access to cloud applications based on predefined
security policies.
* This combination provides granular control over cloud application usage, ensuring compliance with security policies and preventing
unauthorized data transfers.
References:
FortiOS 7.6 Administration Guide: Details on SSL deep inspection and web filtering configurations.
FortiSASE 23.2 Documentation: Explains how FortiSASE acts as an inline-CASB using SSL deep inspection and web filtering.

NEW QUESTION # 62 
What is required to enable the MSSP feature on FortiSASE? (Choose one answer)

A. MSSP user accounts and permissions must be configured on the FortiSASE portal.
B. Role-based access control (RBAC) must be assigned to identity and access management (IAM) users using the
FortiCloud IAM portal.
C. Multi-tenancy must be enabled on the FortiSASE portal.
D. The MSSP add-on license must be applied to FortiSASE.

Answer: B

Explanation:
To enable the Managed Security Service Provider (MSSP) feature on FortiSASE, the administrative framework must be established
outside of the local SASE instance within the broader FortiCloud ecosystem.
* FortiCloud IAM Integration: The FortiSASE MSSP portal relies on FortiCloud Identity & Access Management (IAM) to define
the scope of management for internal teams. Administrators do not create local "MSSP users" within the SASE portal itself; instead,
they must use the FortiCloud IAM portal to assign specific Role-Based Access Control (RBAC) to IAM users.
* Permissions and Scope: These RBAC settings determine which customer tenants (Organizational Units or OUs) an MSSP
administrator can view, configure, or monitor. Without the proper role assignment in the IAM portal, the MSSP portal and its multi-
tenant viewing capabilities will not be accessible to the user, even if the account has the necessary licenses.
* Hierarchical Management: Once RBAC is correctly assigned, the MSSP administrator can leverage the FortiCloud Organizations
service to manage multiple customer accounts from a single pane of glass. This centralized approach ensures that security policies
and configurations can be standardized across the entire customer base while maintaining strict data isolation between tenants.
According to the FortiSASE 25 Multitenant Deployment Guide, configuring the IAM portal is the primary prerequisite that grants an
MSSP internal team the permissions necessary to perform operations on customer FortiSASE tenants.

NEW QUESTION # 63
......
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