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NEW QUESTION # 73
A vendor has been collecting data under an old contract, not aligned with the practices of the organization.
Which is the preferred response?

A. Terminate the contract and begin a vendor selection process.
B. Destroy the data

C. Continue the terms of the existing contract until it expires.

D. Update the contract to bring the vendor into alignment.

Answer: D

Explanation:

When a vendor collects data under an outdated contract that does not align with current organizational practices, the preferred
response is to update the contract. This approach ensures that the vendor's data practices align with the current privacy standards
and requirements of the organization, maintaining compliance and protecting data subjects. Terminating the contract or destroying the
data may be extreme steps that could disrupt business operations or lead to data loss. Continuing the existing contract without any
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updates leaves the organization exposed to non-compliance risks.

NEW QUESTION # 74

SCENARIO

Please use the following to answer next question:

EnsureClaimis developing a mobile app platform for managing data used for assessing car accident insurance clais. Individuals use
the app to take pictures at the crash site, eliminating the need for a built-in vehicle camer a. EnsureClaim uses a third-party hosting
provider to store data collected by the app. EnsureClaim customer service employees also receive and review app data before
sharing with insurance claim adjusters.

The app collects the following information:

First and last name

Date of birth (DOB)

Mailing address

Email address

Car VIN number

Car model

License plate

Insurance card number

Photo

Vehicle diagnostics

Geolocation

‘What would be the best way to supervise the third-party systens the EnsureClaim App will share data with?

¢ A. Review the privacy notices for each third-party that the app will share personal data with to determine adequate privacy
and data protection controls are in place.

¢ B. Conduct a security and privacy review before onboarding new vendors that collect personal data from the app.

e C. Develop policies and procedures that outline how data is shared with third-party apps.

¢ D. Anonymize all personal data collected by the app before sharing any data with third-parties.

Answer: D

NEW QUESTION # 75
Which of'the following most embodies the principle of Data Protection by Default?

A. An internet forum for victims of domestic violence that allows anonymous posts without registration.
B. A messaging app for high school students that uses HTTPS to comnumicate with the server.

C. An electronic teddy bear with built-in voice recognition that only responds to its owner’s voice.

D. A website that has an opt-in form for marketing emails when registering to download a whitepaper.

Answer: D

Explanation:

Data Protection by Default is about ensuring that, by default, only necessary personal data is processed for each specific purpose
and that the highest privacy settings are applied automatically. The scenario where a website uses an opt-in form for marketing
emails reflects this principle because it ensures that users must actively consent to their data being used for marketing purposes,
rather than having it enabled by default.

NEW QUESTION # 76
In day to day interactions with technology, consumers are presented with privacy choices. Which of the following best represents the
Privacy by Design (PbD) methodology of letting the user choose a non-zero-sum choice?

¢ A Displaying the percentage of users that chose a particular option, thus enabling the user to choose the most preferred
option.

¢ B. Providing plain-language design choices that elicit privacy-related responses, helping users avoid errors and minimize the
negative consequences of errors when they do occur.

e (. Using images, words, and contexts to elicit positive feelings that result in proactive behavior, thus eliminating negativity and
biases.



¢ D. Using contexts, antecedent events, and other priming concepts to assist the user in making a better privacy choice.

Answer: B

NEW QUESTION # 77
Which of the following is an example of the privacy risks associated with the Internet of Things (loT)?

A. An insurance company raises a person's rates based on driving habits gathered froma connected car.

B. A water district fines an individual after a meter reading reveals excess water use during drought conditions.
C. A website stores a cookie on a user’s hard drive so the website can recognize the user on subsequent visits.
D. A group of hackers infiltrate a power grid and cause a major blackout.

Answer: A

NEW QUESTION # 78
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