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Palo Alto Networks NGFW-Engineer Exam Syllabus Topics:

Topic Details

Topic 1

PAN-OS Networking Configuration: This section of the exam measures the skills of Network Engineers in
configuring networking components within PAN-OS. It covers interface setup across Layer 2, Layer 3,
virtual wire, tunnel interfaces, and aggregate Ethernet configurations. Additionally, it includes zone creation,
high availability configurations (active
active and active
passive), routing protocols, and GlobalProtect setup for portals, gateways, authentication, and tunneling.
The section also addresses IPSec, quantum-resistant cryptography, and GRE tunnels.
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Topic 2

PAN-OS Device Setting Configuration: This section evaluates the expertise of System Administrators in
configuring device settings on PAN-OS. It includes implementing authentication roles and profiles, and
configuring virtual systems with interfaces, zones, routers, and inter-VSYS security. Logging mechanisms
such as Strata Logging Service and log forwarding are covered alongside software updates and certificate
management for PKI integration and decryption. The section also focuses on configuring Cloud Identity
Engine User-ID features and web proxy settings.

Topic 3

Integration and Automation: This section measures the skills of Automation Engineers in deploying and
managing Palo Alto Networks NGFWs across various environments. It includes the installation of PA-
Series, VM-Series, CN-Series, and Cloud NGFWs. The use of APIs for automation, integration with
third-party services like Kubernetes and Terraform, centralized management with Panorama templates and
device groups, as well as building custom dashboards and reports in Application Command Center (ACC)
are key topics.
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Everyone has the right to pursue happiness and wealth. You can rely on the NGFW-Engineer certificate to support yourself. If you
do not own one or two kinds of skills, it is difficult for you to make ends meet in the modern society. After all, you can rely on no
one but yourself. At present, our NGFW-Engineerstudy materials can give you a ray of hope. You can get the NGFW-Engineer
certification easily with our NGFW-Engineer learning questions and have a better future.

Palo Alto Networks Next-Generation Firewall Engineer Sample Questions
(Q100-Q105):
NEW QUESTION # 100 
An organization uses Cloud Identity Engine (CIE) to gather user information from its on-premises Active Directory (AD) for
employees and a separate Azure AD for external partners. Due to compliance regulations, the firewalls protecting the internal
network must not have any identity information about external partners. Conversely, firewalls in the partner-facing DMZ should only
be aware of partner identities.
Which CIE feature is designed to solve this data partitioning requirement?

A. Panorama templates, which can be used to push different User-ID agent configurations to each firewall group
B. Multiple tenants, where a separate CIE tenant is required for each user directory to maintain isolation
C. Directory sync filtering, which is used at the source to prevent specific OUs from being imported into CIE
D. Segments, which can be configured to create distinct, filter-based views of users and groups that are then redistributed
only to the appropriate firewalls

Answer: D

Explanation:
Segments in Cloud Identity Engine allow administrators to create filtered, logical partitions of identity data and redistribute only the
relevant users and groups to specific firewalls, ensuring strict separation of employee and partner identities in compliance-driven
environments.

NEW QUESTION # 101 
Without performing a context switch, which set of operations can be performed that will affect the operation of a connected firewall
on the Panorama GUI?

A. Restarting the local firewall, running a packet capture, accessing the firewall CLI
B. Modification of pre-security rules, modification of a virtual router, modification of an IKE Gateway Network Profile
C. Modification of post NAT rules, creation of new views on the local firewall ACC tab, creation of local custom reports
D. Modification of local security rules, modification of a Layer 3 interface, modification of the firewall device hostname
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Answer: D

Explanation:
In Panorama, without performing a context switch, the administrator can perform local configuration tasks directly on the connected
firewall. The following operations can be done:
Modification of local security rules: Security rules can be modified directly on the connected firewall from the Panorama GUI.
Modification of a Layer 3 interface: Changes to the Layer 3 interfaces on the connected firewall can be done from Panorama,
without needing to switch to the firewall's local interface.
Modification of the firewall device hostname: The firewall's hostname can be changed via Panorama.

NEW QUESTION # 102 
Which type of firewall resource can be assigned when configuring a new firewall virtual system (VSYS)?

A. Sessions limit
B. Memory
C. Security profile limit
D. ICPU

Answer: A

Explanation:
When configuring a new firewall virtual system (VSYS) on a Palo Alto Networks firewall, one of the resources that can be assigned
is the sessions limit. This setting allows the administrator to control the number of active sessions that can be handled by the VSYS,
ensuring that each virtual system has an appropriate allocation of resources based on its needs.

NEW QUESTION # 103 
A firewall administrator uses Panorama to manage a fleet of firewalls. After successfully onboarding the firewalls to Strata Logging
Service and enabling cloud logging via a template, the security operations team reports that they can no longer see new logs on the
on-premises Panorama log collectors. Logs are appearing correctly in Strata Logging Service.
Which setting was likely missed in the Panorama template configuration?

A. Duplicate logging (cloud and on-premises) is disabled under Device --> Setup --> Management.
B. The Log Forwarding profile was modified to send logs only to the Strata Logging Service and no longer includes the on-
premises Panorama log collectors.
C. The device certificates for the Panorama log collectors were not renewed after enabling the cloud logging connection.
D. The Panorama log collectors were not defined as primary destinations within the collector group configuration for the
managed firewalls.

Answer: A

Explanation:
When cloud logging is enabled, logs are sent exclusively to Strata Logging Service unless duplicate logging is explicitly enabled. If
duplicate logging is not enabled under Device → Setup
→ Management in the Panorama template, logs will no longer be forwarded to on-premises Panorama log collectors even though
they appear correctly in Strata Logging Service.

NEW QUESTION # 104 
An engineer is implementing a new rollout of SAML for administrator authentication across a company's Palo Alto Networks
NGFWs. User authentication on company firewalls is currently performed with RADIUS, which will remain available for six months,
until it is decommissioned. The company wants both authentication types to be running in parallel during the transition to SAML.
Which two actions meet the criteria? (Choose two.)

A. Create an authentication sequence that includes both the "RADIUS" Server Profile and "SAML Identity Provider" Server
Profile to run the two services in tandem.
B. Create and add the "SAML Identity Provider" Server Profile to the authentication profile for the "RADIUS" Server Profile.
C. Create a testing and rollback plan for the transition from Radius to SAML, as the two authentication profiles cannot be run
in tandem.
D. Create and apply an authentication profile with the "SAML Identity Provider" Server Profile.



Answer: A,B

Explanation:
To enable both RADIUS and SAML authentication to run in parallel during the transition period, you need to configure an
authentication sequence and an authentication profile that includes both authentication methods.
By creating an authentication sequence that includes both RADIUS and SAML server profiles, the firewall will attempt
authentication with RADIUS first and, if that fails, will fall back to SAML. This enables both authentication types to function
simultaneously during the transition period.
You can also configure an authentication profile that includes both the RADIUS Server Profile and the SAML Identity Provider
server profile. This setup allows the firewall to use both RADIUS and SAML for authentication requests, and it will check both
authentication methods in parallel.

NEW QUESTION # 105
......
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