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HP#23
An administrator needs tooptimize a VM's storageby leveragingcompression features. The VM'svDisksare currently stored in

adefault storage containerwithno optimizations enabled.
How should the admnistrator proceed?

A. Recreate the VM in the Production storage container and copy data.
B. Migrate the VM to the Production storage container.

C. Migrate vDisks to the Production storage container.

D. Recreate the vDisk in the Production storage container and copy data.

IEf#: B

H #24
An admmnistrator attempted toenable Data-in-Transit Encryptionon aScale-Out Prism Central clustertoencrypt service-level traffic

between nodes. However, the featuredid not work correctly due to a firewall restriction.
‘Which CVM-specific port should be allowed through the firewall for Data-in-Transit Encryption?

A0
B. 1
C.2
D.3

Ef: A

B #25
An admmnistrator receives complaints about VM performance.
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After reviewing theVM's CPU Ready Timedata shown in the exhibit, which step should the admmnistrator take to diagnose the issue
further?

A. Enable VM memory oversubscription.

B. Review host CPU utilization.

C. Assess cluster SSD capacity.

D. Check the number of vCPUs assigned to each CVM.
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Understanding the Issue

The admmnistrator is nvestigating VM performance conmplaints and is analyzing CPU Ready Time data.

* CPU Ready Tinre is a crucial metric in Nutanix and virtualization environments (AHV, ESXi, or Hyper- V).

* It measures the amount of time a VM is waiting for CPU scheduling due to resource contention.

* High CPU Ready Time indicates that VMs are ready to run but are waiting because the host lacks available CPU resources.
Analysis of the Exhibit

* The graph shows CPU Ready Time spikes for multiple VM.

* Some VM have CPU Ready Time exceeding 18% to 21.5%, which is very high.

* A healthy CPU Ready Time should be below 5%.

* Values above 10% indicate CPU contention, and anything above 20% is critical and requires immediate troubleshooting.
Evaluating the Answer Choices

#(A) Check the number of vVCPUs assigned to each CVM. (Incorrect)

* CVMs (Controller VM) have fixed CPU allocation, and modifying their vCPU count is not recommended unless advised by
Nutanix Support.

* The issue is related to VM CPU contention, not CVM configuration.

#(B) Review host CPU utilization. (Correct Answer)

* High CPU Ready Time suggests CPU overcommitment or host saturation.

* The administrator should check host CPU usage in Prism Central to determine if the cluster is overloaded.

* Ifhost CPU usage is consistently above 85-90%, VMs are competing for CPU resources, leading to high CPU Ready Time.
#(C) Assess cluster SSD capacity. (Incorrect)

* SSD capacity impacts storage performance (latency, read/write speeds) but does not affect CPU Ready Time.

* High CPU Ready Time is a CPU scheduling issue, not a storage bottleneck.

#(D) Enable VM memory oversubscription. (Incorrect)

* Memory oversubscription does not impact CPU scheduling.

* Enabling memory oversubscription affects RAM allocation, but CPU Ready Time is strictly related to CPU contention.
Next Steps to Diagnose & Resolve the Issue

* Review Host CPU Utilization:

* Navigate to Prism Central # Analysis # CPU Usage per Host.

* Identify hosts experiencing high CPU load.

* Check VM vCPU Allocation:

* Ensure that VMs do not have excessive vVCPUs assigned, which can lead to scheduling mefficiencies.

* Overprovisioning vVCPUs can cause unnecessary contention.

* Balance Workload Across Hosts:

* Use Nutanix AHV DRS (Dynamic Scheduling) or VMware DRS to redistribute VM across hosts.

* Check if certain hosts are overloaded while others have spare CPU capacity.

* Consider Scaling Out the Cluster:

* If CPU usage is consistently high, adding more nodes may be required to reduce CPU contention.

Mutticloud Infrastructure References & Best Practices

* CPU Ready Time Best Practices:

* Keep CPU Ready Time below 5%.

* Avoid overcommitting vVCPUs on heavily loaded hosts.

* Monitor Prism Central Runway Metrics to predict fiture CPU resource needs.

* Nutanix AHV CPU Scheduling Optimization:

* Ensure proper VM sizing (avoid excessive vVCPU allocation).

* Balance workloads using Nutanix AHV DRS.

References:

Nutanix Prism Central: Performance Analysis and CPU Metrics

Nutanix Bible: VM Performance and Resource Management

Nutanix KB: Troubleshooting High CPU Ready Time in AHV

HH #26
Whichtwo URLs nwst be accessiblefrom aConnected Site's Controller VMsto allowLife Cycle Manager (LCM) to download
software updates?

e A mynutanix.com
e B. release-api.nutanix.com
e (. portal.nutanix.com



e D. download.nutanix.com
IEf#&: B. D

fi .«

LCM (Life Cycle Manager) fetches software updates from Nutanix's repositories, requiring access to specific URLs.
* Option A (download.nutanix.com) is correct:

* This domainhosts all software update filesfor AOS, AHV, and other Nutanix components.
* Option C (release-api.nutanix.com) is correct:

* This domain is used forLCM to fetch update metadataand check for new versions.

* Option B (mynutanix.com) is incorrect:

* This domain is used foraccount management, not LCM updates.

* Option D (portal.nutanix.com) is incorrect:

* TheNutanix support portal is not used for automated LCM updates.

References:

* Nutanix LCM Guide#Firewall Rules for LCM Connectivity

* Nutanix KB#Troubleshooting LCM Update Failures

Refer to Exhibit:
. n\ .
The clustes Password-based remote
g ogin is enabled on the
password custer. R is
based ssh . recommended 1o use
A61G info faise falss
cess for key-based ssh access
the cvm instead of password
based ssh access for

better security

An administrator sees the alert shown in the exhibit.
‘What should the administrator do to ensure the nutanix user can no longer SSH to a CVM using a password?

A. Block port 22 on the CVM firewall.
B. Delete the nutanix user.

C. Rename the nutanix user.

D. Enable Cluster Lockdown.

IEf#: D
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Understanding the Exhibit & the Alert

The alert states:

* "The cluster is using password-based SSH access for the CVM."

* "Password-based remote logn is enabled on the cluster."

* "t is recommended to use key-based SSH access instead of password-based SSH access for better security.” This means that
the nutanix user can log in to Controller VMs (CVMs) using a password, which is a security risk.
Corrective Action: Enabling Cluster Lockdown

#(C) Enable Cluster Lockdown. (Correct Answer)

* Cluster Lockdown Mode restricts password-based SSH access and forces key-based authentication.
* This prevents users from logging into CVMs using passwords, enhancing cluster security.

* To enable Cluster Lockdown:

* Go to Prism Central or Prism Element.

* Navigate to Settings # Security # Cluster Lockdown.

* Enable Cluster Lockdown Mode.

Evaluating the Other Answer Choices

#(A) Rename the nutanix user. (Incorrect)

* The nutanix user is a built-in system account required for cluster operations.

* Renaming the user will not prevent SSH access via password.

#(B) Block port 22 on the CVM firewall. (Incorrect)



* Blocking port 22 (SSH) will completely disable SSH access, including key-based authentication.
* This may break cluster management and troubleshooting operations.

#(D) Delete the nutanix user. (Incorrect)

* The nutanix user is a critical system account required for cluster functionality.
* Deleting the account will cause serious issues with cluster management.
Multicloud Infrastructure References & Best Practices

* Nutanix Security Best Practices:

* Always use key-based SSH authentication instead of password-based logins.
* Enable Cluster Lockdown Mode to enforce security policies.

* Regularly audit user access to ensure security compliance.

* Cluster Lockdown Benefits:

* Prevents unauthorized SSH access via passwords.

* Enforces public key authentication, reducing brute-force attack risks.

* Strengthens CVM security against potential exploits.

References:

Nutanix Security Guide #Enabling Cluster Lockdown for SSH Security
Nutanix KB #Securing SSH Access on Nutanix Clusters
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