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With all of these Managing-Cloud-Security study materials, your success is 100% guaranteed. Moreover, we have Demos as
freebies. The free demos give you a prove-evident and educated guess about the content of our practice materials. As long as you
make up your mind on this exam, you can realize their profession is unquestionable. And their profession is expressed in our
Managing-Cloud-Security training prep thoroughly. They are great help to catch on the real knowledge of Managing-Cloud-Security
exam and give you an unforgettable experience. Do no miss this little benefit we offer.

WGU Managing Cloud Security (JY02) Sample Questions (Q68-Q73):
NEW QUESTION # 68 
An organization negotiates a new contract with a cloud provider and wants to ensure that its critical business data is protected if the
cloud provider goes out of business. For this reason, the organization wants the cloud provider to store a copy of the organization's
data with a neutral third party, which would release the data in case the provider is unable to meet its obligations. Which type of
provision should be included in the contract to ensure this?

A. Indemnification
B. Encryption
C. Escrow
D. Offboarding

Answer: C

Explanation:
The correct contractual safeguard is anescrow agreement. Data escrow involves storing critical data or software with a neutral third
party, which can release it to the customer if the provider fails to meet obligations, such as bankruptcy or service discontinuation.
Indemnification covers liability, offboarding manages termination processes, and encryption secures data but does not ensure
availability if the provider disappears.
Escrow provisions protect business continuity by guaranteeing customer access to data regardless of provider viability. They are
especially important for organizations handling mission-critical workloads or long-term regulatory obligations in the cloud.

NEW QUESTION # 69 
Which phase of software design covers the combination of individual components of developed code and the determination of
proper interoperability?

A. Planning
B. Training
C. Testing
D. Coding

Answer: C

Explanation:
The phase of software design that integrates individual code components and verifies their interoperability is Testing, specifically
integration testing. After developers write and unit-test individual modules, those modules must be combined into a complete system.
The testing phase ensures that these modules communicate properly, data flows correctly, and overall functionality meets
requirements.
Planning establishes project goals, coding builds individual components, and training prepares users. None of these directly verify
interoperability. Testing is critical because even well-functioning components may fail when combined, due to interface mismatches,
unexpected data structures, or dependency issues.
Cloud-based systems often integrate microservices, APIs, and third-party services. Testing validates that these distributed
components interact seamlessly. Proper testing reduces defects, supports reliability, and ensures a consistent end-user experience. It
also aligns with DevOps practices, where continuous integration and automated testing pipelines quickly identify and remediate
interoperability issues.

NEW QUESTION # 70 
An accountant in an organization is allowed access to a company's human resources database only to adjust the number of hours
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that the organization's employees have worked in a fiscal year. However, the accountant modifies an employee's personal
information. Which part of the STRIDE model describes this situation?

A. Spoofing
B. Tampering
C. Denial of service
D. Elevation of privilege

Answer: B

Explanation:
The STRIDE threat model identifies six categories: Spoofing, Tampering, Repudiation, Information disclosure, Denial of service, and
Elevation of privilege. In this scenario, the accountant modified data they were not authorized to change. This is an act ofTampering,
which refers to unauthorized alteration of data or systems.
Spoofing would involve impersonating another identity, denial of service would block availability, and elevation of privilege would
involve gaining higher access rights. The accountant already had legitimate access but misused it to alter data outside their scope of
responsibility.
Tampering compromises data integrity, one of the pillars of the CIA triad. In cloud and enterprise systems, safeguards against
tampering include role-based access control, least privilege, and auditing to detect unauthorized changes. Recognizing this as
tampering helps in identifying insider misuse and implementing compensating controls.

NEW QUESTION # 71 
An organization experienced an unplanned event. As a result, the customers using the web application face a loss of service. What
does the incident generated in this situation seek to resolve?

A. Error
B. Bug
C. Change
D. Disruption

Answer: D

Explanation:
The unplanned event described is adisruptionof service. In IT service management frameworks like ITIL, disruptions occur when an
incident prevents normal service delivery. The goal of incident management is to restore service quickly and minimize impact on
customers.
A bug refers to a software defect, which may cause disruptions but is not synonymous with the event itself.
An error represents a fault, while change refers to deliberate modifications. Only disruption captures the unplanned nature of service
unavailability.
Recognizing incidents as disruptions helps organizations apply structured processes such as escalation, root- cause analysis, and
communication. It ensures resilience in cloud-based environments where uptime is a key performance indicator and customer trust is
closely tied to availability.

NEW QUESTION # 72 
Which type of data sanitization should be used to destroy data on a USB thumb drive while keeping the drive intact?

A. Physical destruction
B. Degaussing
C. Overwriting
D. Key revocation

Answer: C

Explanation:
The correct approach for sanitizing a USB thumb drive while preserving its usability isoverwriting.
Overwriting involves replacing the existing data on the device with random data or specific patterns to ensure that the original
information cannot be recovered. This process leaves the physical device intact, allowing it to be reused securely.
Physical destruction, such as shredding, renders the device unusable. Degaussing only works on magnetic media like hard disks or
tapes, not on solid-state or flash-based USB drives. Key revocation applies to cryptographic keys and not to physical devices.



By using overwriting, organizations comply with data sanitization standards while balancing operational efficiency. Many tools exist
that perform multi-pass overwrites to meet regulatory requirements such as those from NIST or ISO. This ensures that sensitive data
is removed while allowing the device to remain in circulation for continued use.

NEW QUESTION # 73
......
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