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Cisco Implementing and Operating Cisco Security Core Technologies 350-
701 Priifungsfragen mit Losungen (Q447-Q452):

447. Frage
A Cisco Firepower administrator needs to configure a rule to allow a new application that has never been seen on the network.
Which two actions should be selected to allow the traffic to pass without inspection? (Choose two)

A. allow
B. trust

C. permit
D. reset
E. monitor

Antwort: B,E

Begriindung;

Explanation:

Each rule also has an action, which determines whether you monitor, trust, block, or allow matching traffic.

Note: With action "trust”, Firepower does not do any more inspection on the traffic. There will be no intrusion protection and also no
file-policy on this traffic.

448. Frage
A network admnistrator is using the Cisco ESA with AMP to upload files to the cloud for analysis. The network is congested and is
affecting communication. How will the Cisco ESA handle any files which need analysis?

A. The file upload is abandoned.

B. The file is queued for upload when connectivity is restored.

C. AMP calculates the SHA-256 fingerprint, caches it, and periodically attempts the upload.
D. The ESA immediately makes another attempt to upload the file.

Antwort: A

Begrindung;

Explanation The appliance will try once to upload the file; if upload is not successful, for example because of connectivity problems,
the file may not be uploaded. Ifthe failure was because the file analysis server was overloaded, the upload will be attempted once
more. Reference: https//www.cisco.comyc/en/us/support/docs/security/email-security-appliance/1 18796-technoteesa-00.html In this
question, it stated "the network is congested" (not the file analysis server was overloaded) so the appliance will not try to upload the
file again.

The appliance will try once to upload the file; if upload is not successful, for example because of connectivity problens, the file may
not be uploaded. Ifthe failure was because the file analysis server was overloaded, the upload will be attempted once more.
Reference:

In this question, it stated "the network is congested" (not the file analysis server was overloaded) so the Explanation The appliance
will try once to upload the file; if upload is not successful, for example because of connectivity problems, the file may not be
uploaded. Ifthe failure was because the file analysis server was overloaded, the upload will be attempted once more. Reference:
httpsy//www.cisco.comy/c/en/us/support/docs/security/email-security-appliance/1 1 8796-technoteesa-00.html In this question, it
stated "the network is congested" (not the file analysis server was overloaded) so the appliance will not try to upload the file again.

449. Frage

An engineer has been tasked with implementing a solution that can be leveraged for securing the cloud users, data, and applications.
There is a requirement to use the Cisco cloud native CASB and cloud cybersecurity platform. What should be used to meet these
requirements?

A. Cisco Cloud Email Security
B. Cisco NGFW

C. Cisco Cloudlock

D. Cisco Umbrella

Antwort: C



Begrindung;

Explanation:

Cisco Cloudlock: Secure your cloud users, data, and applications with the cloud-native Cloud Access Security Broker (CASB) and
cloud cybersecurity platform

Reference: httpsy//www.cisco.convc/danven/us/products/collateral/security/cloud-web-security/at-a-glance- c45- 738565.pdf

450. Frage
Which functions of an SDN architecture require southbound APIs to enable communication?

A. SDN controller and the cloud

B. SDN controller and the network elements

C. management console and the SDN controller
D. management console and the cloud

Antwort: B

Begrindung;
Explanation
The Southbound API is used to communicate between Controllers and network devices

451. Frage
Which technology must be used to implement secure VPN connectivity among company branches over a private IP cloud with any-
to-any scalable connectivity?

A. DMVPN
B. GET VPN
C. FlexVPN
D. IPsec DVTI

Antwort: B

Begrindung;

Cisco's Group Encrypted Transport VPN (GETVPN) introduces the concept of a trusted group to elimnate point-to-point tunnels
and their associated overlay routing. All group members (GMs) share a common security association (SA), also known as a group
SA. This enables GMs to decrypt traffic that was encrypted by any other GM. GETVPN provides instantaneous large-scale any-to-
any I[P connectivity using a group IPsec security paradigm. Reference:
httpss//www.cisco.comvc/danven/us/products/collateral/security/group-encrypted-transport-vpr/
GETVPN_DIG version 2 0 External.pdf
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