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H #347

A company recently launched a new product that is highly available in one AWS Region The product consists of an application that
runs on Amazon Elastic Container Service (Amazon ECS), apublic Application Load Balancer (ALB), and an Amazon DynamoDB
table. The company wants a solution that will make the application highly available across Regions.

‘Which combination of steps will meet these requirements? (Select THREE.)

e A. Create an Amazon Route 53 failover record.

B. Modify the DynamoDB table to create global secondary indexes (GSIs).

C. Create an AWS PrivateLink endpoint for the application.

D. Ina different Region, deploy the application to a new ECS cluster that is accessible through a new ALB.

E. Modify the DynamoDB table to create a DynamoDB global table.

F. In the same Region, deploy the application to an Amazon Elastic Kubernetes Service (Amazon EKS) cluster that is
accessible through a new ALB.
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To make the application highly available across regjons:

Deploy the application in a different region using a newECS clusterand ALBto ensure regional redundancy.
UseRoute 53 failover routingto automatically direct traffic to the healthy region in case of failure.

UseDynamoDB Global Tablesto ensure the database is replicated and available across multiple regions, supporting read and write
operations in each region.

Option D (EKS cluster in the same regjon): This does not provide regional redundancy.

Option E (Global Secondary Indexes): GSIs improve query performance but do not provide multi-region availability.
Option F (PrivateLink): PrivateLink is for secure communication, not for cross-region high availability.

AWS Reference:

DynamoDB Global Tables

Amazon ECS with ALB

HE M #348

[Design Secure Architectures]

A company runs an application on Amazon EC2 Instances in a private subnet. The application needs to store and retrieve data in
Amazon S3 buckets. According to regulatory requirements, the data must not travel across the public internet.

‘What should a solutions architect do to meet these requirements MOST cost-effectively?

A. Deploy AWS Storage Gateway to access the S3 buckets.
B. Deploy an S3 mterface endpoint to access the S3 buckets.
C. Deploy an S3 gateway endpoint to access the S3 buckets.
D. Deploy a NAT gateway to access the S3 buckets.

Ef#: C

BRI :

Understanding the Requirement: The application running in a private subnet needs to store and retrieve data from S3 without data
traveling over the public internet.

Analysis of Options:

NAT Gateway: Allows private subnets to access the internet but incurs additional costs and still routes traffic through the public
mnternet.

AWS Storage Gateway: Provides hybrid cloud storage solutions but is not the most cost-effective for direct S3 access from within
the VPC.

S3 Interface Endpoint: Provides private access to S3 but is generally used for specific use cases where more granular control is
required, which might be overkill and more expensive.

S3 Gateway Endpoint: Provides private, cost-effective access to S3 from within the VPC without routing traffic through the public
mternet.

Best Solution:

S3 Gateway Endpoint: This option meets the requirements for secure, private access to S3 froma private subnet most cost-
effectively.

Reference:

Amazon VPC Endpoints

Gateway Endpoints

HR #349

A company's reporting system delivers hundreds of .csv files to an Amazon S3 bucket each day. The company must convert these
files to Apache Parquet format and must store the files in a transformed data bucket.

Which solution will meet these requirements with the LEAST development effort?

e A. Create an AWS Lambda fimction to transform the data and output the data to the transformed data bucket. Configure an
event notification for the S3 bucket. Specify the Lambda function as the destination for the event notification.

e B. Use AWS Batch to create a job definition with Bash syntax to transform the data and output the data to the transformed
data bucket. Use the job definition to submiit a job. Specify an array job as the job type.

e (. Create an Amazon EMR cluster with Apache Spark installed. Write a Spark application to transform the data. Use EMR
File System (EMREFS) to write files to the transformed data bucket.

e D. Create an AWS Glue crawler to discover the data. Create an AWS Glue extract, transform, and load (ETL) job to



transform the data. Specify the transformed data bucket in the output step.
IEf#: D

fi .-
https/docs.aws.amazon.com/prescriptive- guidance/latest/patterns/three-aws- glue-etl-job- types-for-converting-data-to-apache-
parquet.html
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A company has developed a new video game as a web application. The application is in a three-tier architecture in a VPC with
Amazon RDS for MySQL in the database layer. Several players will compete concurrently online. The game's developers want to
display a top-10 scoreboard in near-real time and offer the ability to stop and restore the game while preserving the current scores.
‘What should a solutions architect do to meet these requirements?

¢ A Place an Amazon CloudFront distribution in front of the web application to cache the scoreboard in a section of the
application.

e B. Create a read replica on Amazon RDS for MySQL to run queries to compute the scoreboard and serve the read traffic to
the web application.

e C. Setup an Amazon ElastiCache for Redis cluster to compute and cache the scores for the web application to display.

e D. Set up an Amazon ElastiCache for Memcached cluster to cache the scores for the web application to display.

IEfE: C
R -

This answer is correct because it meets the requirements of displaying a top-10 scoreboard in near-real time and offering the ability
to stop and restore the game while preserving the current scores. Amazon ElastiCache for Redis is a blazing fast in-memory data
store that provides sub-millisecond latency to power internet-scale real-time applications. You can use Amazon ElastiCache for
Redis to set up an ElastiCache for Redis cluster to compute and cache the scores for the web application to display. You can use
Redis data structures such as sorted sets and hashes to store and rank the scores of the players, and use Redis commands such as
ZRANGE and ZADD to retrieve and update the scores efficiently. You can also use Redis persistence features such as snapshots
and append-only files (AOF) to enable point-in-time recovery of your data, which can help you stop and restore the game while
preserving the current scores.

Reference:

httpsz//docs.aws.amazon.cony AmazonElastiCache/latest/red-ug/Whatls. html

https/redis.io/topics/data-types

https/redis.io/topics/persistence
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A company recently launched a new application for its customers. The application runs on multiple Amazon EC2 instances across
two Availability Zones. End users use TCP to communicate with the application.

The application must be highly available and must automatically scale as the number of users increases.

‘Which combination of steps will meet these requirements MOST cost-effectively? (Select TWO.)

A. Add a Network Load Balancer in front of the EC2 instances.

B. Add an Application Load Balancer in front of the EC2 instances.
C. Add a Gateway Load Balancer in front of the EC2 instances.

D. Manually add more EC2 instances for the application.

E. Configure an Auto Scaling group for the EC2 instances.

IE%: A\ E

R

For an application requiring TCP commumication and high availability:

* Network Load Balancer (NLB) is the best choice for load balancing TCP traffic because it is designed for handling high-
throughput, low-latency connections.

* Auto Scaling group ensures that the application can automatically scale based on demand, adding or removing EC2 instances as
needed, which is crucial for handling user growth.

* Option C (Application Load Balancer): ALB is primarily for HITP/HTTPS traffic, not ideal for TCP.

* Option D (Manual scaling): Manually adding instances does not provide the automation or scalability required.



* Option E (Gateway Load Balancer): GLB is used for third-party virtual appliances, not for direct application load balancing,
AWS References:

* Network Load Balancer

* Auto Scaling Group
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