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F=H 274
o Identify the reason a virtual server is not working as expected: This section covers diagnosing virtual server
= issues including availability status, profile conflicts and misco tions, and incorrect IP addresses or
FA 1
ports.
¢ Given a scenario, interpret traffic flow: This domain covers understanding traffic patterns through client-
FH 2 server communication analysis and interpreting traffic graphs and SNMP resuilts.
¢ Determine resource utilization: This domain covers analyzing system resources including control plane
=3 versus data plane usage, CPU statistics per virtual server, interface statistics, and disk and memory
utilization.

Z| &l F5-CA F5CABS 2N EZE2AX (Q51-Q56):

AR #51

Refer to the exhibit.

A user with IP address 192.168.162.70 is unable to connect to an HTTP application. What is a possible cause within the Virtual
Server configuration?

A. The Virtual Server is configured as a Standard Type

B. The Service Port is configured as 0 *All Ports

C. The Source Address is configured as 10.128.10.0/24

D. The Destination Address is configured as 192.168.162.80

e, C

MH.

The failure to connect is caused by a restrictive Source Address filter configured on the Virtual Server.

Source Address Filtering: In the BIG-IP system, the Source Address field on a Virtual Server acts as an implicit Access Control List
(ACL). Only traffic originating froma client IP address that matches the specified network range will be accepted and processed by
the Virtual Server.

Analyzing the Exhibit: The provided configuration for vs_http shows the Source Address is set to 10.128.10.0/24. This means the
Virtual Server will only accept connections from the subnet ranging from 10.128.10.1 to 10.128.10.254.

Identifying the Conflict: The user trying to connect has the IP address 192.168.162.70. Since 192.168.162.70 does not fall within
the allowed 10.128.10.0/24 range, the BIG-IP system will not match this traffic to the Virtual Server, effectively blocking the
connection attempt.

Evaluation of Other Options:

All Ports (Option A): Configuring a Virtual Server for "All Ports" (port 0) allows it to handle traffic for any destination port, which
would not block a standard HTTP application.

Destination Address (Option B): The destination address 192.168.162.80 is the Virtual IP (VIP) users should be connecting to; this
is a standard configuration and not the cause of the failure for a user reaching out to it.

Standard Type (Option C): A "Standard" Virtual Server is the most common type used for HTTP applications as it allows for Layer
7 profiles and full proxy capabilities.

EE #52
A BIG-1P Administrator adds new Pool Members into an existing, highly utilized pool. Soon after, there are reports that the
application is failing to load for some users. What pool level setting should the BIG-IP Administrator check?

A. Slow Ramp Time

B. Allow SNAT

C. Availability Requirement
D. Action On Service Down

HE:. A



Y.

When troubleshooting a pool that is not working correctly after adding new members, the "Slow Ramp Time" setting is a primary
suspect. In a pool that is already under high load and using a "Least Connections" load balancing method, a newly added server has
zero connections. Without a slow ramp time, the BIG-IP will immmediately direct a massive flood of new connections to the new
server to "balance" it with the others. This "thundering herd" effect can crash a newly initialized application server before it has time to
warmup its caches or establish its own database connections. By setting a "Slow Ramp Time" (typically in seconds), the
administrator ensures the BIG-IP gradually increases the connection ratio to the new member. This allows the server to stabilize and
scale up its performance over time. If users report intermittent failures specifically comnciding with the expansion of a pool, checking
this setting is a vital troubleshooting step to maintain pool health during maintenance.

HEE #53
Without decrypting, what portion of an HTTPS session is visible with a packet capture?

A. HTTP Response Headers
B. Source [P Address

C. HTTP Request Headers
D. Cookies

He: B

MY

‘When analyzing HTTPS traffic using tools like tcpdump without access to the SSL private keys for decryption, only the Layer 2
through Layer 4 nformation remains visible.

* Visible Information: You can see the Source and Destination IP addresses, TCP ports, and the TLS handshake headers (such as
the Server Name Indication/SNI i the Client Hello).

* Encrypted Information: Once the encrypted tunnel is established, all Layer 7 data is masked. This includes HTTP
Request/Response Headers (Option A and D) and Cookies (Option C).

* Troubleshooting Note: To see the headers or cookies, an administrator must either perform the packet capture on the "server-
side" of the BIG-IP (if it is performing SSL Offload) or use a tool like Wireshark with the appropriate SSL keys loaded.

EAE #54

In an F5 BIG-IP system, a pool is configured with a health monitor and the "ManualResume" feature is Enabled. If a poolmember is
marked Offtine(Red) due to a health monitor failure, what will be the status of the member once the health monitor successfully
passes again?

A. Available (Enabled)
B. Offline (Enabled)
C. Available (Disabled)
D. Offline (Disabled)

4

o
m
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The "Manual Resume" feature is a safety mechanism used when a pool is not working as expected due to flapping services or
unstable backend applications. Normally, when a health monitor fails, the pool member is marked "Offline" (Red), and when the
monitor passes, it automatically returns to "Available" (Green). However, if "Manual Resume" is enabled, the BIG-IP will not
automatically put the member back into rotation after a failure. Even if the health check begins to pass again, the member remains in
an "Offline (Disabled)" state. This requires an administrator to manually intervene and re-enable the member. This is a common point
of confusion when troubleshooting; a member may show passing health checks but still not receive traffic because it is waiting for a
manual administrative "resume" command. This feature is intended to prevent "unhealthy" servers from receiving traffic until an
engmneer has confirmed the root cause of the mitial failure was resolved.

EE #55
A BIG-IP Admnistrator disabled a virtual server with a pool that has a working health monitor. How does the status icon look for
this virtual server?

e A. Black circle



e B.Red circle
¢ (. Red square
¢ D. Black square

HE: A

Y.

BIG-IP status icons provide immediate visual feedback regarding the state of an object based on its availability and enabled/disabled
status.

* Color (Black): The color black indicates that an object has been manually Disabled by an administrator.

* Shape (Circle): The circular shape indicates that the object is Available (i.e., its health monitors are passing).

* Scenario Result: Since the virtual server is manually disabled (Black) but its associated pool has a working health monitor that is
currently passing (Circle), the resulting icon is a Black Circle.
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