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287. Frage

A company has a data lake in Amazon S3 that needs to be accessed by hundreds of applications across many AWS accounts. The
company's information security policy states that the S3 bucket must not be accessed over the public internet and that each
application should have the minimum permissions necessary to function.

To meet these requirements, a solutions architect plans to use an S3 access point that is restricted to specific VPCs tor each
application.

‘Which combination of steps should the solutions architect take to implement this solution?

(Choose two.)

e A Create a gateway endpoint for Amazon S3 in the data lake's VPC.
Attach an endpoint policy to allow access to the S3 bucket.
Specify the route table that is used to access the bucket.
¢ B. Create a gateway endpoint lor Amazon S3 in each application's VPC.
Configure the endpoint policy to allow access to an S3 access point.
Specify the route table that is used to access the access point.
¢ (. Create an interface endpoint for Amazon S3 in each application's VPC.
Configure the endpoint policy to allow access to an S3 access point.
Create a VPC gateway attachment for the S3 endpoint.
e D. Create an S3 access point for each application in the AWS account that owns the S3 bucket.
Configure each access point to be accessible only from the application's VPC.
Update the bucket policy to require access from an access point.
e E. Create an S3 access pomt for each application in each AWS account and attach the access points to the S3 bucket.
Configure each access point to be accessible only from the application's VPC.
Update the bucket policy to require access from an access point.

Antwort: B,D

Begrindung;
App --> S3 Access Pont --> S3 Gateway Endpoint --> S3 Bucket
https/aws.amazon.com/blogs/storage/managing-amazon-s3-access-with-vpc-endpoints-and-s3- access-points/

288. Frage

A company is developing and hosting several projects in the AWS Cloud. The projects are developed across multiple AWS
accounts under the same organization in AWS Organizations.

The company requires the cost lor cloud infrastructure to be allocated to the owning project. The team responsible for all of the
AWS accounts has discovered that several Amazon EC2 instances are lacking the Project tag used for cost allocation.

Which actions should a solutions architect take to resolve the problem and prevent it from happening in the fiture? (Choose three.)

A. Create an AWS Config rule in each account to find resources with missing tags.

B. Use Amazon Inspector in the organization to find resources with missing tags.

C. Use AWS Security Hub to aggregate a list of EC2 instances with the missing Project tag.

D. Create an IAM policy in each account with a deny action for ec2:Runinstances if the Project tag is missing,

E. Create an SCP in the organization with a deny action for ec2:Runinstances if the Project tag is missing,

F. Create an AWS Config aggregator for the organization to collect a list of EC2 instances with the missing Project tag.

Antwort: AJE,F

Begriindung;

https://docs.aws.amazon.convconfig/latest/developerguide/config-rule-multi-account- deployment.html
https://docs.aws.amazon.convconfig/latest/developerguide/aggregate-data. html
https://docs.aws.amazon.con/organizations/latest/userguide/orgs manage policies scps_examp les_tagging html

289. Frage

A company is rearchitecting its applications to run on AWS. The company's infrastructure includes multiple Amazon EC2 instances.
The company's development team needs different levels of access. The company wants to implement a policy that requires all
Windows EC2 instances to be joined to an Active Directory domain on AWS. The company also wants to Implement enhanced
security processes such as multi-factor authentication (MFA). The company wants to use managed AWS services wherever
possible.

‘Which solution will meet these requirements?



A. Create an AWS Directory Service for Microsoft Active Directory implementation. Launch an Amazon Workspace.
Connect to and use the Workspace for domain security configuration tasks.

B. Create an AWS Directory Service Simple AD implementation. Launch an EC2 instance. Connect to and use the EC2
instance for domain security configuration tasks.

C. Create an AWS Directory Service for Microsoft Active Directory implementation. Launch an EC2 instance. Connect to
and use the EC2 instance for domain security configuration tasks.

D. Create an AWS Directory Service Simple AD implementation. Launch an Amazon Workspace. Connect to and use the
Workspace for domain security configuration tasks.

Antwort: A

Begriindung;

A is the correct answer because it uses AWS Directory Service for Microsoft Active Directory to join the Windows EC2 instances
to an Active Directory domain on AWS and enable MFA. AWS Directory Service for Microsoft Active Directory, also known as
AWS Managed Microsoft AD, is a fully managed service that is powered by Windows Server 2019. It allows you to run directory-
aware workloads in the AWS Cloud, including Microsoft SharePoint and custom .NET and SQL Server-based applications. You
can also configure a trust relationship between AWS Managed Microsoft AD in the AWS Cloud and your existing on-premises
Microsoft Active Directory. AWS Managed Microsoft AD supports MFA by integrating with your existing RADIUS-based MFA
infrastructure. To join the Windows EC2 instances to an Active Directory domain on AWS, you can use an Amazon Workspace,
which is a fully managed, secure desktop computing service that runs on AWS. You can connect to and use the Workspace for
domain security configuration tasks. Reference:

https:/docs.aws.amazon.convdirectoryservice/latest/admin- guide/directory microsoft ad.html
https:/docs.aws.amazon.convdirectoryservice/latest/admin- guide/ms_ad _join instance.html
httpsz/docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces. html

290. Frage

A company wants to migrate its workloads from on premises to AWS. The workloads run on Linux and Windows. The company
has a large on-premises intra structure that consists of physical machines and VM that host numerous applications.

The company must capture details about the system configuration. system performance. running processure and network coi.net
lions of its 0. -premises ,on boards. The company also must divide the on-premises applications into groups for AWS migrations.
The company needs recommendations for Amazon EC2 instance types so that the company can run its workloads on AWS in the
most cost-effective manner.

‘Which combination of steps should a solutions architect take to meet these requirements? (Select THREE.)

A. Assess the existing applications by installing AWS Systems Manager Agent on the physical machines and VMs

B. Group servers into applications for migration by using AWS Systems Manager Application Manager.

C. Group servers into applications for migration by using AWS Migration Hub.

D. Generate recommended instance types and associated costs by using AWS Migration Hub.

E. Inport data about server sizes into AWS Trusted Advisor. Follow the recommendations for cost optimization.

F. Assess the existing applications by installing AWS Application Discovery Agent on the physical machines and VMs.

Antwort: C,D,F

Begriindung;
https/docs.aws.amazon.convapplication-discovery/latest/userguide/discovery-agent. html
https://docs.aws.amazon.com/migrationhub/latest/ug/ec2-recommendations. html

291. Frage

A company has many AWS accounts and uses AWS Organizations to manage all of them. A solutions architect must implement a
solution that the company can use to share a common network across multiple accounts.

The company's infrastructure team has a dedicated infrastructure account that has a VPC. The infrastructure team nuist use this
account to manage the network. Individual accounts cannot have the ability to manage their own networks. However, individual
accounts must be able to create AWS resources within subnets.

‘Which combination of actions should the solutions architect perform to meet these requirements? (Select TWO.)

e A Create a transit gateway in the infrastructure account.

e B. Enable resource sharing from the AWS Organizations management account.

e (. Create VPCs in each AWS account within the organization in AWS Organizations. Configure the VPCs to share the same
CIDR range and subnets as the VPC in the infrastructure account. Peer the VPCs in each individual account with the VPC in



the infrastructure account,

¢ D. Create a resource share in AWS Resource Access Manager in the infrastructure account. Select the specific AWS
Organizations OU that will use the shared network. Select each subnet to associate with the resource share.

¢ E. Create a resource share in AWS Resource Access Manager in the infrastructure account. Select the specific AWS
Organizations OU that will use the shared network. Select each prefix list to associate with the resource share.

Antwort: CE

292. Frage
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