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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q493-Q498):
NEW QUESTION # 493 
E-mail scams and mail fraud are regulated by which of the following?

A. 18 U.S.C. §2510 - Wire and Electronic Communications Interception and Interception of Oral Communication
B. 18 U.S.C. §1029 - Fraud and Related Activity in Connection with Access Devices
C. 18 U.S.C. §1030 - Fraud and Related Activity in Connection with Computers
D. 18 U.S.C. §1362 - Communication Lines, Stations, or Systems
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Answer: C

Explanation:
18 U.S.C. §1030, also known as the Computer Fraud and Abuse Act (CFAA), is a broad federal statute that criminalizes
unauthorized access to computers and related fraudulent activities-including phishing and email scams.
From CEH v13 Official Courseware:
Module 1: Introduction to Ethical Hacking
Topic: U.S. Laws Related to Cybercrime
CEH v13 Study Guide states:
"Email-based frauds such as phishing, spoofing, and other social engineering attacks fall under the Computer Fraud and Abuse Act
(18 U.S.C. §1030), which criminalizes unauthorized access and fraudulent behavior in computing systems." Incorrect Options:
B: Relates to credit cards and access devices.
C: Covers interference with government communication systems.
D: Covers illegal wiretapping and eavesdropping.
Reference:United States Code - Title 18, Section 1030 (Computer Fraud and Abuse Act)
======

NEW QUESTION # 494 
In this attack, a victim receives an e-mail claiming to be from PayPal stating that their account has been disabled and confirmation is
required before activation. The attackers then scam to collect not one but two credit card numbers, ATM PIN, and other personal
details. Ignorant users usually fall prey to this scam.
Which of the following statement is incorrect related to this attack?

A. Do not send credit card numbers, and personal or financial information via e-mail
B. Do not reply to email messages or popup ads asking for personal or financial information
C. Do not trust telephone numbers in e-mails or popup ads
D. Review credit card and bank account statements regularly
E. Antivirus, anti-spyware, and firewall software can very easily detect these types of attacks

Answer: E

Explanation:
This is a classic phishing scam - a form of social engineering used to trick victims into giving up sensitive information.
Statement D is incorrect because:
Antivirus, anti-spyware, and firewalls are primarily designed to stop malware and network intrusions.
They cannot reliably detect social engineering attacks like phishing emails, especially if the email content appears legitimate.
Detection of phishing is more reliant on user awareness and email filtering policies.
From CEH v13 Courseware:
Module 7: Social Engineering
Module 5: Email Security
CEH v13 Study Guide states:
"Phishing attacks are psychological rather than purely technical. Antivirus tools cannot detect or prevent all phishing attempts
because these are based on user manipulation rather than system compromise." Reference:CEH v13 Study Guide - Module 7:
Phishing and Social Engineering TacticsFTC.gov - Phishing Scams Prevention Guide
======

NEW QUESTION # 495 
Which among the following is the best example of the hacking concept called "clearing tracks"?

A. After a system is breached, a hacker creates a backdoor to allow re-entry into a system.
B. An attacker gains access to a server through an exploitable vulnerability.
C. During a cyberattack, a hacker corrupts the event logs on all machines.
D. During a cyberattack, a hacker injects a rootkit into a server.

Answer: C

NEW QUESTION # 496 



Windows LAN Manager (LM) hashes are known to be weak.
Which of the following are known weaknesses of LM? (Choose three.)

A. Hashes are sent in clear text over the network.
B. Effective length is 7 characters.
C. Converts passwords to uppercase.
D. Makes use of only 32-bit encryption.

Answer: A,B,C

Explanation:
Weaknesses of LM hashes include:
* A. Passwords are converted to uppercase before hashing.
* B. In older Windows systems, LM hashes were transmitted over the network, sometimes in plaintext (or easily intercepted).
* D. Passwords are split into two 7-character chunks, which are hashed independently, reducing entropy.
From CEH v13 Courseware:
* Module 6: Malware and Password Threats
* Module 4: Windows Enumeration
Incorrect Option:
* C: LM uses DES encryption with 56-bit keys (not 32-bit).
Reference:CEH v13 Study Guide - Module 6: Weaknesses in LM HashingMicrosoft Security Documentation
- LM Hashing Vulnerabilities

NEW QUESTION # 497 
What is the following command used for?
net use \targetipc$ "" /u:""

A. This command is used to connect as a null session
B. Grabbing the etc/passwd file
C. Enumeration of Cisco routers
D. Connecting to a Linux computer through Samba.
E. Grabbing the SAM

Answer: A

NEW QUESTION # 498
......
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