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Cisco Implementing and Operating Cisco Service Provider Network Core
Technologies Sample Questions (Q534-Q539):
NEW QUESTION # 534 

Refer to the exhbit. ISP A has a BGP peering with ISP C with the maximum-prefix 150 configuration on R1.
After a recent security breach on the ISP A network, a network engineer has been asked to enable a lightweight security mechanism
to protect the R1 CPU and BGP membership from spoofing attacks. Which solution must ISP A implement?

A. Configure neighbor 10.163.83.54 enable-connected-check under the BGP IPv4 address family.
B. Configure bgp maxas-limit 1 in the IPv4 address family urateUhe global BGP configuration.
C. Configure neighbor 10.163.83.55 password Cisco under the global BGP IPv4 address family.
D. Configure neighbor 10.163.83.55 ttl-stcurity hops 2 under the global BGP configuration.

Answer: D

Explanation:
The Time to Live (TTL) security mechanism is a lightweight security feature that can protect against CPU and memory resource
exhaustion due to a denial-of-service (DoS) attack. It works by setting a limit on the number of hops (TTL value) that BGP packets
can traverse. By configuring neighbor 10.163.83.55 ttl-security hops 2, ISP A ensures that BGP packets received from ISP C must
have a TTL value of at least 254 when they reach R1, as BGP packets decrement the TTL by 1 with each hop. This effectively
prevents spoofing attacks from outside the directly connected network because any packets spoofed from further away would have
a TTL that drops below the threshold before reaching R1.
This explanation is based on the security features described in the Implementing and Operating Cisco Service Provider Network
Core Technologies (SPCOR)

NEW QUESTION # 535 
Refer to the exhibit. Routers R1 and R2 are connected via a serial link and use the IS-IS routing protocol for route exchange. After
a configuration change on R2, IS-IS connectivity is interrupted.
A network engineer confirmed that the interfaces are in the UP state and connectivity exists between the two routers. Which two
actions must the engineer perform to resolve the problem?
(Choose two.)

A. Disable padding for hello packets under the serial interface on R2
B. Enable hello packet padding globally on R1
C. Change R2 to an IS-IS Level 1 router
D. Change the hello interface timer to 10 seconds on R1
E. Change the MTU to 1500 bytes on R2



Answer: A,E

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate- system-is-is/119399-technote-isis-
00.html The MTU on the serial interfaces for the routers R1 and R2 are the default 1,500 bytes.
The IS-IS adjacency fails because the IS-IS Hello packets are 1,499 bytes in size. The MPLS network only allows 1,500-byte
packets, minus eight bytes (two MPLS labels for the MPLS service), which equals 1,492 bytes (the packet size that is allowed to
pass through). For transport of L2 over MPLS, the size of the L2 header must be subtracted from the 1,492 bytes that result as
well.

NEW QUESTION # 536 
Refer to the exhibit:

Which statement about the neighbor statements for 192.168.1.1 is true?

A. The router must have TDP configured for the send-label command to operate
B. The router sends BGP labels for its prefixes to this peer
C. The neighbor router receives at least four labels from this router
D. The router sends only a label for the prefix for LoopbackO.

Answer: B

NEW QUESTION # 537 
Refer to the exhibit. Company A is connected to multiple upstream ISPs, with ISP_A serving as the primary upstream ISP. The
company A subnet 172.43.232.0 should be announced to the secondary ISP_B only when the FTP server with IP address
10.10.1.1 is not accessible via the primary ISP. Which configuration must be applied on R1?



A. neighbor 10.182.213.2 Condition-map Non-RIB prefix-map Advertise-route
B. neighbor 10.182.213.3 route-map Advertise-route Condition-map Non-RIB
C. neighbor 10.182.213.3 prefix-map Non-RIB Condition-map Advertise-route
D. neighbor 10.182.213.3 advertise-map Advertise-route non-exist-map Non-RIB

Answer: D

Explanation:
advertise-map and non-exist-map BGP commands are used. The
To control the advertisement of the 172.43.232.0/23 subnet to ISP_B, the advertise-map specifies the route to advertise (in this
case, the route-map Advertise-route), and the non-exist-map defines the condition under which the route is advertised (in this case,
when the FTP server with IP 10.10.1.1 is not accessible via ISP_A).
Advertise-route route-map matches the subnet 172.43.232.0/23.
The
Non-RIB route-map matches the FTP server IP address 10.10.1.1. If the route to the FTP server is absent in the routing table
(indicating The inaccessibility), the subnet will be advertised to ISP_B.

NEW QUESTION # 538 
Refer to the exhibit.



A network engineer is configuring customer edge routers to finalize a L2VPN over MPLS deployment Assume that the AToM
L2VPN service that connects the two CEs is configured correctly on the service provider network Which action causes the solution
to fail?

A. The routing protocol network types are not compatible
B. OSPF does not work with L2VPN services
C. A loopback with a /32 IP address has not been used
D. The x connect statement has not been defined

Answer: D

NEW QUESTION # 539
......
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