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EE#55

An engineer is analyzing a ticket for an unexpected server shutdown and discovers that the web-server ran out of useable memory
and crashed.

Which data is needed for further investigation?

A. /var/log/access.log
B. /var/log/httpd/messages.log

C. var/log/httpd/access.log
D. /var/log/messages.log

He:. D

MY

The most relevant log for systen+level events such as memory exhaustion and shutdown is/var/log/messages.

log, which contains kernel and service-level logs including OOM (Out-Of-Memory) events.

As detailed in Linux mvestigations:

"Logs located mv/var/log/messagesprovide critical system error reporting including shutdowns, memory errors, and service failures".

EE2 #56
Refer to the exhibit.

“pattern”: “[url:value = ‘http:/ix4z9rb.cn/4T7T12I'7",
“pattern_type”: “stix”,
“valid_from”: “2014-06-29T13:49:37.079Z"

“type”: “malware”,

“spec_version'=o 24",

“id”: “malwate--162d917e-7661-4611-b5d6-652791454fca”,
“created”*2014-06-30T09:15:17.182Z",

“modified”: “2014-06-30T09:15:17.1822",

“name”: “x4z9arb backdoor”,

What is the IOC threat and URL in this STIX JSON snippet?

e A. malware; x429arb backdoor

e B stix;
"hitp//x429arb.cv4712/
e C. x429arb backdoor;httpz//x4z9arb.cn/4712/
e D. malware;
'https//x4z9arb.cv4d 712/
¢ E. malware; malware--162d917e-7661-4611-b5d6-6527914541ca
qY: D
MY
This STIX (Structured Threat Information eXpression) JSON snippet provides two key elements relevant for IOC (Indicator of
Compromise) analysis:

* The indicator pattern shows a suspicious URL#

"pattern”: "Turl:value = 'http://x4z91b.cn/4712/1"

This is the actual IOC that can be used for detection.

* The type of object that the indicator relates to# "type": "malware# "name": "xdz9arb backdoor'This indicates the nature of the
threat associated with the IOC is malware.

Therefore,

the threat is "malware" and the associated indicator (IOC) is the URL: http://x4z91b.ctv4712/ Option A correctly captures both the
I0C category ("malware") and the indicator value ("http2/x4z91b.cn/4712/").

Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on "Understanding Threat Intelligence Platforms,"



including the use of STIX/TAXII for representing threat data.

EHE #57

34/ 25658359 | Dell_a3.0d:10 Sonicwal_09:c2:50 42192.168.51.105is at 00:24.e8:a3.0d:10
35| 25658429 Dell_a3.0d:10 Intel_5312:7c 42 192.168.51.1 s at 00.24:.e8:23.0d:10

No._Time Destnation ___ Protocol _ Length nfo
7] 5! I”a3: g _09c250 ARP 4219216851 105is at 00:24:e8:a3:0d:10
8 5. 61 Intel_5312:7c ARP 42 192.168.51.1is at 00:24:e8:a3:0¢ 10 (duplicate use of 192.168.51.105 detected!
95 %ZWI 09250 ARP 42192 16851.201 is a1 0024 €6 230410
21 15 04 Dell_a3:0d:10 \7c:05:07:ad4367 ARP  42192.168.51.1is a1 00:24'et a3.0d:10 (duphicate use of 192.168.51 201 detected!
18 15637271 | Dell_a3.0d:10 'Sonicwal 09:c2:50 ARP 42192168 51.105is at 00.24:e8:a3:0d:10
19 15637486 | Dell_a30d:10 Intel_53:2.7c ARP 42192 1€2.51.11s at 00:24:e8:a3:0d:10 (duplicate use of 192.168.51.105 detected!
20 1564765 | Del a30d10 Sonicwal 09.c250 ARP 42 102,166 51201 is at 0024 28230410
21 15647788 | Dell_a3.0d:10 7c05:07.ad4367 AkP 42192 168.51.1 is at 00:24:e8:a3:0d:10 (duplicate use of 192.168.51.201 detected!
ARP
ARP

¥ Ethernet ll, Src: Dell_a3:0d:10 (00:24.8:a3.0d:10), Dst: 7¢:05:07:ad:43.67 (7¢.05.07:ad 43:67)

> Frame 10. 42 bytes onwre {338 bns) 42 byles captured [336 bits)
> Address Resolution Protocol (reply)

Refer to the exhibit. A security analyst notices unusual connections while monitoring traffic. What is the attack vector, and which
action should be taken to prevent this type of event?

e A. MAC flooding; assign static entries

e B. SYN flooding, block malicious packets

e (. ARP spoofing; configure port security

e D. DNS spoofing; encrypt communication protocols
He: C
EE #58
[200000000000.000230000 162 182 TCP  Microsoft<cis-sqh-storman, ACX] Seq=0 Sck=1 Wind=§142 Len=0 WSS=3460 SACK_PER=
50.000858000 0.000465000 192 182 SMB  MNegotiate Protocol Response
1 0.004157000 0.000450000 192 182 SMB  Session Setup AndX Response, NTLISSP_CHALLENGE, Error

STATUS MORE PROCESSING REQUIRED
13 0.001257000 0. 000S01000 162 192 TCP  Session Setup AndX Response, Error. STATUS_LOGON_FAILURE
5 0.000850000 0.000135000 192 192 TCP  microsof-ds-sgl-storman [ACK] Seq=757 Ack=T59 win=63620 Len=0
. s SACK_PERM=

110.000535000 0.000365000 192 162 SlB Hegotale Protocol Response
i8 0. 005266000 0.000456000 192, 162 TCP  mucrosoh.ds-surup-hitps [ACK] Seq-mnchsu@wm&zw Len=0i
19 0000854000 0.000854000 192 182 SMB  Session Setup AndX Response = F
i1 0000639000 0.000302000 192 16 SMB  Tree Connect AndX Response |
13 0002314000 0.000354000 192 6z SMB  MT Create AndX Respanse, FID Mou'#
150 000440000 0.000245000 192, 182 SMB  Write AndX Responise, FID: 4000, 72 bytes
iT 0000336000 0000232000 192 182 o § g gm
19 0000528000 0.000420000 192 192 | &'
"1 0.000417000 0.000317000 192 1952 o ' 4
30000324000 0.000215000 192 192
60232074000 0.000322000 192 152 S8 NT Create AndX Response, FID: (4001
'8 0.000420000 0000242000 152 192 SMBo" Wiite AndX Respanse, FID: Ond001, T2 bytes
30 0.000332000 0000228000 192 192
12 0.000472000 0.000372000 152 %
34 0.000433000 0.000320000 152 192
16 0.000416000 0.000310000 192 192
13 0.000046500 0000365000 192 192
0 0.067630000 0867518000 192 182
12 0.000515000 0.000391000 192 182
14 0.000477000 0.000368000 192 182
1 0.090864000 0.090363000 192 182
18 0.006850000 0.000280000 192 182
100000312000 0.000220000 13 :*;g
12 0000320000 0.000217000 1
4 01 D021 2000 0 OOADOOO0 182 sMB Close Response, FID: (w4001

Refer to the exhibit. An engmneer is analyzing a TCP stream in a Wireshark after a suspicious email with a URL. What should be
determined about the SMB traffic from this stream?

A. Tt is exploiting redirect vulnerability

B. It is redirecting to a malicious phishing website,
C. It is requesting authentication on the user site.
D. It is sharing access to files and printers.

o
m

: A

HE #59



Drag and drop the cloud characteristic from the left onto the challenges presented for gathering evidence on the right.
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