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R #11
SNMPv3 defines which security features

A. Authentication
B. Domain checking
C. Privacy

D. Accounting
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ER: AC

il RE #12
Ona VXLAN-based virtualized campus network, BGP EVPN can be used as the control plane protocol.
Which of the following EVPN route types are not used in the virtualized campus network scenario?

A. Type 2
B. Type 3
C. Type 1
D. Type 4

ZX: D

i RE B -

EVPN Route Types:

Type 1 (MAC/IP Advertisement Route):Advertises host MAC and IP information -used.

Type 2 (MAC/IP Advertisement Route):Advertises MAC + IP binding for end hosts -used.

Type 3 (Inclusive Multicast Ethernet Tag Route):Used to advertise VXLAN multicast group info -used.

Type 4 (Ethernet Segment Route):Used inmuilti-homing scenarios, especially mDC (data center) environments, to coordinate DF
election -typically not used in campus VXLAN.

So ncampus virtualized networks, which are oftensingle-homed, Type 4 is not required.

Correct answer: C. Type 4

8 #13
In the description of the MAC address spoofing attack, the error is ? Radio

¢ A. AMAC address spoofing attack causes the data that the switch is sending to the correct destination to be sent to the
attacker

¢ B. Anattacker can performa MAC address spoofing attack by sending a forged source Mac address data frame to the
switch

¢ (. Mac address spoofing attacks cause the switch to learn the wrong mapping of Mac addresses to IP addresses

e D. MAC address spoofing attacks primarily exploit the switch Mac address learning mechanism

ER: C

PRI #14
The default configured switch has an empty MAC address table at this time , and Host A connected to the switch issues the first
unicast data frame, so what will the switch do after receiving the teaching system?( Single choice questions).

e A, The switch records the source MAC address of the data frame and floods the data frame

e B. The switch will forward data to interface

e (. based on the mesh MAC address of the data frame The switch caches the data frame and waits for the destination host to
send the effect frame before forwarding it

e D. The switch will drop the data frame

BEE: A

R #15
BFD can inplement millisecond-level link status detection.

e A TRUE
e B.FALSE

BE: A

i RE S -



Understanding BFD (Bidirectional Forwarding Detection)

* BFD is a high-speed fault detection protocol used to monitor link failures in milliseconds.

* It operates at Layer 2 (Data Link Layer) and Layer 3 (Network Layer) to provide fast convergence.

Why Can BFD Detect Failures in Milliseconds?

* Uses lightweight control packets that are exchanged between routers.

* Works with OSPF, IS-IS, BGP, and MPLS to trigger fast convergence.

* Detection time = (Transmit Interval) % (Detect Multiplier)

* Example: If the interval is 3ms and the multiplier is 3, failure detection takes 9ms.

Why is the Answer TRUE?

# BFD achieves millisecond-level detection by sending rapid probe packets.# Used in high-availability networks where link failures
nust be detected in real-time.

Real-World Application

* Service Provider Networks: BFD improves network resilience by detecting link failures faster than traditional routing timers.
* Enterprise WANS: Used in SD-WANS to switch paths dynamically.

* MPLS Fast Reroute (FRR): Works with MPLS Traffic Engineering for near-instantaneous failover.

# Reference: Huawei HCIE-Datacom Guide - BFD for Fast Link Failure Detection
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