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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q513-Q518):

NEW QUESTION # 513
A company's application is hosted by an internet provider at app.example.com. The company wants to access the application by

using www.company.com, which the company owns and manages with Amazon Route 53.
‘Which Route 53 record should be created to address this?

A. CNAME record

B. Pointer (PTR) record
C. Alias record

D. A record

Answer: A

Explanation:

A CNAME record can redirect DNS queries to any DNS record. For example, you can create a CNAME record that redirects
queries from acme.example.com to zenith.example.com or to acme.example.org.
https’/docs.aws.amazon.com/RouteS3/latest/DeveloperGuide/resource-record-sets-choosing- alias-non-alias.html

NEW QUESTION # 514

A company has created a NAT gateway in a public subnet na VPC. The VPC also contains a private subnet that includes Amazon
EC2 nstances. The EC2 instances use the NAT gateway to access the internet to download patches and updates. The company has
configured a VPC flow log for the elastic network interface of the NAT gateway. The company is publishing the output to Amazon
CloudWatch Logs.

A SysOps administrator must identify the top five internet destinations that the EC2 instances in the private subnet communicate with
for downloads.

What should the SysOps administrator do to meet this requirement in the MOST operationally efficient way?

A. Use CloudWatch Logs Insights to identify the top five internet destinations.

B. Use AWS CloudTrail Insights events to identify the top five internet destinations.

C. Use Amazon CloudFront standard logs (access logs) to identify the top five internet destinations.

D. Change the flow log to publish logs to Amazon S3. Use Amazon Athena to query the log files in Amazon S3.

Answer: A

Explanation:

Amazon CloudWatch Logs Insights allows you to interactively search and analyze your log data. This can be used to quickly identify
the top internet destinations accessed by the EC2 instances.

Steps:

* Open CloudWatch Logs Insights:

* Open the Amazon CloudWatch console.

* In the navigation pane, choose "Logs Insights".

* Select the Log Group:

* Select the log group that contains the VPC flow logs for the NAT gateway.
* Run a Query:

* Use the following query to identify the top five internet destinations:

sql
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Copy code

fields @timestamp, dstAddr

| stats count(*) as requestCount by dstAddr

| sort requestCount desc

| limit 5

* This query will count the number of requests to each destination address, sort them in descending order, and limit the results to the
top five.

* Analyze Results:

* Review the output to identify the top five internet destinations that the EC2 instances commumicate with for downloads.
References:

* CloudWatch Logs Insights

* Analyzing VPC Flow Logs with CloudWatch Logs Insights

NEW QUESTION # 515

A SysOps administrator is attempting to download patches from the internet into an instance in a private subnet. An internet gateway
exists for the VPC, and a NAT gateway has been deployed on the public subnet; however, the instance has no internet connectivity.
The resources deployed into the private subnet must be inaccessible directly from the public internet.

‘What should be added to the private subnet's route table in order to address this issue, given the information provided?

A. 0.0.0.0/0 NAT
B. 10.0.1.0/24 IGW
C. 10.0.1.0/24 NAT
D. 0.0.0.0/0 IGW

Answer: A

Explanation:

* Understand the Problen

* An instance in a private subnet needs internet access for downloading patches.

* There is an existing NAT gateway in the public subnet.

* Analyze the Requirements:

* Provide internet access to the private subnet instance through the NAT gateway.

* Ensure resources in the private subnet remain inaccessible from the public internet.

* Evaluate the Options:

* Option A: 0.0.0.0/0 IGW.

* This would route traffic directly to the internet gateway, exposing the instance to the public internet.

* Option B: 0.0.0.0/0 NAT.

* This routes traffic destined for the internet through the NAT gateway, allowing outbound connections while keeping the instance
protected from inbound internet traffic.

* Option C: 10.0.1.0/24 IGW.

* This does not provide the necessary route for internet access and incorrectly uses the internet gateway for local traffic.

* Option D: 10.0.1.0/24 NAT.

* This also incorrectly uses the NAT gateway for local traffic, which is unnecessary.

* Select the Best Solution:

* Option B: Adding a route for 0.0.0.0/0 with the target set to the NAT gateway ensures that the private subnet instance can access
the internet while remaining protected from inbound internet traffic.

References:

* Amazon VPC NAT Gateways

* Private Subnet Route Table

Configuring the private subnet route table to use the NAT gateway for 0.0.0.0/0 ensures secure and efficient internet access for
nstances in the private subnet.

NEW QUESTION # 516

A SysOps administrator must configure Amazon S3 to host a simple nonproduction webpage. The SysOps admmnistrator has
created an empty S3 bucket from the AWS Management Console. The S3 bucket has the default configuration in place.
‘Which combination of actions should the SysOps administrator take to complete this process? (Choose two.)

e A Turn off the "Block all public access" setting. Allow public access by using a bucket ACL that contains



<Permission>WEBSITE</Permission>.
¢ B. Configure the S3 bucket by using the "Redirect requests for an object" functionality to point to the bucket root URL.
e C. Turn off the "Block all public access" setting. Allow public access by using a bucket ACL that allows access to the
AuthenticatedUsers grantee.
e D. Turn off the "Block all public access" setting. Set a bucket policy that allows "Principal": the s3:GetObject action.
¢ E. Create an index.html document. Configure static website hosting, and upload the index document to the S3 bucket.

Answer: D,E

Explanation:

To host a static website on Amazon S3, the SysOps administrator needs to configure the bucket for public access and set up the
static website hosting, Here's how to complete this process:

Turn off "Block all public access": Amazon S3 buckets have "Block all public access" settings enabled by default for security. Since
the webpage needs to be accessible publicly, this setting must be disabled. This step is crucial to allow public read access to the web
content.

Set a bucket policy: After disabling "Block all public access," set a bucket policy that explicitly allows public read access to the S3
bucket. This policy should allow the s3:GetObject action for everyone, which can be set by specifying "Principal™: "™*". This policy
ensures that anyone can view the webpage but does not grant permissions to modify or delete the content.

Create an index.html document and configure static website hosting: The next step is to create an index.html file, which will serve as
the entry point of the website. After creating this file, upload it to the bucket. Then, configure the bucket for static website hosting
through the S3 management console. This setting enables the S3 bucket to serve the webpage directly from the index.html file.
Combining these actions, the S3 bucket will be properly configured to host and serve the static website with minimal operational
overhead and maximum accessibility.

NEW QUESTION # 517
A company needs to upload gigabytes of files every day. The company need to achieve higher throughput and upload speeds to
Amazon S3 Which action should a SysOps administrator take to meet this requirement?

A. Create an Amazon CloudFront distribution with the GET HTTP method allowed and the S3 bucket as an origin.
B. Create an Amazon ElastiCache duster and enable caching for the S3 bucket

C. Set up AWS Global Accelerator and configure it with the S3 bucket

D. Enable S3 Transfer Acceleration and use the acceleration endpoint when uploading files

Answer: D

Explanation:

Enable Amazon S3 Transfer Acceleration Amazon S3 Transfer Acceleration can provide fast and secure transfers over long
distances between your client and Amazon S3. Transfer Acceleration uses Amazon CloudFront's globally distributed edge locations.
https/aws.amazon.com/premiumsupport/knowledge-center/s3-upload- large-files/

NEW QUESTION # 518
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