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150 27001-2022 Lead Auditor
Multiple Cheice Questions:

1. What is the purpose of a management review in the context of IS0
27001:20222

a. Toevaluate the organisation's compliance with legal and regulatory
requirements,

b. Toidentify and mitigate risks to the organisation's information
assets.

c. Taoidentify opportunities for improvement in the arganisation’s
information security manageament system.

d. To evaluate the effectiveness of the organisation’s information
security management system,

2. What is the purpose of an I1SMS risk assessment report?
a. Toidentify potential risks to the organisation,
b. To prioritise risks for mitigation.
c. Todocument the results of the risk assessment process.
d. Todevelop a risk mitigation plan.

3, When conducting a risk assessment for an erganisation's information
security management system (15M3), which of the following is the correct
sequence of steps?

8. Identify risks, assess risks, treat risks
b. Treat risks, assess risks, identify risks
c. Assess risks, identify risks, treat risks
d. Assess risks, treat risks, identify risks

4. Who should receive a copy of the 15MS risk assessment report?
a. The organisation's senior management
b. The IT department
c. The risk assessment team
d. All employees of the organisation
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Answer: C

Explanation:

Sinvestment's request to review documented information remotely during the stage 1 audit is acceptable and aligns with established
auditing practices, making option A the correct answer. ISO/IEC 17021-1 and ISO

1901122018 both permit flexibility in how audit activities are conducted, including the use of remote techniques, provided
confidentiality, integrity, and effectiveness of the audit are maintained.

Stage 1 audits are primarily focused on reviewing documented information, understanding the organization's context, confirming the
ISMS scope, and assessing readiness for stage 2. Reviewing documents remotely is a widely accepted practice, especially when
supported by appropriate confidentiality agreements, as was the case i this scenario. The auditors had already signed confidentiality
agreements, mitigating the risk of information disclosure.

Option B is incorrect because remote document review does not inherently lead to a breach of confidentiality.

Risks must be managed, not assumed. Secure document-sharing platforms and confidentiality agreements are sufficient safeguards
when properly implemented. Option C is incorrect because the use of different locations or remote methods does not automatically
reduce audit efficiency; in many cases, it enhances efficiency by reducing travel time and allowing better preparation.

Therefore, allowing remote review of documented information during stage 1 is fully consistent with ISO auditing standards and
recognized certification body practices.
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Answer: B

Explanation:
The correct answer is Previous audit experience within the audit scope, because judgement-based sampling relies heavily on the
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auditor's professional judgment, knowledge, and experience. ISO 19011:2018 explicitly states that auditors may use judgmental
(non-statistical) sampling when selecting audit samples, particularly when dealing with complex systems or limited audit time.

‘When applying judgement-based sampling, auditors consider factors such as areas with a history of nonconformities, previous audit
findings, recurring weaknesses, and known high-risk processes. Prior audit experience within the same scope provides valuable
nsight into where problems are more likely to occur and where audit effort should be concentrated. This helps auditors select
representative and meaningful samples that support reliable conclusions.

Option A is incorrect because monitoring activities prior to ISMS implementation may provide background context, but they are not
a primary basis for judgement-based sampling in a certification audit. Option C is incorrect because the auditee's general experience
with management systerrs does not directly inform which specific records, processes, or controls should be sampled.
Judgement-based sampling is not randomy, it is risk-informed and experience-driven. Therefore, leveraging previous audit experience
within the audit scope is the most appropriate and standards-aligned consideration.
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Answer: A

Explanation:

Comprehensive and Detailed In-Depth

Intrinsic vulnerabilities are inherent flaws in a system, software, or tool. In this case, the mability to bound-check arrays is an inherent
weakness of the software, making it an intrinsic vulnerability. This aligns with ISO/IEC 27001:2022 Annex A Control A.8.9
(Configuration Management), which mandates secure software design and validation practices.

Extrinsic vulnerabilities arise due to external factors (e.g,, misconfigurations or lack of security patches).

Buffer overflow is a vulnerability, not a threat, because it represents a weakness that can be exploited by an attacker.
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Answer: B

Explanation:

According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), clause 8.1 requires an organization to plan, implement and control its
processes needed to meet ISMS requirements2. This includes determining what needs to be done, how it will be done, who will do
it, when it will be done, what resources are required, how performance will be evaluated, etc2. Therefore, if an ISMS auditor
conducting a third-party surveillance audit of a telecom's provider notes that there has been a significant increase in the number of
switches failing their initial configuration test and being returned for reprogramming due to a recent ISMS upgrade that reduced
access to work instructions, this indicates a nonconformity against clause 8.1 of ISO/IEC 27001:2022. The organization has failed to
plan and control its operational processes effectively to ensure information security and quality2. The other options are not correct
clauses to raise a nonconformity against based solely on this information. For example, clause 7.5 deals with documented information
required by ISMS or determined by an organization as necessary for its effectiveness2, but it does not specify how many copies or



formats of work instructions should be available; clause 10.2 deals with nonconformity and corrective action as a response to an
identified problem or incident2, but it does not address how to prevent or avoid such problens or incidents in operational processes;
clause 7.3 deals with awareness of ISMS policy, objectives, roles and responsibilities among persons doing work under an
organization's control2, but it does not relate to how work instructions are accessed or followed; clause 7.2 deals with competence
of persons doing work under an organization's control that affects its ISMS performance2, but it does not imply that lack of
competence is caused by insufficient work instructions; clause 7.4 deals with communication about ISMS among internal and
external interested parties2, but it does not cover how operational information is communicated within an organization. Reference:
ISO/IEC 27001:2022 - Information technology - Security techniques - Information security management systems - Requirements
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Answer:

Explanation:

Reference:

ISO 19011:2022 Guidelines for auditing management systems

ISO/IEC 17021-1:22022 Conformity assessment - Requirerments for bodies providing audit and certification of management systerns
- Part 1: Requirements
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