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PECB Certified ISO/IEC 27001 Lead Auditor exam Sample Questions (Q199-
Q204):
NEW QUESTION # 199 
You are an experienced audit team leader guiding an auditor in training.
Your team is currently conducting a third-party surveillance audit of an organisation that stores data on behalf of external clients. The
auditor in training has been tasked with reviewing the TECHNOLOGICAL controls listed in the Statement of Applicability (SoA)
and implemented at the site.
Select four controls from the following that would you expect the auditor in training to review.
You are an experienced audit team leader guiding an auditor in training, Your team is currently conducting a third-party surveillance
audit of an organisation that stores data on behalf of external clients. The auditor in training has been tasked with reviewing the
TECHNOLOGICAL controls listed in the Statement of Applicability (SoA) and implemented at the site.
Select four controls from the following that would you expect the auditor in training to review.

A. The conducting of verification checks on personnel
B. The organisation's business continuity arrangements
C. The organisation's arrangements for information deletion
D. The organisation's arrangements for maintaining equipment
E. Confidentiality and nondisclosure agreements
F. The development and maintenance of an information asset inventory
G. How information security has been addressed within supplier agreements
H. How power and data cables enter the building
I. How access to source code and development tools are managed
J. Remote working arrangements
K. Information security awareness, education and training
L. How protection against malware is implemented
M. How the organisation evaluates its exposure to technical vulnerabilities
N. Access to and from the loading bay
O. The operation of the site CCTV and door control systems
P. Rules for transferring information within the organisation and to other organisations

Answer: I,L,M,O

Explanation:
Explanation
According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), an organization should select and implement appropriate controls to
achieve its information security objectives1. The controls should be derived from the results of risk assessment and risk treatment,
and should be consistent with the Statement of Applicability (SoA), which is a document that identifies the controls that are
applicable and necessary for the ISMS1. The controls can be selected from various sources, such as ISO/IEC 27002:2013, which
provides a code of practice for information security controls2. Therefore, if an auditor in training has been tasked with reviewing the
technological controls listed in the SoA and implemented at the site of an organization that stores data on behalf of external clients,
four controls that would be expected to review are:
* How protection against malware is implemented: This is a technological control that aims to prevent, detect and remove malicious
software (such as viruses, worms, ransomware, etc.) that could compromise the confidentiality, integrity or availability of information
or information systems2. This control is related to control A.12.2.1 of ISO/IEC 27002:20132.
* How the organisation evaluates its exposure to technical vulnerabilities: This is a technological control that aims to identify and
assess the potential weaknesses or flaws in information systems or networks that could be exploited by malicious actors or cause
accidental failures2. This control is related to control A.12.6.1 of ISO/IEC 27002:20132.
* How access to source code and development tools are managed: This is a technological control that aims to protect the intellectual
property rights and integrity of software applications or systems that are developed or maintained by the organization or its external
providers2. This control is related to control A.14.2.5 of ISO/IEC 27002:20132.
* The operation of the site CCTV and door control systems: This is a technological control that aims to monitor and restrict physical
access to the premises or facilities where information or information systems are stored or processed2. This control is related to
control A.11.1.4 of ISO/IEC 27002:20132.
The other options are not examples of technological controls, but rather organizational, legal or procedural controls that may also be
relevant for an ISMS audit, but are not within the scope of the auditor in training's task. For example, the development and
maintenance of an information asset inventory (related to control A.8.1.1), rules for transferring information within the organization
and to other organizations (related to control A.13.2.1), confidentiality and nondisclosure agreements (related to control A.13.2.4),
verification checks on personnel (related to control A.7.1.2), remote working arrangements (related to control A.6.2.1), information
security within supplier agreements (related to control A.15.1.1), business continuity arrangements (related to control A.17),



information deletion (related to control A.8.3), information security awareness, education and training (related to control A.7.2),
equipment maintenance (related to controlA.11.2), and how power and data cables enter the building (related to control A.11) are
not technological controls, but rather organizational, legal or procedural controls that may also be relevant for an ISMS audit, but are
not within the scope of the auditor in training's task. References: ISO/IEC 27001:2022 - Information technology - Security
techniques - Information security management systems - Requirements, ISO/IEC
27002:2013 - Information technology - Security techniques - Code of practice for information security controls

NEW QUESTION # 200 
Scenario 2
Knight is an electronics company based in Northern California, the US that develops video game consoles.
With over 300 employees globally, Knight is celebrating its fifth anniversary by launching the G-Console, a next-generation gaming
system aimed at international markets. G-Console is considered to be the ultimate media machine of 2021, and it will give players
the best gaming experience. The console pack will include a pair of VR headsets, two games, and other gifts.
Over the years, the company has developed a strong reputation for integrity, honesty, and respect toward their customers. Besides
being a very customer-oriented company, Knight also gained wide recognition within the gaming industry because of its quality.
As one of the leading video game console developers in the world, Knight often finds itself a target for malicious activities. Therefore,
it has implemented an information security management system (ISMS) based on ISO/IEC 27001, and its scope was communicated
to employees of the company over a weekly meeting.
Recently, however, Knight experienced a security breach when hackers leaked proprietary information. In response, the incident
response team (IRT) immediately began a thorough investigation of the system and the specifics of the incident. Initially, the IRT
suspected that employees may have used weak passwords, allowing hackers to easily access their accounts. Upon further
investigation, it was revealed that the hackers captured traffic from the file transfer protocol (FTP), which transmits data using clear-
text passwords for authentication.
In light of this security incident, and following the IRT's recommendations, Knight decided to replace the FTP with Secure Shell
(SSH) protocol. This change ensures that any captured traffic is encrypted, significantly improving security.
After implementing these changes, Knight conducted a risk assessment to verify that the implementation of controls had minimized
the risk of similar incidents. Based on the results of the risk assessment, they chose a risk treatment option to treat the risk.
Question
Based on Scenario 2, the risk treatment option was based on the risk assessment results. Is this acceptable?

A. No, the risk treatment option should be based solely on financial considerations regardless of the risk assessment results.
B. Yes, an appropriate risk treatment option is taking into account the risk assessment results.
C. No, the risk treatment options should be randomly selected to ensure unbiased decision-making.

Answer: B

Explanation:
ISO/IEC 27001:2022 explicitly requires that risk treatment decisions be based on the results of the information security risk
assessment. Clause 6.1.3 states that, after completing a risk assessment, the organization shall determine appropriate risk treatment
options and select controls to implement those options.
This ensures that controls are proportionate, justified, and aligned with actual information security risks rather than arbitrary or purely
cost-driven decisions.
In the scenario, Knight conducted a risk assessment after implementing SSH to replace FTP and then chose a risk treatment option
based on the assessment results. This approach is fully compliant with ISO/IEC 27001.
The organization first identified the risk, implemented a control to address the vulnerability, and then reassessed the residual risk to
confirm whether it was reduced to an acceptable level. This demonstrates a structured and systematic risk management process.
Option B is incorrect because ISO/IEC 27001 does not allow financial considerations to override risk assessment outcomes. While
cost is a factor, it must be balanced against the risk and potential impact. Option C is incorrect because random selection of risk
treatment options contradicts the fundamental principles of risk-based decision-making and would undermine the effectiveness of the
ISMS.
Therefore, selecting a risk treatment option based on risk assessment results is not only acceptable but required under ISO/IEC
27001:2022.

NEW QUESTION # 201 
Integrity of data means

A. Data should be viewable at all times
B. Accuracy and completeness of the data



C. Data should be accessed by only the right people

Answer: B

Explanation:
Integrity of data means accuracy and completeness of the data. Integrity is one of the three main objectives of information security,
along with confidentiality and availability. Integrity ensures that information and systems are not corrupted, modified, or deleted by
unauthorized actions or events. Data should be viewable at all times is not related to integrity, but to availability. Data should be
accessed by only the right people is not related to integrity, but to confidentiality. References: : CQI & IRCA ISO 27001:2022 Lead
Auditor Course Handbook, page 24. : [ISO/IEC 27001 Brochures | PECB], page 4.

NEW QUESTION # 202 
Select the option which best describes how Information Security Management System audits should be conducted:

A. Audit methods should be used to assess audit evidence in order to generate audit recommendations.
Then, the audit recommendations should be created and presented to the auditee at the closing meeting.
B. Audit objectives should be used to assess audit evidence in order to generate audit conclusions. Then, the audit findings
should be created and presented to the audit client at the closing meeting.
C. Audit objectives should be used to assess objective evidence in order to generate audit conclusions.Then, the audit
recommendations should be created and presented to top management at management review.
D. Audit criteria should be used to assess objective evidence in order to generate audit outcomes. Then, the audit report
should be created and presented to the audit team leader at the closing meeting.
E. Audit methods should be used to assess objective evidence in order to generate audit findings. Then, the audit conclusion
should be created and presented to the auditee at the closing meeting.
F. Audit criteria should be used to assess circumstantial evidence in order to generate audit outcomes.
Then, the audit report should be created and presented to the audit team at the audit team meeting.

Answer: E

Explanation:
The option that best describes how Information Security Management System (ISMS) audits should be conducted, aligning with
best practices and standards like ISO/IEC 27001:2022, is:
D: Audit methods should be used to assess objective evidence in order to generate audit findings. Then, the audit conclusion should
be created and presented to the auditee at the closing meeting.

NEW QUESTION # 203 
You are performing an ISMS initial certification audit at a residential nursing home that provides healthcare services. The next step in
your audit plan is to conduct the closing meeting. During the final audit team meeting, as an audit team leader, you agree to report 2
minor nonconformities and 1 opportunity for improvement as below:



Select one option of the recommendation to the audit programme manager you are going to advise to the auditee at the closing
meeting.

A. Recommend certification after your approval of the proposed corrective action plan Recommend that the findings can be
closed out at a surveillance audit in 1 year
B. Recommend certification immediately
C. Recommend that a full scope re-audit is required within 6 months
D. Recommend that an unannounced audit is carried out at a future date
E. Recommend that a partial audit is required within 3 months

Answer: A

Explanation:
According to ISO/IEC 17021-1:2015, which specifies the requirements for bodies providing audit and certification of management
systems, clause 9.4.9 requires the certification body to make a certification decision based on the information obtained during the
audit and any other relevant information1. The certification body should also consider the effectiveness of the corrective actions
taken by the auditee to address any nonconformities identified during the audit1. Therefore, when making a recommendation to the
audit programme manager, an ISMS auditor should consider the nature and severity of the nonconformities and the proposed
corrective actions.
Based on the scenario above, the auditor should recommend certification after their approval of the proposed corrective action plan
and recommend that the findings can be closed out at a surveillance audit in 1 year. The auditor should provide the following
justification for their recommendation:
Justification: This recommendation is appropriate because it reflects the fact that the auditee has only two minor nonconformities and
one opportunity for improvement, which do not indicate a significant or systemic failure of their ISMS. A minor nonconformity is
defined as a failure to achieve one or more requirements of ISO/IEC 27001:2022 or a situation which raises significant doubt about
the ability of an ISMS process to achieve its intended output, but does not affect its overall effectiveness or conformity2. An
opportunity for improvement is defined as a suggestion for improvement beyond what is required by ISO/IEC 27001:20222.
Therefore, these findings do not prevent or preclude certification, as long as they are addressed by appropriate corrective actions
within a reasonable time frame. The auditor should approve the proposed corrective action plan before recommending certification,
to ensure that it is realistic, achievable, and effective. The auditor should also recommend that the findings can be closed out at a
surveillance audit in 1 year, to verify that the corrective actions have been implemented and are working as intended.
The other options are not valid recommendations for the audit programme manager, as they are either too lenient or too strict for the
given scenario. For example:
Recommend certification immediately: This option is not valid because it implies that the auditor ignores or accepts the
nonconformities, which is contrary to the audit principles and objectives of ISO 19011:20182, which provides guidelines for auditing



management systems. It also contradicts the requirement of ISO/IEC 17021-1:20151, which requires the certification body to
consider the effectiveness of the corrective actions taken by the auditee before making a certification decision.
Recommend that a full scope re-audit is required within 6 months: This option is not valid because it implies that the auditor
overreacts or exaggerates the nonconformities, which is contrary to the audit principles and objectives of ISO 19011:20182. It also
contradicts the requirement of ISO/IEC 17021-1:20151, which requires the certification body to determine whether a re-audit is
necessary based on the nature and extent of nonconformities and other relevant factors. A full scope re-audit is usually reserved for
major nonconformities or multiple minor nonconformities that indicate a serious or widespread failure of an ISMS.
Recommend that an unannounced audit is carried out at a future date: This option is not valid because it implies that the auditor
distrusts or doubts the auditee's commitment or capability to implement corrective actions, which is contrary to the audit principles
and objectives of ISO 19011:20182. It also contradicts the requirement of ISO/IEC 17021-1:20151, which requires the
certification body to conduct unannounced audits only under certain conditions, such as when there are indications of serious
problems with an ISMS or when required by sector-specific schemes.
Recommend that a partial audit is required within 3 months: This option is not valid because it implies that the auditor imposes or
prescribes a specific time frame or scope for verifying corrective actions, which is contrary to the audit principles and objectives of
ISO 19011:20182. It also contradicts the requirement of ISO/IEC 17021-1:20151, which requires the certification body to
determine whether a partial audit is necessary based on the nature and extent of nonconformities and other relevant factors. A partial
audit may be appropriate for minor nonconformities, but the time frame and scope should be agreed upon with the auditee and
based on the proposed corrective action plan.

NEW QUESTION # 204
......
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