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Oracle 1Z0-1072-25 Exam Syllabus Topics:

Topic Details

¢ Compute: This section measures skills of cloud architects responsible for designing scalable and resilient

mfrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
Topic 1 evaluates understanding of OCI compute image options, infrastructure maintenance processes, and
strategies for optimizing instance performance across availability domains.

¢ Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and

Topic 2 routing through gateways (NAT, service, internet). It assesses expertise in VPN

¢ FastConnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.

¢ Identity and Access Management (IAM): This domain validates skills of security architects implementing

granular access controls, emphasizing TAM policy creation, compartment organization, and dynamic group
Topic 3 configuration. It covers identity domain management, network source restrictions, and tag-based access
mechanisiis to enforce least-privilege principles across OCI resources

e Storage: Designed for storage admmistrators managing enterprise data solutions, this section tests
proficiency in deploying Block

e File

Topic 4 e Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It

includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage

performance metrics and cost optimization techniques.

Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q50-Q55):

NEW QUESTION # 50
‘Which authentication option should you use to ensure third-party APIs communicate with OCI resources?

A. Auth Tokens

B. SSH Key Pair with 2048-bit algorithm
C. API Signing Key

D. OCI Username and Password

Answer: C

Explanation:

When ensuring that third-party APIs communicate securely with OCI resources, the appropriate authentication option is API Signing
Key.

API Signing Key: This method uses an RSA key pair to authenticate and sign API requests. The API signing key provides a secure
and reliable way to ensure that the API requests to OCI are coming from an authorized source. It is commonly used for
programmatic access to OCI services.

Other Options:

SSH Key Pair: Primarily used for secure shell access to compute instances, not for API authentication.

Auth Tokens: Typically used for authentication in environments where APIs don't support the API Signing Key, such as OCI CLI or
SDKs.

OCI Username and Password: Generally used for the Console login, not for securing API commumications.

Relevant OCI Docurrentation:

API Signing Key Authentication

This documentation provides details on using API Signing Keys for secure API communication in OCIL.
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NEW QUESTION # 51
Which statement is true about File System Replication in Oracle Cloud Infrastructure (OCT)?

A. You can replicate the data in one file system to another file system in the same region or a different region.
B. You cannot specify a replication interval when you create the replication resource.

C. You can replicate the data in one file system to another file system only in the same region.

D. Only a file system that has been exported can be used as a target file system.

Answer: A

Explanation:

File System Replication in Oracle Cloud Infrastructure (OCI) allows you to replicate data from one file system to another either
within the same region or across different regions. This capability is particularly useful for disaster recovery, data protection, and
global data distribution scenarios.

Cross-Region Replication: The replication feature enables you to create a copy of your file system in a different region, ensuring that
your data is available even in the event of a regional failure.

Same-Region Replication: You also have the option to replicate data within the same regjon, which can be useful for scenarios such
as high availability and local backups.

Reference:

Oracle Cloud Infrastructure Documentation: File System Replication

NEW QUESTION # 52
How can OCI IAM be configured to facilitate cross-region access?

A. Users can access resources in all regions by default.

B. Identity domain replication must be enabled.

C. The identity domain automatically replicates to the other region.

D. The administrator can grant users permissions to access specific resources in the other region.

Answer: D

Explanation:

In Oracle Cloud Infrastructure (OCI), cross-region access is facilitated by configuring IAM policies that grant users or groups
pernissions to access resources in other regions. IAM policies in OCI are global, meaning they apply across all regions by defaul.
However, an admmnistrator can specifically configure these policies to allow or restrict access to resources in different regions.
Example: An administrator can write a policy that allows a user to manage compute instances in a specific region by including the
region's name in the policy statement.

Reference:

Oracle Cloud Infrastructure Documentation: IAM Policies

NEW QUESTION # 53
With OCT's pricing of $0.0085 USD per Gigabyte for Outbound Data Transfer in North America, how much will they spend per
month for 7 Petabytes of Outbound Data Transfer?

A. $59,415.00

B. $150,000.00

C. $0.00 (fiee with OCI)
D. $59,500.00

Answer: D

Explanation:

To calculate the monthly cost for 7 Petabytes (PB) of outbound data transfer at a rate of $0.0085 per GB in North America:
Calculation:

1 PB=1,000,000 GB

7 PB= 7,000,000 GB

Cost = 7,000,000 GB * $0.0085/GB = $59,500.00

Thus, the cost for 7 PB of outbound data transfer per month is $59,500.00.



Reference:
Oracle Cloud Infrastructure Pricing: OCI Pricing

NEW QUESTION # 54
Which Traffic Management Steering Policy facilitates the distribution of DNS traffic based on the geographical location of end users?

A. ASN Steering
B. Geolocation Steering
C. IP Prefix Steering

D. Proximity Steering
Answer: B

Explanation:

Geolocation Steering in OCI's Traffic Management Steering Policy allows you to distribute DNS traffic based on the geographical
location of the end users. This method helps direct users to the nearest regional endpoint, optimizing latency and improving user
experience.

Use Cases: Geolocation Steering is commonly used to deliver region-specific content, comply with data residency laws, or optimize
service performance by directing traffic to the closest available servers.

Reference:

Oracle Cloud Infrastructure Documentation: Traffic Management Steering Policies

NEW QUESTION # 55
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