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PECB Certified ISO/IEC 27001 Lead Auditor exam ISO-IEC-27001-Lead-
Auditor Prüfungsfragen mit Lösungen (Q100-Q105):
100. Frage 
Scenario 2: Knight is an electronics company from Northern California, US that develops video game consoles. Knight has more
than 300 employees worldwide. On the fifth anniversary of their establishment, they have decided to deliver the G-Console, a new
generation video game console aimed for worldwide markets. G-Console is considered to be the ultimate media machine of 2021
which will give the best gaming experience to players.
The console pack will include a pair of VR headset, two
games, and other gifts.
Over the years, the company has developed a good reputation by showing integrity, honesty, and respect toward their customers.
This good reputation is one of the reasons why most passionate gamers aim to have Knight's G-console as soon as it is released in
the market.
Besides being a very customer-oriented company, Knight
also gained wide recognition within the gaming industry because of the developing quality. Their prices are a bit higher than the
reasonable standards allow.
Nonetheless, that is not considered an issue for most loyal customers of Knight, as their quality is top-notch.
Being one of the top video game console developers in the world, Knight is also often the center of attention for malicious activities.
The company has had an operational ISMS for over a year. The ISMS scope includes all departments of Knight, except Finance
and HR departments.
Recently, a number of Knight's files containing proprietary information were leaked by hackers. Knight's incident response team
(IRT) immediately started to analyze every part of the system and the details of the incident.
The IRT's first suspicion was that Knight's employees used weak passwords and consequently were easily cracked by hackers who
gained unauthorized access to their accounts. However, after carefully investigating the incident, the IRT determined that hackers
accessed accounts by capturing the file transfer protocol (FTP) traffic.
FTP is a network protocol for transferring files between accounts. It uses clear text passwords for authentication.
Following the impact of this information security incident and with IRT's suggestion, Knight decided to replace the FTP with Secure
Shell (SSH) protocol, so anyone capturing the traffic can only see encrypted data.
Following these changes, Knight conducted a risk assessment to verify that the implementation of controls had minimized the risk of
similar incidents. The results of the process were approved by the ISMS project manager who claimed that the level of risk after the
implementation of new controls was in accordance with the company's risk acceptance levels.
Based on this scenario, answer the following question:
According to scenario 2, the ISMS scope was not applied to the Finance and HR Department of Knight. Is this acceptable?

A. No, the ISMS scope must include all organizational units and processes
B. Yes, the ISMS must be applied only to processes and assets that may directly impact information security
C. Yes, the ISMS scope can include the whole organization or only particular departments within the organization

Antwort: C

101. Frage 
You are an experienced ISMS audit team leader conducting a third-party surveillance audit of an internet services provider. You are
reviewing the organization's risk assessment processes for conformity with ISO/IEC 27001:2022.
Which three of the following audit findings would prompt you to raise a nonconformity report?

A. The organisation's information security risk assessment process is based solely on an assessment of the impact of each risk
B. The organisation's risk assessment criteria have not been reviewed and approved by top management
C. The organisation's information security risk assessment process suggests each risk is allocated a risk owner
D. There is a different system in place for assessing operational information security risks and for assessing strategic
information security risks
E. The organisation has not used RAG (Red, Amber, Green) to classify its' information security risks.
Instead, it has used a smiling emoji, a neutral face emoji and a sad face emoji
F. Both systems contain additional information security risks which are not associated with preserving the confidentiality,
integrity and accessibility of information
G. The organisation has assessed the probability of all of its information security risks as either 0%, 25%,
50%, 75% or 100%
H. The organisation is treating information security risks in the order in which they are identified

Antwort: A,B,H



Begründung:
The three audit findings that would prompt you to raise a nonconformity report are:
*The organisation is treating information security risks in the order in which they are identified
*The organisation's risk assessment criteria have not been reviewed and approved by top management
*The organisation's information security risk assessment process is based solely on an assessment of the impact of each risk
According to ISO/IEC 27001:2022, clause 6.1.2, the organisation must establish and maintain an information security risk
management process that is consistent with the organisation's context and aligned with its overall risk management approach1. This
process must include the following steps:
*Establishing the risk assessment criteria, which must be approved by top management and reflect the organisation's risk appetite
and objectives2
*Identifying the information security risks, which must consider the assets, threats, vulnerabilities, impacts, and likelihoods3
*Analysing the information security risks, which must determine the levels of risk and compare them with the risk criteria4
*Evaluating the information security risks, which must prioritise the risks and decide whether they need treatment or not5 Therefore,
the audit findings B, E, and F indicate that the organisation is not following the required steps of the information security risk
management process, and thus are nonconformities with the standard.
The other audit findings are not necessarily nonconformities, as they may be acceptable depending on the organisation's context and
justification. For example:
*Audit finding A may be acceptable if the organisation has identified and treated the additional information security risks that are
relevant to its scope and objectives, and has documented the rationale for doing so6
*Audit finding C may be acceptable if the organisation has assigned clear roles and responsibilities for the information security risk
management process, and has ensured that the risk owners have the authority and competence to manage the risks7
*Audit finding D may be acceptable if the organisation has defined and communicated the meaning and implications of the emoji-
based risk classification, and has ensured that it is consistent with the risk criteria and the risk treatment process8
*Audit finding G may be acceptable if the organisation has justified the use of discrete values for the probability of the information
security risks, and has ensured that they are realistic and consistent with the risk criteria and the risk analysis method9
*Audit finding H may be acceptable if the organisation has established and maintained different systems for assessing operational and
strategic information security risks, and has ensured that they are integrated and aligned with the overall risk management approach
and the ISMS objectives10 References: 1: ISO/IEC 27001:2022, 6.1.2; 2: ISO/IEC 27001:2022, 6.1.2 a); 3: ISO/IEC
27001:2022, 6.1.2 b); 4: ISO/IEC 27001:2022, 6.1.2 c); 5: ISO/IEC 27001:2022, 6.1.2 d); 6: ISO/IEC 27001:2022, A.0.2; 7:
ISO/IEC 27001:2022, 5.3; 8: ISO/IEC 27001:2022, 6.1.2 a) 2); 9: ISO/IEC 27001:2022, 6.1.2 c) 2); 10:
ISO/IEC 27001:2022, 6.1.2 a) 1); : ISO/IEC 27001:2022; : ISO/IEC 27001:2022; : ISO/IEC 27001:2022; :
ISO/IEC 27001:2022; : ISO/IEC 27001:2022; : ISO/IEC 27001:2022; : ISO/IEC 27001:2022; : ISO/IEC
27001:2022; : ISO/IEC 27001:2022; : ISO/IEC 27001:2022

102. Frage 
You are an experienced ISMS audit team leader conducting a third-party surveillance visit.
You notice that although the auditee is claiming conformity with ISO/IEC 27001:2022 they are still referring to Improvement as
clause 10.2 (as it was in the 2013 edition) when this is now clause 10.1 in the 2022 edition. You have confirmed they are meeting all
of the 2022 requirements set out in the standard.
Select one option of the action you should take.

A. Bring the matter up at the closing meeting
B. Raise a nonconformity against clause 7.5.3 - Control of documented information
C. Note the issue in the audit report
D. Raise it as an opportunity for improvement

Antwort: D

Begründung:
The correct action to take in this situation is to raise it as an opportunity for improvement. This is because the auditee is not violating
any requirement of the standard, but rather using outdated terminology that does not reflect the current version of the standard. An
opportunity for improvement is a suggestion for enhancing the performance or effectiveness of the ISMS1. It is not a nonconformity,
which is a failure to fulfil a requirement2. Therefore, option B is incorrect. Option A is also incorrect, because noting the issue in the
audit report without raising it as an opportunity for improvement would not provide any value or feedback to the auditee. Option D
is also incorrect, because bringing the matter up at the closing meeting without documenting it as an opportunity for improvement
would not ensure that the auditee takes any action to address it.
References: 1: ISMS Auditing Guideline - ISO27000, page 11; 2: ISO/IEC 27000:2022, 3.28; : ISMS Auditing Guideline -
ISO27000; : ISO/IEC 27000:2022



103. Frage 
You are an experienced ISMS audit team leader. An auditor in training has approached you to ask you to clarify the different types
of audits she may be required to undertake.
Match the following audit types to the descriptions.
To complete the table click on the blank section you want to complete so that It is highlighted In fed, and then click on the applicable
text from the options below. Alternatively, you may drag and drop each option to the appropriate blank section.

Antwort:

Begründung:
Explanation:

104. Frage 
You are an experienced ISMS audit team leader providing guidance to an ISMS auditor in training. They have been asked to carry
out an assessment of external providers and have prepared a checklist containing the following activities. They have asked you to
review their checklist to confirm that the actions they are proposing are appropriate.
The audit they have been invited to participate in is a third-party surveillance audit of a data centre . The data centre agent is part of
a wider telecommunication group. Each data centre within the group operates its own ISMS and holds its own certificate.
Select three options that relate to ISO/IEC 27001:2022's requirements regarding external providers.

A. I will ensure that top management have assigned roles and responsibilities for those providing external ISMS processes as
well as internal ISMS processes
B. I will ensure that the organisation has a reserve external provider for each process it has identified as critical to preservation
of the confidentiality, integrity and accessibility of its information
C. I will ensure external providers have a documented process in place to notify the organisation of any risks arising from the
use of its products or services
D. I will ensure the organization is regularly monitoring, reviewing and evaluating external provider performance
E. I will ensure the organization is has determined the need to communicate with external providers regarding the ISMS
F. I will limit my audit activity to externally provided processes as there is no need to audit externally provided products of
services
G. I will check the other data centres are treated as external providers, even though they are part of the same
telecommunication group
H. I will ensure that the organisation ranks its external providers and allocates the majority of its work to those providers who
are rated the highest

Antwort: C,D,G

Begründung:
A. I will check the other data centres are treated as external providers, even though they are part of the same telecommunication
group. This is appropriate because clause 8.1.4 of ISO 27001:2022 requires the organisation to ensure that externally provided
processes, products or services that are relevant to the information security management system are controlled. Externally provided
processes, products or services are those that are provided by any external party, regardless of the degree of its relationship with the
organisation. Therefore, the other data centres within the same telecommunication group should be treated as external providers and
subject to the same controls as any other external provider12
B. I will ensure external providers have a documented process in place to notify the organisation of any risks arising from the use of
its products or services. This is appropriate because clause 8.1.4 of ISO
27001:2022 requires the organisation to implement appropriate contractual requirements related to information security with external
providers. One of the contractual requirements could be the obligation of the external provider to notify the organisation of any risks
arising from the use of its products or services, such as security incidents, vulnerabilities, or changes that could affect the information
security of the organisation. The external provider should have a documented process in place to ensure that such notification is
timely, accurate, and complete12
E. I will ensure the organisation is regularly monitoring, reviewing and evaluating external provider performance. This is appropriate
because clause 8.1.4 of ISO 27001:2022 requires the organisation to monitor, review and evaluate the performance and
effectiveness of the externally provided processes, products or services. The organisation should have a process in place to measure
and verify the conformity and suitability of the external provider's deliverables and activities, and to provide feedback and
improvement actions as necessary. The organisation should also maintain records of the monitoring, review and evaluation results12
F. I will ensure the organisation has determined the need to communicate with external providers regarding the ISMS. This is
appropriate because clause 7.4.2 of ISO 27001:2022 requires the organisation to determine the need for internal and external
communications relevant to the information security management system, including the communication with external providers. The
organisation should define the purpose, content, frequency, methods, and responsibilities for such communication, and ensure that it



is consistent with the information security policy and objectives. The organisation should also retain documented information of the
communication as evidence of its implementation12 The following activities are not appropriate for the assessment of external
providers according to ISO
27001:2022:
C. I will ensure that the organisation has a reserve external provider for each process it has identified as critical to preservation of the
confidentiality, integrity and accessibility of its information. This is not appropriate because ISO 27001:2022 does not require the
organisation to have a reserve external provider for each critical process. The organisation may choose to have a contingency plan or
a backup solution in case of failure or disruption of the external provider, but this is not a mandatory requirement. The organisation
should assess the risks and opportunities associated with the external provider and determine the appropriate treatment options,
which may or may not include having a reserve external provider12
D. I will limit my audit activity to externally provided processes as there is no need to audit externally provided products or services.
This is not appropriate because clause 8.1.4 of ISO 27001:2022 requires the organisation to control the externally provided
processes, products or services that are relevant to the information security management system. Externally provided products or
services may include software, hardware, data, or cloud services that could affect the information security of the organisation.
Therefore, the audit activity should cover both externally provided processes and products or services, as applicable12
G. I will ensure that top management have assigned roles and responsibilities for those providing external ISMS processes as well as
internal ISMS processes. This is not appropriate because clause 5.3 of ISO 27001:2022 requires the top management to assign the
roles and responsibilities for the information security management system within the organisation, not for the external providers. The
external providers are responsible for assigning their own roles and responsibilities for the processes, products or services they
provide to the organisation. The organisation should ensure that the external providers have adequate competence and awareness for
their roles and responsibilities, and that they are contractually bound to comply with the information security requirements of the
organisation12
H. I will ensure that the organisation ranks its external providers and allocates the majority of its work to those providers who are
rated the highest. This is not appropriate because ISO 27001:2022 does not require the organisation to rank its external providers
or to allocate its work based on such ranking. The organisation may choose to evaluate and compare the performance and
effectiveness of its external providers, but this is not a mandatory requirement. The organisation should select and use its external
providers based on the information security criteria and objectives that are relevant to the organisation12 References:
1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systems) Course by CQI and IRCA Certified Training 1
2: ISO/IEC 27001 Lead Auditor Training Course by PECB 2

105. Frage
......

Kümmern Sie sich darum, die ausgezeichnete Prüfungsunterlagen zur PECB ISO-IEC-27001-Lead-Auditor Zertifizierung zu finden?
Machen Sie sich jetzt keine Sorge, alle Prüfungsfragen sind an ITZert vorhanden. ITZert hat eine hocheffektive Lernmethode zur
PECB ISO-IEC-27001-Lead-Auditor Prüfungsteilnehmer geschaffen. Es ist sehr müde, wenn Sie sich auf die PECB ISO-IEC-
27001-Lead-Auditor Zertifizierung während der Arbeit vorbereiten. Um Ihre Zeit für die Prüfungsvorbereitung zu sparen, ITZert
bietet Ihnen PECB ISO-IEC-27001-Lead-Auditor Dumps, mit denen Sie in kurzer Zeit diese Prüfung bestehen können. Diese
dumps beinhalten alle mögliche Fragen in den aktuellen Prüfungen. So, Sie können PECB ISO-IEC-27001-Lead-Auditor
Zertifizierungsprüfung bestehen, solange sie diese dumps gut lernen.
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