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increased learning experiences. We are confident in the quality of the Fortinet EMEA-Advanced-Support preparational material we
provide and back it up with a money-back guarantee.

Fortinet EMEA Advanced Support Exam Sample Questions (Q45-Q50):
NEW QUESTION # 45 
Which FortiGate log type records denied traffic events?

A. Event Log
B. System Log
C. Traffic Log
D. Security Log

Answer: C

Explanation:
Traffic Logs in FortiGate record all traffic events, including denied packets, with details like source, destination, and policy ID.
Security Logs (B) cover UTM events, Event Logs (C) system events, and System Logs (D) hardware or system status, not
specifically denied traffic. Exact extract: "Traffic Logs record all packet activity, including allowed and denied traffic, with details
such as source/destination IPs, ports, and the firewall policy applied."
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NEW QUESTION # 46 
In FortiGate, what is the purpose of the 'set webfilter-profile' command in a firewall policy?

A. Applies a web filtering profile to block or allow URLs
B. Sets the web server authentication profile
C. Enables deep packet inspection for web traffic
D. Configures the web proxy settings

Answer: A

Explanation:
The 'set webfilter-profile' command applies a web filtering profile to a firewall policy, enabling URL blocking or allowing based on
categories or specific URLs. It does not enable DPI (B), configure proxies (C), or set authentication (D). Exact extract: "The 'set
webfilter-profile' command applies a web filtering profile to a firewall policy, controlling access to websites based on URL
categories or specific URLs."

NEW QUESTION # 47 
Firewall is performing stateful inspection for TCP traffic between Client 10.0.0.21 and Server 172.16.1.200.

A. The ACK was not supposed to be sent to client 10.0.0.21
B. Three way handshake was not completed
C. Traffic is Asymmetric and not allowed by the Firewall
D. Traffic should be allowed

Answer: B

Explanation:
Stateful inspection requires a complete TCP three-way handshake (SYN, SYN-ACK, ACK) to establish a session in the firewall's
state table. If the handshake is incomplete (e.g., missing ACK), the session is not established, and traffic is dropped. The question
implies a stateful firewall scenario where traffic is blocked, likely due to an incomplete handshake. Asymmetric traffic (B) or
incorrect ACK (A) are not indicated without further context, and C is incorrect if the handshake fails. Exact extract: "Stateful
inspection ensures that a TCP three-way handshake is completed before allowing traffic... If the handshake is not completed,
FortiGate drops the packets as invalid."

NEW QUESTION # 48 
Which of these BGP paths will be the preferred one ?

A. Prefer External path (learned via EBGP) over Internal path (IBGP)
B. Prefer the path with the highest Local Preference value
C. Prefer the path with the shortest AS Path
D. Prefer the path with the lowest Multi-Exit Discriminator (MED)

Answer: B

Explanation:
BGP path selection follows a specific order of attributes to determine the best path. The process prefers the path with the highest
local preference first, as it is one of the earliest steps in the decision process. Local preference is used within an AS to influence
outbound traffic. Only if local preferences are equal does it move to the next criteria, such as shortest AS path. The AS path length is
considered after local preference, MED after that, and eBGP over iBGP even later. Therefore, among the options, the highest local
preference (D) is the most preferred criterion. The original document's answer B is incorrect based on standard BGP selection rules
implemented in Fortinet. Exact extract: This article describes the BGP route selection process. Scope FortiGate. Solution Consider
only routes with no AS loops and a valid next hop. BGP makes routing decisions based on path, network policies and rulesets ...
select the route with the lowest router ID as the best path. Network. Type. To achieve this, multiple route selection techniques can
be used. Some are protocol- agnostic (for example, weight) and others are protocol-specific (for example ...).

NEW QUESTION # 49 



What happens when a FortiGate detects a SYN flood attack?

A. It redirects traffic to a backup gateway
B. It drops all incoming packets
C. It enables proxy-based inspection
D. It applies rate limiting to SYN packets

Answer: D

Explanation:
When FortiGate detects a SYN flood attack, it applies rate limiting to SYN packets via a DoS policy, dropping excessive packets
to mitigate the attack. It does not drop all packets (A), enable proxy inspection (B), or redirect traffic (D). Exact extract: "FortiGate
mitigates SYN flood attacks using DoS policies, which apply rate limiting to SYN packets to prevent overwhelming the system."

NEW QUESTION # 50
......
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