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¢ Plan and Design the VMware by Broadcom Solution: This section of the exam measures the ability of
VMware Solution Architects to plan and design solutions. While there are no specific testable objectives
included, the focus is on preparing professionals to design VMware-based solutions that align with
organizational goals and best practices.

FH 2

¢ Deploy, Configure, and Operate VMware vSphere Foundation (VVF): This section of the exam measures
the expertise of Data Center Administrators and emphasizes hands-on skills in deploying and configuring
VMware vSphere Foundation environments. Candidates must understand the components ofa VVF
deployment, configure Supervisors within clusters, and manage identity, access control, licensing, and
certificate management. The objectives also extend to lifecycle management within the vSphere
Foundation. Furthermore, it explores operational tasks including monitoring and analyzing logs, configuring
alerting, managing dashboards, and integrating with VMware Cloud Foundation (VCF) Operations.
Candidates will also be tested on cost and pricing configuration, compliance monitoring, and security
hardening practices. Finally, automation skills are validated through deploying services with Supervisors,
running Kubernetes workloads, using VM services, and integrating VCF Operations Orchestrator to
support enterprise autormation.

FH 3

¢ VMware vSphere Foundation Fundamentals: This section of the exam measures the skills of Virtualization
Engineers and focuses on the essentials of virtualization technology. It introduces the principles of
virtualization, explores use cases, and highlights the value it brings to businesses. Candidates are expected
to demonstrate knowledge of VMware compute components such as vCenter and ESX, cluster
configuration, and lifecycle management of virtual machines. It also covers secure workload operations,
encryption, and managing resources with content libraries. In addition, storage findamentals are examined
through configuring vSphere storage, deploying VMware vSAN clusters, defining storage policies, and
ensuring data availability. Networking findamentals are also introduced, requiring the ability to differentiate
between VMware vSphere networking components.
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¢ Troubleshoot and Optimize the VMware Solution: This section of the exam measures the ability of Systems

Engineers to troubleshoot and optimize VMware-based environments. While no explicit testable objectives
M 4 are listed, candidates are expected to apply their problentsolving skills to diagnose, resolve, and enhance
VMware solutions for improved reliability and performance.

¢ [T Architectures, Technologies, Standards: This section of the exam measures the understanding of IT

Infrastructure Architects and covers foundational concepts of architectures, emerging technologies, and
FH 5 industry standards. Although no testable objectives are listed here, it establishes the baseline knowledge
needed to interpret and design VMware-related environments effectively.
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HE #25

During a recent audit, it was determined that a group of users may have been compromised. These users should not have access to
any VMware vCenter resources while an investigation is underway. All the affected users have been placed into a

SUSPECT USERS group.

Which step is required to ensure that the suspect users will never have access to resources in vCenter?

A. Assignthe SUSPECT USERS group the Admnistrator role to the vCenter Object and uncheck propagate.
B. Disconnect the vCenter from Active Directory.

C. Assign the SUSPECT USERS group the Read-only role to the vCenter Object and check propagate.

D. Assign the SUSPECT USERS group the No access role to the vCenter Object and check propagate.

HEe. D

HE:

To ensurecompromised users cannot access vCenter resources:

* Assign theNo Accessrole at the vCenter level.

* Enable propagationso this restriction applies to all child objects.

* This guaranteeszero permissionsfor SUSPECT USERS.

Other options:

* B. Administrator with uncheck propagate# Still gives dangerous access at root level.
* C. Disconnect Active Directory# Disrupts all AD users, not just suspect ones.
* D. Read-only role# Still grants access, not acceptable during investigation.
References:

VMware vSphere 9.0 -Roles and Permissions Best Practices

VMware KB 1025569 -Assigning the No Access Role in vCenter

EE #26
Which VMware Cloud Foundation (VCF) Operations capability enables monitoring and optimization of a VMware vSphere
Foundation (VVF) environment?

A. Infrastructure Visibility
B. Log Insight Integration
C. Capacity Analytics

D. Intelligent Alerts
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Y.

The capability nVMware Cloud Foundation (VCF) Operationsthat directly enablesmonitoring and optimizationof aVMware
vSphere Foundation (VVF) environmentisCapacity Analytics.

* Capacity Analyticsprovides real-time and predictive insights intoresource utilization, capacity forecasting, and optimization.

* It analyzeshistorical and real-time utilization datato predict future workload demands, enabling administrators to proactively plan
expansions or right-size workloads.

* This includeswhat-if scenario modeling,workload optimization, andresource reclamationto ensure workloads are efficiently placed,
avoiding bottlenecks and waste.

Why not the other options?

* A. Intelligent Alerts# Provides proactive alerts and recommendations but is more focused onissue detection and notification, not
optimization.

* C. Log Insight Integration# Enables log analysis and troubleshooting, not capacity optimization.

* D. Infrastructure Visibility# Provides monitoring and observability but does not performpredictive optimization.

References:

VMware Cloud Foundation 9.0.4 -Optimizing Capacity and Improving Performance in VCF Operations VMware Cloud
Foundation 9.0.4 -Capacity Analytics forecasting and optimization details VMware Cloud Foundation 9.0.1 -VCF Operations
functional areas: Operations management provides monitoring and optimization

HE#27
‘Which component of VMware vSphere Foundation (VVF) is essential for supporting containerized workloads within the vSphere
environment?

A. vSphere Kubernetes Service
B. VCF Automation

C. VCF Fleet Manager

D. VCF Operations

2
il

SH: A

MH.

To supportcontainerized workloads within VMware vSphere Foundation (VVF), the essential component isvSphere Kubernetes
Service (vSphere with Tanzu).

* Provides nativeKubernetes integrationwith vSphere clusters.

* Enables rumningPods, Tanzu Kubernetes clusters, and containerized workloadson vSphere infrastructure.
Other options:

* VCF Automation (A):Automates VCF lifecycle but not containers.

* VCF Fleet Manager (B):Manages multi-instance environments, not workload containers.

* VCF Operations (C):Provides monitoring/analytics but not container runtime.

References:

VMware vSphere 9.0 -vSphere with Tanzu Overview

VMware Docs: Kubernetes in vSphere (Tanzu)

EE2 #28
What are the two methods to add a widget to a VMware Cloud Foundation (VCF) Operations for Logs dashboard? (Choose two.)

A. Drag and drop the widget in the dashboard design pane.

B. Create the widget in Explore Logs and click Add to Dashboard.
C. Clone the widget from an existing dashboard.

D. Import the widget in the dashboard design pane.

E. Open Management Pack Builder and clone the widget.

Y. AB

Y.

Two supported methods exist for adding widgets toVCF Operations for Logs dashboards:

* From Explore Logs- Create a widget (e.g., query result) and selectAdd to Dashboard. (B)

* Dashboard Design Pane- Use the design interface todrag and drop widgets. (C) Other options:



* A. Clone widget from existing dashboard# Not a supported method.

* D. Import widget in design pane# Import is for dashboards, not individual widgets.

* E. Management Pack Builder# Not related to Logs dashboard widgets.

References:

VMware Cloud Foundation 9.0.3 -Creating and Customizing Dashboards in VCF Operations for Logs VMware Docs: Log Insight
Dashboards and Widgets

HEE #29

An administrator has licensed vSphere components in Connected mode and then switched to Disconnected mode to meet the
company security restrictions, which cannot be violated.

‘What must the administrator do to ensure the VMware vSphere Foundation license remains valid?

¢ A. Nothing. The license is perpetual.

¢ B. Provide an internet connection to VCF Operations, then download a new license file from the VCF Business Services
console at least once every 180 days.

e C. Switch to Connected mode, validate that VCF Operations has downloaded a new license file from VCF Business
Services console, and then switch to Disconnected mode at least once every 365 days.

¢ D. Manually exchange a registration and license file between the VCF Operations instance and the VCF Business Services
console at least once every 180 days.

H¥e: D

Y.

ForDiscomected mode licensingin vSphere Foundation:

* Admmistrators must manuallyexport a registration file, upload it to theVCF Business Services console, and thenimport the license
fileback into VCF Operations.

* This process must be repeatedevery 180 daysto maintain license validity.

Other options:

* A. Switch to Connected mode once every 365 days# Incorrect; 180-day requirement.

* C. License is perpetual# Not correct; subscription-based license requires refresh.

* D. Provide internet connection every 180 days# Violates security restriction (Disconnected mode is required).

References:

VMware Cloud Foundation 9.0 -Connected and Disconnected Licensing Modes VMware Docs: [vSphere Foundation Licensing
with VCF Business Services]
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